Registrant Identity Verification
Issue:  

Registrant identity verification used in a number of registrar business processes is not sufficient to detect and prevent fraud, misrepresentation, and impersonation of registrants.

Background:  

On 12 July 2005 ICANN’s Security and Stability Advisory Committee (SSAC) released a report entitled, “Domain Name Hijacking:  Incidents, Threats, Risks and Remedial Actions”
 wherein Finding (2) raised the issues associated with the insufficient use of registrant identity verification systems, and Recommendation (10) advised strengthening identity verification requirements to a level commensurate with the verification used when the correspondence is by mail or in person.  

Statement of Problem:

Although technology has been developed to perform fraud analysis on electronic commerce transactions (specifically targeting invalid and undeliverable postal addresses, undeliverable e-mail addresses, and non-dialable telephone numbers), it has been noted that ICANN accredited registrars have “no intention, desire, or incentive to audit their registrant data… as long as the domain is paid for and the registrar is not hit with a credit card charge back, there is no business reason to prevent invalid registrant data in the Whois system.”.
   While the ICANN Whois Data Reminder Policy requires that registrars annually request registrants to update Whois data, registrars have no obligation under the RAA or via Consensus Policies (incorporated by reference into the RAA) to take any action except to notify registrants.  Countenancing inaccurate data in the registration process poses risks deemed unacceptable by all save by those registrars that won’t invest in registrant identity verification systems and by those that view inaccurate data as an acceptable trade-off in the absence of formalized privacy protections in the WHOIS.
Potential Outcomes:
· RAA language mandating the use of commercially available identity verification systems will add costs to some registrar operations
· Costs will also be incurred by registrars in the audit process to verify the accuracy of existing registrations
· Registrants will have the duty to correct inaccuracies in a timely fashion or will face a required forfeiture of their registrations (with such domain names being returned to the pool of available names).
· A consequent anticipated increase in the use of proxy services will tend to offset registrar costs.
� http://www.icann.org/announcements/hijacking-report-12jul05.pdf


� Testimony of Mr. Rick Wesson, President and Chief Executive Officer, Alice's Registry, Incorporated before the Subcommittee on Courts, the Internet and Intellectual Property, of the Committee on the Judiciary, U.S. House of Representatives -- http://commdocs.house.gov/committees/judiciary/hju91605.000/hju91605_0.HTM





