Unauthorized Change to Registration Record
Issue:  

A rogue registrar may hijack a domain by modifying a valid registration record. 

Background:  
An ample number of complaints emerged in the wake of the RegisterFly meltdown to the effect that a registrar could unilaterally change administrative and other contact details for a domain without either authorization from or notice to the registrant (in effect, an unauthorized transfer). 

Statement of Problem:
While domains transfers are generally governed by the Inter-Registrar Transfer Consensus Policy that provides for a dispute resolution mechanism, neither this policy nor the RAA provide for a dispute resolution mechanism in the event that an unauthorized transfer occurs that is not “between registrars”, but rather within the systems of a given single registrar.   Not only do registrants suffer when such events transpire, but they are also denied a process by which their claims may be addressed.
Potential Outcomes:

· A dispute resolution mechanism to attend to such circumstances may require re-drafting the “no third party beneficiaries” clause.

· A sanctions program may need to be established to curtail certain registrar behaviors.
· Conditions governing acceptable modifications to the registration record (as in the event of credit card fraud) may need to be enumerated.
· Some party (i.e. ICANN, registrars, registrants) will need to pay for the provision of this dispute resolution mechanism

· A registrant “Bill of Rights” may be drafted.

· A registrar “Code of Conduct” may be established.
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