Bulk Access Privacy Concerns
Issue: 

Registrar discretion over registrant bulk access opt-out provisions poses privacy concerns
Background:  

Section 3.3.6.6 of the RAA states:  “Registrar may enable Registered Name Holders who are individuals to elect not to have Personal Data concerning their registrations available for bulk access for marketing purposes based on Registrar's "Opt-Out" policy, and if Registrar has such a policy, Registrar shall require the third party to abide by the terms of that Opt-Out policy; provided, however, that Registrar may not use such data subject to opt-out for marketing purposes in its own value-added product or service.”

“Bulk access under license may be only a minor contributor to the perceived problem of use of Whois data for marketing purposes. A subset of a registrar's Whois database that is sufficiently large for data mining purposes may be obtained through other means, such as a combination of using free zonefile access (via signing a registry zonefile access agreement - the number of these in existence approaches 1000 per major registry) to obtain a list of domains, and then using anonymous (public) access to either port-43 or interactive web pages to retrieve large volumes of contact information. Once the information is initially obtained it can be kept up-to-date by detecting changes in the zonefile, and only retrieving information related to the changed records. 
This process is often described as "data mining". The net effect is that large numbers of Whois records are easily available for marketing purposes, and generally on an anonymous basis (the holders of this information are unknown).”

Statement of Problem:    

The privacy concerns of registrants are not to be taken lightly.  As a starting point, RAA language in this clause (3.3.6.6) should stipulate “will” instead of “may”, and should mandate an Opt-Out policy rather than allowing such to be optional at the registrar’s discretion.  
Potential Outcomes:

· Section 3.3.6.6 of the RAA will be modified in light of privacy concerns

· The “Registrar Accreditation Model Privacy Policy” will be updated accordingly 

· ICANN will resolve the extant “data mining” issues through the issuance of additional specifications

� http://gnso.icann.org/issues/whois-privacy/tor.shtml


� http://www.icann.org/registrars/model-privacy-policy.htm





