
IPC Comments on ICANN’s Draft Advisory Concerning the Effect of Registrar Accreditation Agreement (RAA) Subsection 3.7.7.3

ICANN is commended for drafting this Advisory, which addresses several aspects of RAA 3.7.7.3. The experience of IPC members shows that the provision has been subject to varying interpretations among Registrars, Registered Name Holders, and proxy services, resulting in confusion and inconsistent application witnessed by intellectual property owners. 

I.  The Need for an Advisory Concerning RAA 3.7.7.3 Exists

Section 3.7.7.3 was intended to ensure that parties harmed by the registration and or use of domain names could seek redress by: (a) creating a strong incentive for Registered Name Holders who registered domain names on behalf of third parties, such as proxy services, to either disclose the identity and contact information of the third party or affirmatively accept liability for any harm caused; and (b) preventing Registered Name Holders from avoiding liability for harm resulting from the registration and use of domain names by claiming the domain names were owned or licensed by third parties.  Section 3.7.7.3 allows for the licensing of domain name registrations, but recognizes that absent a disclosure requirement, licensing of domain names could abet illegal activity by making it much harder and more expensive to locate and bring to account parties engaged in illegal activities on the Internet.  
Under RAA 3.7.7.3, a proxy service, as Registered Name Holder, is required to promptly disclose the identity and contact information of the licensee of a domain name to any party providing the proxy service with reasonable evidence of actionable harm.  Otherwise, the proxy service must accept liability for the harm caused by wrongful use of the domain name.  However, in our experience, we have found that current practice of numerous companies whose primary business is providing proxy services (including the proxy services affiliated with ICANN-accredited Registrars) is routine disregard of RAA 3.7.7.3’s the disclosure requirements.  This disregard should result in acceptance of liability by the proxy/Registered Name Holder, but the proxy/Registered Name Holder frequently attempts to thwart such acceptance, including by only disclosing the identity of the licensee in a timeframe that is not “prompt” as required under RAA 3.7.7.3.  For example, the UDRP Panel in Baylor University v. Domains by Proxy, Inc., Case No. 1145651 (Nat. Arb. F. May 26, 2008) held that the major proxy service was a proper respondent in the case where it had refused to reveal the identities of its licensees despite being presented with reasonable evidence of actionable harm, kept the domains in its own name until after the UDRP proceeding was initiated, and only revealed the identities after the filing of a UDRP.

Anecdotal experience indicates that many proxy services will not reveal the licensee’s name unless a UDRP or other legal action has been filed by a complaining party.  For example, numerous anecdotal reports suggest that another major proxy service might consistently forward e-mail communications to licensees, but rarely acknowledges receipt of communications or acknowledges forwarding of communications to its licensees.  Similar to the position taken by the proxy service in the Baylor case,
 this other major proxy service, based upon anecdotal accounts, consistently reveals licensee information only upon filing of a UDRP complaint or other legal action (such as the issuance of a subpoena or the filing of a federal court lawsuit), but does not appear to ever reveal the identity of a licensee short of such action.  

ICANN has issued numerous advisories to accredited registrars to provide its interpretation and guidance concerning various RAA provisions and other contractual provisions.  We believe that an ICANN advisory regarding Section 3.7.7.3 of the RAA is also beneficial to Registrars, Registered Name Holders, proxy services and intellectual property owners to provide guidance and clarity with regard to the interpretation of the terms of Section 3.7.7.3 and ICANN’s expectations with respect to same.

II.  Positive Aspects of the Advisory

From the outset, the Advisory does a good job making clear that RAA 3.7.7.3 considers the Registrant listed in the Whois database to be the Registered Name Holder of a domain name, and liability for any harm caused by the wrongful use of the domain name attaches at least initially to the Registered Name Holder – even if the party ultimately causing such harm is a licensee of the Registered Name Holder.  A Registered Name Holder who cooperates “promptly” upon being presented with reasonable evidence of actual harm, as discussed further in the Advisory and below, can avoid imposition of such liability.  The Advisory also does a good job explaining two different types of situations in which the Registered Name Holder might not be the same party that uses the domain name at issue (i.e., not only the case of registration through a proxy service but also registration by or through a website designer).  Intellectual property owners generally have more experience with the former; however, it is important to clarify the role that any party takes when registering a domain name on behalf of another.  

As noted in the preceding paragraph, RAA 3.7.7.3 employs general terms such as "promptly" and "reasonable evidence of actionable harm." The range of meanings of these terms, when used by themselves, has resulted in different interpretations, and therefore is a source of dispute between and among Registrars, Registered Name Holders, proxy services and intellectual property owners.  The Advisory, however, provides useful guidance on the meanings of these terms.  Although the Advisory continues to employ the two terms, the potential for variation in interpretations has been reduced significantly through the use of relatively objective parameters discussed in the Advisory.  

The Advisory also helps to clarify that "reasonable evidence of actionable harm" under RAA 3.7.7.3. is not synonymous with a UDRP or lawsuit being filed.  This is important because, as mentioned above, several proxy services operate, or have operated, under the misconception that the Section 3.7.7.3 obligation to disclose a licensee only applies when a UDRP action or a lawsuit has been filed, or when a subpoena has been issued.  

The Advisory, and in particular the sections noted above, should help to avoid differences of interpretation in the meanings of key terms, and, ultimately, help to facilitate the resolution of  disputes relating to them.  

III.  Suggested Additions to the Advisory

As noted above, the Advisory does an excellent job of providing direct guidance on the definition of a Registered Name Holder and on the meaning of the term “promptly” and the meaning and sufficiency of “reasonable evidence of actionable harm” under RAA 3.7.7.3.   However, the Advisory does have room for improvement with regard to a Registered Name Holder that licenses the use of a domain name to a third party, but does not reveal the licensee within five (5) business days of the receipt of reasonable evidence of actionable harm.  When a complaining party submits to a Registered Name Holder evidence, which the complaining party believes to meet the requirements of “reasonable evidence of actionable harm” under RAA 3.7.7.3, but the Registered Name Holder does not respond to such evidence, the complaining party does not know the reason for the non-response.  Such non-response could be: (a) because the Registered Name Holder does not believe the evidence offered was sufficient under RAA 3.7.7.3; or (b) because the Registered Name Holder wishes to remain responsible for the registration and use of the domain.  

We believe that the Advisory would be improved if it encouraged a Registered Name Holder that, under RAA 3.7.7.3, licenses the use of a domain name to a third party, but does not reveal the licensee within five (5) business days of the receipt of “reasonable evidence of actionable harm,” to respond to the complaining party, explaining why the identity of the licensee will not be revealed.  An explanation could include, for example, a statement and supporting explanation that the “reasonable evidence of actionable harm” is not sufficient or a clarification that the Registered Name Holder is choosing to accept liability for the harm.  We understand that this would simply be a suggestion included in the Advisory, but it would help Registered Name Holders, proxy services and intellectual property owners understand the basis of Registered Name Holder’s failure to reveal a licensee. Where the Registered Name Holder contends that additional information is needed to constitute “reasonable evidence of actionable harm,” the complaining party might seek to provide that information. Conversely, where the Registered Name Holder affirms its responsibility for the use and registration of the domain name, the complaining party may know to name the Registered Name Holder a party to the impending legal action. 

IV.  No Due Process Concerns With Regard to Advisory

As a final matter, to address any potential due process concerns that some might raise  with regard to revealing the identity of a licensee that is the subject of this Advisory, these concerns are simply unfounded.  First, a reveal of a licensee only will occur after “reasonable evidence of actionable harm” is received by the proxy service (as Registered Name Holder).  Second, a reveal is no more than that : the identity of the true owner of the domain name is revealed.  The true owner of the domain name does not lose control over or ownership of the domain name.  Third, a reveal under RAA 3.7.7.3 only requires that the identity and contact information of the  true owner of the domain name (as licensee) be provided to the specific complaining party.  Although some Registered Name Holders that are proxy or privacy services may terminate the proxy or privacy service, resulting in the true owner being revealed to the public at large, this is not required under RAA 3.7.7.3.  

V.  Summary

IPC again commends ICANN for the issuance of an Advisory on RAA 3.7.7.3.  This will result in more cooperation between and among Registrars, Registered Name Holders, proxy services and intellectual property owners.  By issuing this Advisory, ICANN encourages compliance with RAA 3.7.7.3, and emphasizes the risks associated with failing to comply with the procedures set forth in RAA 3.7.7.3.

� Anecdotally, our understanding is that the practices of Domains by Proxy have changed since the Baylor case was decided. 






