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Re: Initial Report of Registration Abuse Policies Working Group
Dear Members of the ICANN Board:

This comment letter is submitted by the Internet Commerce Association (ICA) in regard to ICANN’s February 12th notice establishing a period for public comments on the Initial Report (IR) of the Registration Abuse Policies Working Group (RAPWG).

ICA is a not-for-profit trade association representing the direct search industry. Its membership is composed of domain name registrants that invest in domain names (DNs) and develop the associated websites, as well as the companies that serve them. Professional domain name registrants are a major source of the fees that support registrars, registries, and ICANN itself. 
The ICA is an International Member of ICANN’s Commercial and Business Constituency (CBUC). ICA is in general agreement with the Positions taken in the CBUC Position Statement on the Initial Report. The comments below elaborate on those portions of the IR that are of greatest import to ICA members. We commend all the members of the RAPWG for their hard work and diligent efforts on this important subject, and look forward to participating in follow-up efforts based upon the work they have produced.
Executive Summary

The ICA participated in the RAPWG and commends our fellow members for their hard work and the excellent work they have produced.
In regard to those portions of the IR that are of greatest import to ICA members, we:

· Generally agree with the RAPWG’s consensus definition of “abuse”.

· Believe that, while challenging, it is critically important to differentiate between registration  and other domain abuses that are properly within the purview of ICANN policymaking versus illegal and illegitimate uses of domains that are outside that scope and within the jurisdiction of national governments and international organizations -- in order to safeguard ICANN’s future survival as a private sector entity focused on DNS technical coordination and management.
· Agree that a PDP should be initiated regarding the current state of the UDRP – but only if such PDP is broadly comprehensive.

· Have no objection to a PDP being initiated regarding RPMs developed in conjunction with new gTLDs and their potential application to incumbent gTLDs – but believe that this effort, if undertaken, should be coordinated with the comprehensive UDRP PDP that we advocate.

· Support referring the issue of fake renewal notices to ICANN’s Compliance Department as well as the initiation of a PDP on this subject, and urge that it include a focus on the continuing problem of domain theft.

· Support the development of nonbinding best practices to assist contract parties in addressing malicious domain use, including a focus on account security management and identification of stolen credentials that are associated with domain theft.

· Appreciate the IR’s observation that PPC monetization is not a registration abuse, and agree that PPC abuse is best addressed by private sector actors. We further urge that any PDP on comprehensive UDRP reform consider the establishment of a “cure period” for minor, transient, and unintentional infringement caused by third party placement of PPC advertising links.
· Support additional research and processes to ensure that WHOIS data is accessible, and urge a focus on fraudulent registrations that may be associated with domain theft.
Background on ICA Involvement

The ICA has considerable history in supporting efforts to curb registration abuse. ICA backed ICANN actions that have resulted in the near total elimination of abusive domain tasting, and the ICA member Code of Conduct prohibits intentional rights infringement and other registration-related activities that abuse the domain registration process.

The ICA believes that the decision of the Generic Names Supporting Organization (GNSO) to charter a working group to investigate the open issues identified in the Registration Abuse Policies report was a correct one. I have participated in more than a dozen of the RAPWG’s meetings during its operational period and hope that this participation made a meaningful contribution to the Initial Report.

Abuse Definition

The ICA is in general agreement with the RAPWG’s consensus definition of “Abuse” as an action that:

a. Causes actual and substantial harm, or is a material predicate of such harm; and

b. Is illegal or illegitimate, or is otherwise considered contrary to the intention and design of a stated legitimate purpose, if such purpose is disclosed.

Registration vs. Use Abuse
As elaborated by extensive discussion in the IR, registration abuses are abuses associated with registration issues, and those issues in turn are related to the core activities of ICANN’s contract parties, registries and registrars. Registration abuses are therefore clearly within the scope of GNSO policymaking. 

Domain name use issues, on the other hand, concern what a registrant does with a domain after it is registered and, as the IR notes (p. 20), “A domain name can have nearly infinite uses.” These uses can include technical services, speech and expression, e-commerce, social networking, education, entertainment, etc. Some potential abuses are clearly abusive and perhaps even criminal – such as phishing and malware distribution – while others, such as adult pornography or political criticism, may be considered abusive in some jurisdictions but acceptable, legitimate, and worthy of legal and constitutional protection in others.

We are in general agreement with the statement of ICANN’s General Counsel (quoted at pp. 20-21), as regards the proper scope of ICANN policymaking in this area:

“Is the issue in scope of GNSO Policy Making? Section4.2.3 of the RAA between ICANN and accredited registrars provides for the establishment of new and revised consensus policies concerning the registration of domain names, including abuse in the registration of names, but policies involving the use of a domain name (unrelated to its registration) are outside the scope of policies that ICANN could enforce on registries and/or registrars. The use of domain names may be taken into account when establishing or changing registration policies. Thus, potential changes to existing contractual provisions related to abuse in the registration of names would be within scope of GNSO policy making. Consideration of new policies related to the use of a domain name unrelated to its registration would not be within scope.”
We also note the IR’s discussion of the fact that certain domain abuses that have negative effect on the interoperability, technical reliability, operational stability of registries, registrars, and the DNS, or the Internet itself, may also be within scope of GNSO consensus policies.

As ICANN goes forward to build upon the work of the RAPWG we believe that, despite the difficulty of parsing the differences, it is critically important to differentiate between abuses that are within the scope of ICANN’s technical management and coordination of the DNS and those that are more properly within the jurisdiction of national governments and intergovernmental organizations. 
Our position on the importance of maintaining this distinction should not in any way be regarded as indicating that we condone any of the abuses and malicious practices discussed in the IR – to the contrary, we strongly condemn them.  However, we believe that improper expansion of ICANN ‘s circumscribed role threatens its long-term survival as an independent private sector entity. That is, the more that ICANN takes on domain use enforcement functions that are properly within the scope of governmental authorities, the more likely it is to be subsumed within a multinational organization in the future. In addition, while the ICANN community is broad, it is hardly representative of all the interests, individuals, and constituencies that would be affected by conditions or restrictions placed upon the use of domains, nor does it possess the checks and balances that characterize the exercise of legislative and regulatory functions in elected governments. There must therefore be clear limitations on the scope of ICANN policymaking in regard to the use of a domain, or even if it used at all.
UDRP PDP

The IR recommends initiation of a Policy Development Process (PDP) and has requested an Issues Report on the current state of the UDRP, in order to consider appropriate revisions to address cybersquatting.

The ICA heartily agrees with the concept of initiating a PDP as regards the current state of the UDRP, but believes that the scope of the requested action is far too narrow. Throughout the past year, since the initiation of the debate regarding proper rights protections at new generic top level domains (gTLDs), ICA has consistently called for the initiation of a UDRP PDP to comprehensively review the state of the UDRP and to make recommendations based on the perspectives of both registrants and rights holders. We are extremely concerned that a PDP focusing only on cybersquatting from the perspective of complainants, and neglecting the other myriad problems afflicting the UDRP as currently administered, will result in one-sided policy recommendations.

We therefore call upon ICANN to initiate an Issues Report as predicate to a fully comprehensive PDP on reform of the UDRP that reviews and makes recommendations in regard to all aspects of its operation.
We believe that a comprehensive UDRP review should focus on such issues as:

· The need for clarity and consistency in UDRP decisions to best guide UDRP examiners regardless of which dispute provider they are associated with. There is a crying need for better consistency in the application of UDRP guidelines
to certain factual situations.  Ten years of allowing panelists to
reinterpret the UDRP at will has led to many panelists adopting
contradictory interpretations.  The unfortunate result is that the UDRP is now anything but uniform, and the clarity and certainty that a uniform set of guidelines is supposed to offer is missing.  The UDRP should not be allowed to continue as a lottery where the decision depends on which panelist is drawn.  The current
environment makes it very difficult for business people to determine
which uses of domains are permitted and which are not, as findings on
legitimate use vary widely between panelists.
· The overwhelming need to place all UDRP providers under binding contract with ICANN to better define the scope of their activities, to firmly limit the subject matter subject to individual providers’ Supplemental Rules, and to provide ICANN with effective enforcement mechanisms that include but are not limited to deaccreditation for defined contract breaches. As the IR observes (p.27), “ICANN apparently does not enter into contracts with its Approved UDRP Providers. This may present a number of issues. For example, in the absence of such contracts, it is unclear whether ICANN has the ability to review or assure general uniformity or procedural compliance.”
· Establishment of a “cure period” for minor, transient, and unintentional infringement caused by third party placement of PPC advertising links.
· More effective sanctions to deter reverse domain name hijacking.
· Establishment of an effective appeals process within the UDRP system.

· Means to better assure lack of bias and random selection of well qualified UDRP panelists.

While cybersquatting should definitely be included within the scope of a UDRP PDP, calling for a PDP that addresses cybersquatting is of little guidance as the entirety of the UDRP exists to address cybersquatting and to provide a low-cost administrative procedure for those who believe that their rights are being infringed or that a domain has been registered for an unlawful purpose or is being used in violation of applicable law or regulation. We do not believe it is possible to have a PDP that considers UDRP revisions that does not take into account the entire operation of the UDRP and its effect upon and treatment of registrants, as well as its impact on registries and registrars and its interface with existing relevant laws. A UDRP PDP that only proceeds from the perspective of complainants, and that does not adequately consider the rights of registrants and the need for a proper balancing of interests, is not acceptable and would be actively opposed by the ICA. 
We also must take issue with the mistaken definition of cybersquatting that appears at page 25 of the IR:

Cybersquatting is the deliberate and bad‐faith registration or use of a name that is a registered brand or mark of an unrelated entity, for the purpose of profiting (typically, though not exclusively, through pay‐per‐click advertisements). Cybersquatting is recognized as registration abuse in the ICANN community, and the UDRP was originally created to address this abuse. There was consensus in the RAPWG that provisions 4(a) and 4(b) of the UDRP are a sound definition of Cybersquatting.(Emphasis added)

We are surprised that the RAPWG would cite Sections 4(a)&(b) of the UDRP as a sound definition of the UDRP and then misstate its substance. Section 4(a) lists the three elements that must be proven by a complaint to succeed in a UDRP proceeding:
Applicable Disputes. You are required to submit to a mandatory administrative proceeding in the event that a third party (a "complainant") asserts to the applicable Provider, in compliance with the Rules of Procedure, that 

(i) your domain name is identical or confusingly similar to a trademark or service mark in which the complainant has rights; and

(ii) you have no rights or legitimate interests in respect of the domain name; and

(iii) your domain name has been registered and is being used in bad faith.

In the administrative proceeding, the complainant must prove that each of these three elements are present.(Emphasis added)

In short, the third element that must be proven for a complainant to prevail is that the domain has been registered and is being used in bad faith. The UDRP uses the conjunctive term “and”, not the disjunctive term “or”. This is no minor matter, as decisions under both contract and statute law will often turn on this critical  distinction. We are gratified that the IR does note (p. 27) the growing practice of ignoring this conjunctive requirement by UDRP examiners:

The UDRP requires the complainant prove that the domain name “has been registered and is being used in bad faith.” However, many UDRP cases have been decided without the domain names having ever been used. Observers have noted that the usage requirement has sometimes been ignored in the UDRP “case law” that has developed over the years. (Emphasis added)
In addition to the usage requirement being ignored, we are aware of other UDRP cases in which cybersquatting was found absent any evidence of bad faith intent at the time of registration. We recognize that there are differing and reasonable views on the question of whether this conjunctive requirement should be maintained as the UDRP evolves into its second decade of use. But until the UDRP is altered as a result of a comprehensive PDP we believe that examiners should be bound by its express terms, and that they are not free to ignore them or to rewrite them on the fly.
Finally, while we support the initiation of a comprehensive UDRP PDP, any such effort should recognize at the start that the UDRP is already highly effective for complainants. As the Director of the World Intellectual Property Organization (WIPO) recently stated (at http://www.wipo.int/pressroom/en/articles/2010/article_0007.html ):

“The UDRP has proven to be a pioneering and globally applicable low-cost alternative to court litigation. It offers a practical solution to the abusive registration of trademarks as domain names, a very real issue where the practical effect, legal status and desired outcome are normally not confined to any particular location…Another key element of the UDRP’s popularity is the straightforward enforcement of panel decisions, without need for further judicial intervention, although this still remains an option.”

WIPO reported that its UDRP filings in 2009 declined significantly (9.5%) compared to 2008, from 2,329 to 2,107 cases, although the numbers of domains involved increased from 3,958 to 4,688. We believe this constitutes evidence that the UDRP has become a more efficient process for resolving complaints. 
RPM PDP
The IR also recommends initiation of a PDP through an issues report on the appropriateness and effectiveness of rights protection mechanisms (RPM) developed elsewhere – such as in conjunction with new gTLDs – being applied to cybersquatting in the current gTLD space.

ICA does not believe that the initiation of such a PDP is wholly premature – but if it proceeds we believe that it should be coordinated with the comprehensive UDRP PDP we advocate above. Again, throughout the past year we have consistently argued that the highly desirable goal of having one uniform UDRP across the entire gTLD space can only be achieved through such a comprehensive UDRP PDP, and that both rights holders and registrants will achieve the maximum benefit from uniform rules applicable to both new and incumbent gTLDs.

Further, such a comprehensive review can prevent abuse of the Supplemental Rules by individual UDRP providers that, in turn, stand to undermine such new RPMs as Uniform Rapid Suspension (URS). We are gravely disappointed that the ICANN Board chose to brush aside our urgent letter of March 8, 2010 (at http://icann.org/correspondence/corwin-to-dengate-thrush-08mar10-en.pdf ) by failing to intervene against the less than fully reasoned “UDRP” now being offered by the so-called Czech Arbitration Court – which is not a court, not a unit of the Czech government, and apparently has no wish to engage in full and fair UDRP arbitration. ICANN staff queried on this matter during the Board’s Public Forum in Nairobi repeated the CAC’s fiction that it had “withdrawn” this expedited UDRP proposal, when in fact even CAC admits that it has implemented “the core” of that proposal. This blatant attempt to steal market share from other UDRP providers through price incentives that encourage  forum shopping by complainants is fundamentally unfair to registrants – and, we believe, is subject to legal challenge as not being in accord with the UDRP requirements of the Registrar Accreditation Agreement.  A noted in the IR (p. 27):

One UDRP service provider, the Czech Arbitration Court, recently proposed changing some of its own supplemental rules in order to create an “expedited UDRP.” Some community members asked whether the proposed scheme presented substantive issues that can and should only be dealt with in the main ICANN UDRP Rules.
We have no issue with coordinated UDRP and RPM PDPs examining the concept of an expedited, less costly form of the UDRP for cases in which the registrant files no response. This does not mean that every RPM incorporated into the Applicant Guidebook for new gTLDs must be incorporated in comprehensive UDRP reform, as it may well be decided that greater experience is required before such action is considered. But RPM mechanisms such as the URS, much less the purpose of any PDP following up on the IR, will be completely undercut if UDRP providers are permitted to unilaterally pervert the narrow scope and intent of Supplemental Rules by undertaking fundamental procedural changes having substantive impact. Such actions also further dilute any hope of uniform application of the UDRP between dispute providers. 
We therefore call upon ICANN to immediately direct the accredited UDRP providers to cease and desist from implementing any substantive UDRP policy change via Supplemental Rules that extends beyond the narrow definition of “Supplemental Rules” contained in the Rules for Uniform Domain Name Dispute Resolution Policy published at http://www.icann.org/en/udrp/udrp-rules-24oct99.htm -- particularly during the time that ICANN is considering the establishment of new PDPs relating to the UDRP and RPMs, as well as during the full course of any such PDP that is established. Such actions are beyond the proper authority of UDRP providers at all times, but are particularly egregious violations during a time when these matters are being considered by the full ICANN community.  
That referenced definition states: 
Supplemental Rules means the rules adopted by the Provider administering a proceeding to supplement these Rules. Supplemental Rules shall not be inconsistent with the Policy or these Rules and shall cover such topics as fees, word and page limits and guidelines, the means for communicating with the Provider and the Panel, and the form of cover sheets.
Actions such as the CAC’s are clearly inconsistent with existing UDRP policy and have an impact on matters far beyond the administrative matters within the proper scope of Supplemental Rules.
Fake Renewal Notices

The IR recommended that the GNSO refer the issue of fake renewal notices sent to registrants to ICANN’s Compliance Department for possible enforcement action, and also recommended a PDP on this subject through an Issues Report to investigate fake renewal notices. 

The ICA strongly supports these recommendations. Our members are increasingly concerned about domain name theft, and about the lack of adequate attention to this subject in statute law and the UDRP, as well as inadequate enforcement mechanisms and efforts. As the IR observes, such fake renewal notices can be an integral facilitator of domain theft, with a primary purpose being to get a registrant to  “Reveal credentials or provide authorization codes to facilitate theft of the domain” (p. 38) . We urge ICANN to follow these IR recommendations and initiate action focused on the fraud, “slamming”, theft and other bad acts facilitated by fake renewal notices.

Malicious Domain Use

The RAPWG unanimously recommended the creation of nonbinding best practices to assist registrars and registries to address illicit use of domain names. We support this recommendation, particularly as it would consider such matters as practices for identifying stolen credentials, and improvements in account access security management. Better practices in these areas could substantially mitigate the potential for domain theft, while also assisting in its prosecution. 

We also agree with the view that best practices, rather than mandatory requirements, are the best avenue along which to proceed. Mandatory one-size-fits-all requirements on contract parties often result in inappropriate, lowest common denominator responses and also provide a blueprint to criminals and other bad actors seeking to circumvent them. 
PPC

We appreciate the IR’s observation that:

pay‐per‐click advertising is not in and of itself a registration abuse, and that bad‐faith use of trademarks in domain names is a Cybersquatting issue that can be addressed under the UDRP. The abuse of a PPC system for illicit gain is most appropriately addressed by the operator of the PPC advertising network (e.g. Google Adsense).
It is well known that PPC advertising remains the dominant advertising monetization model for the Internet -- and that such advertising remains the major, and in some cases the sole, revenue source for a significant portion of online business models. Further, the recent recommendations of the Special Trademark Issues Work Team (STI-WT; available at http://www.icann.org/en/announcements/announcement-2-17dec09-en.htm ), which were unanimously approved by the GNSO and are now in the course of being implemented by ICANN, provide a registrant safe harbor for non-infringing “parked” PPC domains:
Sale of traffic (i.e. connecting domain names to parking pages and earning click-per-view revenue) does not in and of itself constitute abuse under the Policy. Such conduct, however, may be abusive in a given case depending on the circumstances of the dispute.
Most ICA members own sizeable domain portfolios monetized via PPC, and while many of their domains contain original content they also possess “parked” pages. Likewise, many ICA members provide domain parking and development monetization services, and in this endeavor they strive to avoid any intentionally infringing conduct, while many also provide effective means for rights holders to quickly resolve disputes without recourse to the UDRP or legal process. Those companies also work closely with operators of advertising networks and can engage with them to facilitate more effective private sector efforts to minimize the use of such networks for impermissible purposes.

It is our position that any PDP focused on comprehensive UDRP reform should consider the establishment of a “cure period” for minor, transient, and unintentional infringement caused by third party placement of PPC advertising links. Under the current system a generic  domain that has operated for years legally and without complaint can be lost in a UDRP due to a single infringing link placed by a third party advertising network, even if such link exists for only a day or two. There is no practical way for a domain portfolio owner to review every single website within that portfolio on a daily basis to ensure that such unintentional breach has not occurred as a result of such third party action. We know of some cases in which the link existed because a would-be complainant has purchased specific keywords in the hope of generating “evidence” of infringement. Further, in many cases the link may be language targeted and only displayed to visitors from certain regions where that language is in use, and therefore will not be accessible by the domain registrant or understandable if it is. Yet such a link could result in the loss of the domain. We would therefore suggest that, at least for such cases, potential complainants should first be required to send a cease-and-desist letter to the registrant or other administering party listed in the WHOIS database, and that the filing of a UDRP should be conditioned on the registrant’s failure to remove the infringing link(s) or otherwise provide an adequate response to such letter within a specified period of time. 
WHOIS Access 
The IR unanimously recommended that the GNSO should determine what additional research and processes may be needed to ensure that WHOIS data is accessible in an appropriately reliable, enforceable and consistent fashion. It favorably quotes the observation of the Anti-Phishing Working Group’s DNS Policy Committee  (p. 69) that “For cases where domain names are fraudulently registered, the published domain name WHOIS information can often be tied to other bogus registrations or proven false to allow for quick shutdown.” 

We support this recommendation, and would additionally note that fraudulent registrations are often associated with stolen domains and that any research should take that problem into account. Any review of WHOIS accessibility should also strive to mitigate the abusive misuse of WHOIS data by a variety of “bad actors”.
Conclusion
We heartily commend all our fellow members of the RAPWG for their diligent efforts and the excellent work they have produced. We hope that these comments on the IR are of assistance to ICANN as it considers how to best advance IR recommendations to the next level for the benefit of the broad ICANN community and Internet users generally.
Thank you for your consideration of our views on this matter. 

Sincerely,

Philip S. Corwin

Counsel, Internet Commerce Association
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