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COMMENTS ON ROOT SCALING STUDY TEAM REPORT
Introduction

I appreciate this opportunity to provide comments on both the Root Scaling Study Team report, and the issue that underlies it – the addition of TLDs, IDNs, IPv6 addresses and DNSSEC to the root zone.    My views are not those of a technologist, but rather a businessperson who has worked with technology over a long period of time.  This includes extensive work with DNS provisioning and infrastructure companies who significantly expanded their infrastructure and operations to accommodate dramatic growth.
While recognizing the credentials and hard work of its authors, I have serious concerns with the report:

1. It does not reach quantitative conclusions and in many places it lacks substantiation 
2. Its recommendations do not address the impact of additional resource
3. The introduction of TLDs, IDNs, IPv6 and DNSSEC will not be simultaneous
4. It makes a policy recommendation that is unsubstantiated, unnecessary and outside its terms of reference 
Conclusions are not Based on Quantitative Analysis
The report tends to makes broad, qualitative assessments and reaches conclusions that are not substantiated by quantitative results.   It recognizes these limitations "no conclusions should be based on the current results of the model, as doing so would be premature" yet it makes a recommendation that requires such a precise analysis-- “with aggressive re-planning the system is capable of managing the risks associated with adding either (a) DNNSEC or (b) new TLDs, IDNs, and IPv6 addresses over a 12-24 months - but not both."      Note that this recommendation places TLDs, IDNs and IPv6 in the same, indivisible bucket.   If DNSSEC is to happen, the report says, then neither IDNs, TLDs nor IPv6 can happen in the same time period.
Even some of the qualitative assessments smack of guesswork -  ‘a prudent automobile driver at night does not try to imagine all the possible hazards that might lie on road ahead ; she adjusts her speed to the forward reach of her headlights’.   While this sentiment is not unreasonable it does not convey a sense the authors know in any detailed way what will happen with scaled root operations.  The implication is - ‘we don’t really know what’s ahead so let’s just be cautious’.   

In addition, there are credible alternate studies such as the "Root Zone Augmentation and Impact Analysis" whose findings are incompatible with those of this report.  In my view there is a strong need for additional analysis and technical input before any recommendations from this report are acted on.

Additional Resources Will Solve the Problem
The report assumes static levels of hardware, bandwidth and people and does not address what would happen if additional resources were applied to root operations.  It identifies no hard, technical barriers to concurrent implementation of the four technologies.  If a barrier exists then, it is one of resource –additional staff, servers, and hardware.  
Additional load can be handled with additional resource, and potentially the automation of manual processes.   Root infrastructure management is an important but relatively straightforward job.  It’s activities, while critical, are not complex from technical or operational perspectives.  Funds and expertise can be made available to root server operators who require them, and infrastructure and operations can be readily expanded to meet user needs.  Other portions of Internet infrastructure have successfully expanded to deal with rapid growth – and root zone operations can also.  
Implementation of the Technologies Will not be Simultaneous

Regardless of the findings and recommendations of any report, there will not be a simultaneous implementation of TLDs, IDN, IPv6 and DNSEC.  Each technology has its own timeline dictated by regulatory, technology and marketplace factors.   In some cases implementation work has already started.  In all cases there will be different commencement and ‘conclusion’ dates over a 24+ month period.
As such there will necessarily be a gradual inclusion of these changes to the root.  Given proper ‘early warning’ measures, and noting that zone operations are not complex,  there should not be stability concerns – especially if additional resource is applied.  
Policy Recommendation Regarding DNSSEC is Unsubstantiated and Unnecessary 
The report argues for the implementation of DNSSEC in lieu of IDNs, TLDs and IPv6.  In my view this recommendation is wrong, and outside the report’s terms of reference.  This study was not established to make policy recommendations about the value (to the internet community) of competing technologies.  The focus of the report should be root stability and DNSSEC, by the report’s own admission, is the technology most likely to cause such instability.  

DNSSEC is a useful tool to solve some security problems but it is by no means a panacea.  It creates significant operational costs and stability risks, and has seen limited natural adoption by the marketplace as a result of these shortcomings.  It is conceivable a new technology will emerge with more efficiency and effectiveness than DNSSEC.  
I don’t believe a trade-off between DNSSEC and other capabilities is necessary, but if such a trade-off must be made then as a community we should examine in detail the cost-benefits of DNSSEC versus IPv6, TLDs and IDNs.  In my view there is a more compelling case for the latter group.
Conclusion

I don’t believe the report is conclusive.  More quantitative analysis is needed, and there needs to be an examination of the resources that would mitigate any concerns for root stability.  Based on the growth experience of other Internet infrastructures it is likely a relatively modest amount of additional resource would solve these concerns.  
Thank you for your consideration of these comments.
Regards

Richard Tindal
