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This statement on the issue noted above (“The FY2011 SSR Plan”) is submitted on behalf of the gTLD Registries Stakeholder Group (RySG).  The statement that follows represents a consensus position of the RySG as further detailed at the end of the document. The RySG statement was arrived at through a combination of RySG email list discussion and RySG meetings (including teleconference meetings).
The RySG appreciates ICANN’s commitment to the security, stability, and resiliency of the DNS.  The gTLD registry operators are key stakeholders in such issues, since we provide essential infrastructure and expertise.  Our comments below focus mainly on the new additions and changes to the FY2011 Plan.
Programs seeking to improve the overall security, stability, and resiliency of the unique identifier systems
We are generally pleased with the description of “ICANN’s Role” on pages 2-3.  It is important for ICANN to acknowledge and communicate its role, and to avoid "mission creep" into areas that are outside the ICANN mission.. 

· Withdrawing from operating a DNS-CERT was an appropriate choice because it was outside ICANN’s role.  ICANN’s role is that of a DNS technical coordinating body and not an engagement or operational one.

· In another example, the following statement is broad: “ICANN’s role includes participating in activities with the broader Internet community to combat abuse of the unique identifier systems. These activities will involve collaboration with governments combating malicious activity enabled by abuse of the systems to assist in protection of these systems.”  ICANN should provide very specific examples of anticipated participation as this statement is likely to be perceived as ICANN preparing to move beyond its scope and mission.
As the RySG has commented previously, core DNS risk assessment and threat analysis is important.  The FY2011 SSR Plan contains several references to programs seeking to improve the overall security, stability, and resiliency of the unique identifier systems by establishing metrics, programs, and threat assessments:
· “A major focus of the ICANN security staff’s FY 11 objectives will be establishing metrics for broader programs seeking to improve the overall security, stability, and resiliency of the unique identifier systems.” (page 8)
· “Based on feedback received in two public comment periods, during the ICANN Nairobi meeting, and April 2010 DNS-CERT Operational Requirements and Collaboration Workshop, and the ICANN Brussels meeting, ICANN does not plan to operate a DNS-CERT, but instead ICANN continues to engage with stakeholders to define operational requirements for a DNS collaborative response capability and system-wide DNS risk assessment and threat analysis.” (page 2)
· ICANN seeks to identify “community-wide opportunities for collaboration, and in identifying and mitigating risks to the systems,” specifically such as the Kyoto and Georgia Tech DNS symposia.  (page 28)
The RySG reiterates that any effort that contributes to policy-making or has contractual implications must be appropriately transparent, and should leverage ICANN community processes where possible.  For example, the symposia noted above were interesting and useful, but they were by invitation only and therefore do not qualify as “community-wide” or transparent inputs. We assume that the SSAC will be a central participant in efforts to establish such metrics, assessments, and programs, and will advise the ICANN community about identified risks and threats. 

WHOIS and Security
The FY2011 SSR Plan states ICANN’s respect for policy processes and community concerns regarding WHOIS.  The FY2011 Plan says:

 “5.2.4 WHOIS: Whois is used by different communities for a number of purposes including to facilitate technical coordination and to help provide information about organizations and individuals that may be involved in the potential abuse of DNS. ICANN activities focus on ensuring compliance of the gTLD registries and ICANN-accredited registrars with their contractual obligations. In considering policy changes related to Whois, the ICANN community does recognize the legitimate use of the Whois system in helping those combating DNS abuse, while seeking to balance the broad range of stakeholder interests in how the Whois system operates. ICANN recognizes the privacy and security concerns that individuals have expressed about making their information available via Whois. ICANN continues efforts to address these concerns. Recognizing that the current Whois service might decrease in reliability and usefulness over time and at the direction of the GNSO, ICANN staff has compiled a comprehensive set of requirements for WHOIS that includes known deficiencies in the current service and possible requirements that may be needed to support future policy initiatives. [Reference: ICANN Generic Names Supporting Organization (GNSO) Council Resolutions May 2009. Marina Del Rey, CA: ICANN. Retrieved October 25, 2009, from http://gnso.icann.org/resolutions/#200905]. The report attempts to identify technical requirements that would be necessary to implement to correct deficiencies and implement future Whois policies. A number of features in this inventory have their origins in SSAC recommendations to the GNSO, demonstrating that ICANN, through cross-SO/AC consideration of measures to improve WHOIS, is committed to finding solutions that maintain the utility of WHOIS while also considering the privacy and security of WHOIS information. (pages 23-24)
The “comprehensive set of requirements” noted above is July’s “Inventory of WHOIS Service Requirements“, commissioned by the GNSO in October 2009 and published in July 2010.  [http://gnso.icann.org/issues/whois/whois-service-requirements-final-report-29jul10-en.pdf ].  The Inventory paper is designed to tell the GNSO about all the possible requirements that may be needed to support future policy initiatives.  

Unfortunately, ICANN Staff has unilaterally bypassed those processes and concerns by inserting problematic, wide-ranging WHOIS requirements into the latest Draft Applicant Guidebook (DAG4).  Please see the DAG4 Registry Base Agreement, Specification 4, section 1.8 on pages 48-49 at:

http://www.icann.org/en/topics/new-gtlds/draft-agreement-specs-redline-28may10-en.pdf .  This addition to DAG4 would require all registries to provide WHOIS that is searchable in a myriad of new ways, “without arbitrary limit.”  These searches would be wide-ranging, allowing users to find out all the domain names owned by any individual, all domain names registered at a certain street address, and so on.
The new requirements have many implications that are poorly understood, and some of the requirements may not even be technically possible to implement.  By making the additions mandatory, the ICANN Staff is making gTLD policy unilaterally via the contract process, circumventing the above-mentioned GNSO efforts related to WHOIS, and is also bypassing necessary technical evaluation.  Please see the RySG’s public comments at: http://forum.icann.org/lists/4gtld-base/msg00008.html.  Those comments also detail some (but not all) of the security, technical, and legal problems that the new DAG4 WHOIS requirements pose.
The RySG is in further communication with the ICANN Staff and the ICANN Board regarding this issue.
Collaborative Response to Malicious Abuse of Domain Name System 
The FY2011 SSR Plan says: “ICANN will seek to delineate procedures for communication and validation of registry and registrar activities as well as how it will participate in information sharing with security researchers, technology vendors and law enforcement as appropriate. ICANN will provide for public comment on its procedures for conducting collaborative response activities. These procedures will be submitted to the Board for approval.” (page 43)
Thus far the RySG has not heard of efforts to develop these procedures.  The RySG members will be key stakeholders in such, and the RySG looks forward to being consulted at the beginning of these efforts.  The RySG does not know what the ICANN Board involvement entails, but we note now that any procedures submitted to the Board for approval must be appropriately scoped and operationally practical.

Commenting on the 2009 version, the SSAC encouraged ICANN to routinely assess its Security-Stability-Resiliency plans to assure that “ICANN continues to operate within the remit and scope dictated by its mission statement.”  The RySG agrees that ICANN must operate within the remit.  ICANN’s mission generally does not extend to addressing malicious uses of the DNS, and should concentrate on core threats to the DNS itself.  However, the FY2011 SSR Plan then refers specifically to collaborative responses to Conficker and Srizbi –incidents that did not threaten the DNS itself.  This emphasizes the need for ICANN to constantly evaluate initiatives and threats by matching them clearly and appropriately against ICANN’s important but limited role.
In Conclusion:

The RySG urges that the FY2011 SSR Plan be amended to provide:

· Assurance that there will be transparency and use of community processes in efforts to establish metrics, assessments, and programs regarding the health of the DNS and threats to its security and stability, including an assurance that the SSAC will be a central participant in such efforts. 
· A clear recognition that ICANN's security mission is focused on core threats to the DNS itself.
Separately, the RySG continues to ask ICANN to remove the expanded WHOIS search requirement in DAG4.

 RySG Level of Support
1. Level of Support of Active Members:  
1.1. # of Members in Favor:  11
1.2. # of Members Opposed:  0
1.3. # of Members that Abstained: 0
 
1.4. # of Members that did not vote: 2
2. Minority Position(s): N/A
General RySG Information
· Total # of eligible RySG Members
:  14
· Total # of RySG Members:  13

· Total # of Active RySG Members
:  13
· Minimum requirement for supermajority of Active Members:  9
· Minimum requirement for majority of Active Members:  7
· # of Members that participated in this process:  13
· Names of Members that participated in this process:  13
1. Afilias (.info & .mobi)
2. DotAsia Organisation (.asia)
3. DotCooperation (.coop)
4. Employ Media (.jobs)
5. Fundació puntCAT (.cat)
6. Museum Domain Management Association – MuseDoma (.museum)
7. NeuStar (.biz)
8. Public Interest Registry - PIR (.org)
9. RegistryPro (.pro)
10. Societe Internationale de Telecommunication Aeronautiques – SITA (.aero)
11. Telnic (.tel)
12. Tralliance Registry Management Company (TRMC) (.travel)
13. VeriSign (.com, .name, & .net)

· Names & email addresses for points of contact
· Chair:
David Maher, dmaher@pir.org
· Vice Chair:  Jeff Neuman, Jeff.Neuman@Neustar.us
· Secretariat:  Cherie Stubbs, Cherstubbs@aol.com
· RySG representative for this statement: Greg Aaron, gaaron@afilias.info
� All top-level domain sponsors or registry operators that have agreements with ICANN to provide Registry Services in support of one or more gTLDs are eligible for membership upon the “effective date” set forth in the operator’s or sponsor’s agreement (RySG Articles of Operation, Article III, Membership, ¶ 1).  The RySG Articles of Operation can be found at <http://gnso.icann.org/files/gnso/en/improvements/registries-sg-proposed-charter-30jul09-en.pdf>.  The Universal Postal Union concluded the .POST agreement with ICANN, but as of this writing the UPU has not applied for RySG membership.


� Per the RySG Articles of Operation, Article III, Membership, ¶ 6: Members shall be classified as “Active” or “Inactive”. A member shall be classified as “Active” unless it is classified as “Inactive” pursuant to the provisions of this paragraph. Members become Inactive by failing to participate in a RySG meeting or voting process for a total of three consecutive meetings or voting processes or both. An Inactive member shall have all rights and duties of membership other than being counted as present or absent in the determination of a quorum. An Inactive member may resume Active status at any time by participating in a RySG meeting or by voting.





