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Introduction

The Internet Committee (the “Committee”) of the International Trademark Association (“INTA”) is pleased to provide these comments on Security, Stability and Resiliency of the DNS Review Team (“SSR-RT”) Set of Issues
.  Please find below a summary of our views on the propriety of SSR-RT action with respect to the listed issues as they relate to the likely concerns of trademark owners.  Each issue is considered in turn, with issues grouped thematically where relevant.

Executive Summary

Generally, the Committee agrees with the list of issues identified by the SSR-RT and urges the SSR-RT to consider the rights of consumers in general and trademark and brand owners in particular, when performing its analysis of the suggested issues.  Considering such rights will reduce fraud and maintain the viability of the Internet as a trusted and valuable business tool.  More importantly, the Affirmation of Commitments requires that decisions made by ICANN related to the global technical coordination of the DNS are made in the public interest and promote consumer trust in the DNS marketplace. 
Issue 1:
Existing analysis of the impact of ICANN’s responsibilities, as stated in the bylaws and related documents, on the Stability, Security, and Resilience of the DNS. 

We acknowledge the need to study and improve the Stability, Security and Resilience of the DNS system, not only to protect Internet users in general, but also to protect the rights of consumers and trademark owners.  In particular, we believe DNS hijacking/spoofing can lead to large-scale consumer confusion, deception and mistake whereby consumers are unwittingly diverted to non-genuine websites where they could fall victim to fraud, counterfeits, or other adverse consequences.  The risk of consumer confusion, mistake or deception is particularly serious because consumers visiting spoofed websites will more readily believe they are, in fact, at the genuine website because they will have typed in the correct URL or may have simply clicked a link in an advertisement or visited a bookmarked link.  By virtue of the nature of risk of DNS spoofing, the magnitude of potential consumer injury and harm to business owners' reputation and goodwill could be enormous.

We therefore ask the SSR-RT to consider the complementary rights of consumers and business owners in their review of the stability, security and resilience of the DNS system.  Moreover, we request the SSR-RT to consider mechanisms to help prevent DNS spoofing in an effort to combat fraud, stem trademark counterfeiting and avert consumer confusion, mistake and deception.  

We further request the SSR-RT to consider the role and responsibility of ICANN in responding to legitimate requests for information concerning DNS attacks, whether from trademark owners, investigators, or prosecutors involved with the investigation of trademark violations.  In particular, we request ICANN retain information concerning DNS attacks for at least six (6) months and consider establishing a pathway for legitimate inquiries (such as subpoenas) to be directed to ICANN to investigate the cause and effects of these attacks.

Issue 2:
Opinions on the limitations of the scope of ICANN’s responsibilities, as stated in the bylaws and related documents, on the Stability, Security, and Resilience of the DNS. 

We believe that the proper scope of inquiry is for the SSR-RT to be cognizant of any specified limitations on ICANN’s abilities (as opposed to responsibilities) in ensuring the stability, security and resilience of the DNS.  An unstable, insecure and/or inelastic DNS would endanger and/or impede all Internet users and could have catastrophic results.  To the extent the SSR-RT identifies any potential threat to the stability, security and resilience of the DNS, we believe action should be taken.  Thus, the relevant inquiry should not be whether taking such action is within the scope of ICANN’s responsibilities, but rather, whether taking such action is permitted by the bylaws and related documents.

Issue 3:
Recent opinion on the DNS CERT proposal and on the need to coordinate/support detection and management of attacks/incidents to DNS. 

Issue 9:
Involvement, present or possible, of non-ICANN entities in the design, implementation, operation, and evolution of the DNS, in its potential impact on the Stability, Security, and Resilience of the DNS. 

We believe that review should continue into the proposal for a Community Emergency Response Team for the DNS to ensure the safety of the DNS from attack.  As many CERTs already exist around the world, both governmental and independent, the main inquiry should be how to best maximize these efforts.  At the very least, it seems that further inquiry is necessary regarding the benefits of a central CERT that can at least track efforts around the world to detect and manage attacks.  Non-ICANN entities should be invited to assist and possibly implement and operate a coordinated methodology for combatting cyberattacks and related incidents.

Issue 4:
Experiences, difficulties, unexpected advantages, and lessons learned in the implementation of DNSSEC. 

Issue 5:
Sources of risk analysis for the DNS, as well as contingency planning, business continuity planning (BCP) and related work for the DNS. 

Issue 11:
Studies or informed opinion related to large-scale risks that can alter the environment of the DNS, and indicators, metrics or harbingers of such risks, including models/frameworks to measure Security, Stability and Resilience of the DNS as a system. 

The Internet is a fundamental engine of the world economy.  Its operation depends primarily on a secure DNS, and thus, there is strong incentive to maintain a secure DNS.  Deploying DNSSEC is generally considered to be a critical part of that effort.  As such, it is beneficial for the industry to look into adopting additional security measures as it relates to DNS and DNSSEC.  One concern with the proposals in DNSSEC, however, is that it may increase exposure of DNS servers to denial of service (DOS) and distributed denial of service (DDOS) attacks.  These increased risks should be carefully weighed against the gains to be made by the DNSSEC proposal.  Additionally, where possible, these additional risks should be eliminated or mitigated.

Issue 6:
Original solutions proposed to increase the Stability, Security, and Resilience of the DNS at the protocol level, including the design of the Root Server system. 

Issue 7:
Processes used by DNS users and operators to guarantee that the Risk Analysis related to the DNS is comprehensive and updated. 

We believe the SSR-RT should actively solicit suggestions from the public to increase the stability, security and resilience of the DNS to evaluate, comprehend and combat risks to the DNS both as a whole and with respect to its parts.  Suggestions should also be solicited regarding helpful practices and protocols for maintaining security and minimizing risks.  Once received, these suggestions should be analyzed to help the SSR-RT formulate a plan of action for carrying out its duties.

Issue 8:
Analysis of the relationships of ICANN with “contracted parties” (registries and registrars) as well as others (ccTLDs not bound contractually to ICANN, Root Server Operators, etc.). 

We believe it’s prudent to analyze and invite public comment as to whether changes should be made to ICANN’s contracts with registries and registrars to better protect the stability, security and resilience of the DNS.  Although ICANN has different responsibilities with ccTLDs and Root Server Operators, we believe it’s worthwhile to study whether a system for sharing information regarding attacks, and the safety of the DNS as a whole, would be feasible and helpful. 
Issue 10:
Solutions/Proposals on Root Server Governance, including transparency, accountability, security/performance measurements, policies, accessibility and the opportunity to have more RS operators. 

We believe all Internet users, not just trademark owners, are best served by transparent and accountable Root Server operators and operations.  We question the need for additional RS operators.  Expanding the number of RS operators may have the unintended consequence of complicating the existing system leading to less transparency and accountability.

Conclusion

The Committee commends the SSR-RT for developing a comprehensive set of issues through which to accomplish its goals.  While completing its analysis, we recommend that the SSR-RT keep in mind that security, stability, and resiliency are not technical concerns to be considered in a vacuum, but also business concerns that affect the confidence of brand owners and consumers in using the Internet as a tool for commerce.  As such, the Committee requests that, whenever possible, the issues be considered from the practical perspective of the likely effect on the users who rely on the Internet to conduct business. In addition, whenever possible, actual user perspectives and suggestions for improvement should be sought through public comment.

Thank you for considering our views on these important issues. Should you have any questions regarding our submission, please contact INTA External Relations Manager, Claudio DiGangi at: cdigangi@inta.org.

About the INTA Internet Committee

The International Trademark Association (INTA) is a 133-year-old global organization with members in over 190 countries. One of INTA’s key goals is the promotion and protection of trademarks as a primary means for consumers to make informed choices regarding the products and services they purchase. During the last decade, INTA has served as a leading voice for trademark owners in the development of cyberspace, including as a founding member of ICANN’s Intellectual Property Constituency (IPC). 

INTA’s Internet Committee is a group of over two hundred trademark owners and professionals from around the world charged with evaluating treaties, laws, regulations and procedures relating to domain name assignment, use of trademarks on the Internet, and unfair competition on the Internet, and to develop and advocate policies to advance the balanced protection of trademarks on the Internet.
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