For the attention of: 

Mr Peter Dengate-Thrush   
Chairman of the Board of Directors

Internet Corporation for Assigned Names and Numbers

Comments by the Government of the United Kingdom on ICANN’s proposed initiatives for improved DNS Security, Stability and Resiliency

The Government of the United Kingdom (UK) is grateful for the opportunity to express its views on the Proposed Strategic Initiatives for Improved DNS Security, Stability and Resiliency (SSR) and the DNS CERT business case which were posted for public comment on 12 February 2010.

The UK produced a major strategy document in June 2009 – Digital Britain – that acknowledged the vital importance of the resilience of the Internet and other communication networks.  It highlighted the important role of the domain name system (DNS) and signalled the UK’s intention to play a full role in discussions about improving resilience.
It follows therefore that the UK appreciated the focus given to this subject in the Affirmation of Commitments (AOC) that ICANN would seek to “preserve the security, stability and resiliency of the DNS”.  We have also noted the increased effort devoted to this subject by ICANN over recent months and believe that the two documents posted for public comment are an important step forward in meeting the goal set out in the AOC.
We believe that the summary paper on the initiatives provides a good starting point for discussions about the way in which ICANN might focus its effort.  We agree that the good work that is going on is largely ad hoc in nature and we can see a leadership role for ICANN in attempting to put that on a more sound footing.  We also believe that the key areas going forward must be to better understand emerging threats, how those threats translate into risk for DNS operators and users, improving the ability for such information to be shared, creating a culture of emergency preparedness in the DNS community and promoting tests of contingency plans.
We believe that ICANN needs to work on a strategy that will make progress towards these outcomes.  In this regard, it will more clearly need to position its own efforts so as to gain maximum support from its closest stakeholders – the DNS community – as well as to connect to wider efforts to promote cybersecurity in the IGF and elsewhere.  
We find the document makes a compelling case for further action by ICANN in collaboration with its stakeholders.  We were concerned that this was taken one step further in proposing fairly precise mechanisms and resources for taking this forward.  Setting aside the difficult issue of how this will be funded, we believe that there is a significant difference in the case for the staff required for risk assessment, contingency planning and exercises and those required for a DNS CERT.

We believe that there is an argument that ICANN will need to invest more resources into security and resilience in order to take forward the valuable outcomes described above.  The staffing levels proposed for this work do not seem unreasonable.

We are less convinced that there is justification for the creation of a CERT.  It is perhaps unfortunate that ICANN has chosen to use the terminology of CERTs.  While CERTs play an important role in relation to the security of networks, most successful CERTs work on the basis that there is a clear relationship between the CERT and its customers.  We are not convinced that the DNS community necessarily falls into the category of willing customers of such a service and such a development would need to demonstrate a high level of buy-in from customers before proceeding. ICANN would need to demonstrate in this context that it was acting within its legitimate scope of operations.
As noted above, we do not believe that the answer is simply to create two new units but rather to develop a strategy to improve the resilience of the Internet and we can see the sense in devoting more resource to that effort.  That strategy will need to be developed with the wider DNS and cybersecurity stakeholder community who may or may not conclude that an incident response capability is required at ICANN.  We believe that such a conclusion cannot be reached at this stage.

We would encourage ICANN to take the feedback from this consultation exercise and promote further discussion as to how best ICANN can take forward the commitments on resilience, stability and security.  We believe that this should not be allowed to drift and hope that it can be discussed in depth at the forthcoming ICANN meeting in Brussels.
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