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Comments on Revised Telnic Whois Proposal 

Coalition for Online Accountability 

International Trademark Association Whois Subcommittee  

November 10, 2007  

The Coalition for Online Accountability (COA)
 and the International Trademark Association’s Whois Subcommittee
 appreciate this opportunity to comment on the revised proposals from Telnic for modification of its registry contract with ICANN with regard to Whois data.  See http://www.icann.org/public_comment/#telnic-whois-proposal.  This submission supplements the comments we each filed last June on the original Telnic Whois proposal.
 

The long-standing policy of ready public access to contact information on gTLD domain name registrants advances a number of critical social and legal objectives.  The original Telnic proposal would have fundamentally undermined this policy.   COA and the INTA Whois Subcommittee appreciate the considerable efforts of Telnic, with the assistance of ICANN staff, to modify its original proposal.  The revised proposal exemplifies a much more realistic and sensible approach.  With a few relatively minor clarifications of the proposal, and with appropriate conditions as outlined below, Board consideration of the revised proposal could be warranted.

The Revised Proposal 

The revised Telnic Whois proposal closely parallels the revised Whois policy approved by the ICANN Board in 2002 with regard to another new gTLD registry, .name.  As recited in the Board resolution 02.142 approving the revision to the .name registry agreement, see http://www.icann.org/minutes/minutes-02dec02.htm, that revision resulted from an extensive process of consultation by the registry with all affected interests, including “users of the public Whois and other interested persons, including registrars, law enforcement, the intellectual property community and privacy advocates,” as well as with the relevant constituencies of the Domain Name Supporting Organization, the predecessor to today’s GNSO.  While it is unfortunate that a similar process of prior consultation was not carried out regarding the Telnic Whois proposal, we appear to have arrived at a similar result in the two cases. 

Under the revised Telnic Whois proposal: 

· registrants in .tel will identify themselves as “legal persons” or “natural persons,” at the time of registration;

· full  Whois data will be accessible to the public on all “legal persons” registrants, and all “natural persons” registrants who do not opt out (i.e., full access to Whois data is the default); 

· for those “natural persons” who opt out, no contact data beyond registrant name will be publicly available; 

· a “Special Access Service” will be made available for accessing all other Whois data on such registrants.  Requesters can sign up in advance for this service by providing full contact information and receiving a user name and password.  When making a Whois request via the Special Access Service (SAS), the requester will “select the reason such access is requested from a drop down menu” (or by selecting “other” and specifying a reason); will enter into a click through agreement regarding handling of the data; and will then receive full Whois data on the registrant. No more than 5 SAS queries from the same requester will be granted within a 24 hour period.  

This system very closely parallels the arrangement adopted for .name, and the Special Access Service appears to be quite similar to the “Extensive Whois Service” offered by .name pursuant to its modified registry agreement.  A closer review of the Telnic proposal reveals a few discrepancies and ambiguities, however. We urge that these be rectified before final approval is given to the Telnic proposal.  These issues include:  

· To obtain access via the SAS, a requester must agree not to “share information derived from SAS with any individual or entity not bound by the terms of SAS.”   This is unrealistic.  To be actionable, Whois information must be shared with other parties who would not themselves be subscribers to the SAS (e.g., it must be shared by lawyers with clients; by clients with lawyers; by vendors of online brand or copyright monitoring services with their clients; by anti-fraud investigators with law enforcement, to give just a few examples).  It should be clarified that this sharing is permissible in furtherance of the purpose for which access was obtained. 
 

· The revised Telnic proposal refers generally to a list of legitimate needs for access to data that SAS subscribers should choose from a drop-down menu, but does not specify what they are.  It also requires that subscribers agree that “they will not use the data for marketing purposes, spamming, data-mining or unlawful purposes.”  While the idea of identifying legitimate and illegitimate uses before access is granted makes sense in principle, it may be preferable, for purposes of clarity, to specify the list of behaviors in each category, subject to the ability to modify either list under appropriate circumstances.
   
· Limiting SAS queries to five per 24 hour period may be too restrictive, depending on how the .tel domain space ends up being used.  The revised registry agreement should give Telnic flexibility to increase this level should circumstances warrant it, without having to gain ICANN approval for a further revision of its registry contract.  
· While it may be appropriate to require SAS subscribers to acknowledge that Telnic will record information about SAS searches, the revised proposal lacks any undertaking by Telnic about how it will handle this information.  This gap should be filled.
    


Conditions for Consideration of Modification of the Registry Agreement 



If the ICANN Board determines that it is appropriate to consider the Telnic proposal to modify the Whois policies in its registry agreement, it should do so only after the issues listed above are adequately addressed.   Furthermore, as it did in the parallel case of .name, the Board’s action should be based upon a full record of the need for the deviation from the long-standing Whois practices applicable to every other gTLD registry, and should spell out the “unique business and legal circumstances” of .tel that justify the deviation.  See Board Resolution 02.142,  http://www.icann.org/minutes/minutes-02dec02.htm. 

Telnic has repeatedly asserted that both its original proposal, and its markedly different revised proposal, are motivated by a conflict between the contractual obligations it undertook when it signed the registry agreement on May 25, 2006, and the requirements of applicable data protection laws of the United Kingdom.
  However, as explained in more detail in COA’s initial submission, and as remains equally the case today, no concrete evidence of any such conflict has been made public.  Far less has Telnic “credibly demonstrated that it is legally prevented by local/national privacy laws or regulations from fully complying with applicable provisions of its ICANN contract regarding the collection, display and distribution of personal data via the gTLD WHOIS service.”  See http://gnso.icann.org/meetings/minutes-gnso-28nov05.shtml, Decision 5, Item 1.  Since such a credible demonstration is the indispensable prerequisite for invocation of the conflicts procedure that the Board, by its unanimous vote on May 10, 2006, directed the staff to develop, see http://www.icann.org/minutes/minutes-10may06.htm, Resolution 06.30 (approving GNSO Council  recommendation cited in the preceding sentence), it would be fundamentally unwise for the Board, on the record before it, to rely upon any such asserted conflict as the “unique business and legal circumstance” to justify its consideration of Telnic’s request. 

Furthermore, the policy behind the draft conflicts procedure’s requirement of a “investigation, litigation, regulatory proceeding or other government or civil action”
 is important to follow. As reflected in the unanimous Board endorsement of the GNSO’s recommendation (see http://gnso.icann.org/meetings/minutes-gnso-28nov05.shtml, Decision 5, Item 1) that one goal of the procedure should be to resolve any conflict in a way that is “conducive to … the stability and uniformity of the Whois system,” ICANN should seek to ensure that its long-standing gTLD Whois policies are followed as closely as is allowed under the law in question. Without concrete information about the specific basis of the purported conflict, there is no way to know that the proposed modification is the most narrowly tailored approach. Knowing the basis of the conflict may allow ICANN and the registry operator to devise an approach that addresses the privacy concerns with minimal  impact to the provision of Whois data for consumer protection and other legitimate uses. That could not be ensured in this case because the legal conflict was never clearly and specifically identified on the record.  


What is clear from the record is the unique business plan of .tel:  its stated purpose is to “allow anyone to publish and control, in real time, how they can be reached.”  To accomplish this goal, “customers of the .Tel sTLD will store their contact details in the delegated domain space in the form of NAPTR [Naming Authority Pointer] records, which can be accessed by client software tailored to use these. “ See http://www.telnic.org/faq.html#1.   .Tel is intended “to enable businesses and individuals to safely publish and manage their contact information in real time directly in the domain name system.” http://www.telnic.org/press/20070129-Telnic.pdf.  Since, essentially, registrant contact information will be the only records accessible via the .tel TLD, and since those records will be accessible to any member of the public who obtains the client software, the necessity for using Whois to obtain registrant contact information from the registry may be diminished by comparison to other TLDs.  Since no other TLD follows this approach, this innovative business model may constitute the “unique business and legal circumstance” justifying modification of the contract.  


It follows from this that the approval of any such modification should be conditioned upon Telnic’s continued adherence to its stated plan of storing only NAPTR records in the DNS for its registry.  If in the future it changes course and adopts a new business model, under which  the registry is no longer exclusively devoted to the presentation of contact information to the public in the form of NAPTR records, it should be required to notify ICANN, so that any modification allowed to the registry contract with regard to Whois can be automatically terminated, or at least subject to immediate review and reconsideration. In other words, as the Board noted when it approved the  modifications for .name, if any modifications are considered for .tel they “should not be viewed as establishing a precedent that applies to other circumstances.”  Any such modification should cease to apply if  .tel becomes like any  other kind of domain name registry, in terms of the use to which registrations are put. 


Finally, and of particular significance,  whatever action the ICANN board ultimately takes with respect to the modification of the registry agreement for .tel, it should reaffirm that the registry is required to operate through ICANN-accredited registrars, all of which are subject to the Registrar Accreditation Agreement obligations with respect to provision of Whois data to the public for the .tel registrations which they sponsor.  Preserving the Registrar Accreditation Agreement obligations with respect to provision of Whois data would, again, parallel the .name model, where those obligations apply to registrars. Nothing in the Telnic proposal (original or revised) suggests any need to change these obligations. 


We thank ICANN for the opportunity to provide these comments.  If there are any questions concerning this submission, please contact Steve Metalitz on behalf of COA at met@msk.com, or Claudio DiGangi on behalf of INTA at cdigangi@inta.org.







� The Coalition for Online Accountability (COA) consists of nine leading copyright industry companies, trade associations and member organizations of copyright owners.  The are the American Society of Composers, Authors and Publishers (ASCAP); the Business Software Alliance (BSA); Broadcast Music, Inc. (BMI); the Entertainment Software Association (ESA); the Motion Picture Association of America (MPAA); the Recording Industry Association of America (RIAA); the Software and Information Industry Association (SIIA); Time Warner Inc.; and the Walt Disney Company.  COA is a member of the GNSO Intellectual Property Constituency and has participated in many ICANN policy debates.


� The International Trademark Association (INTA) is a 129-year-old global organization with members in 190 countries. One of INTA’s key goals is the promotion and protection of trademarks as a primary means for consumers to make informed choices regarding the products and services they purchase. During the last decade, INTA has also served as the leading voice of trademark owners in the development of cyberspace, including as a founding member of ICANN’s Intellectual Property Constituency. INTA’s Whois Subcommittee (part of the INTA Internet Committee) is a group of over twenty trademark attorneys and professionals charged with monitoring adoption or modification of Whois policies in new and existing TLDs and advocating for adequate access to domain ownership information. INTA has a particular interest in policy relating to the Whois database, because the information contained in the Whois database assists trademark owners and authorities in policing abuses of intellectual property and preventing consumer confusion and consumer fraud. Moreover, the information in the Whois database also allows Internet users and consumers from all walks of life to identify the owners of web sites selling goods or disseminating information over the World Wide Web.  


� See � HYPERLINK "http://forum.icann.org/lists/telnic-whois-proposal/msg00002.html" ��http://forum.icann.org/lists/telnic-whois-proposal/msg00002.html� (COA comment) and � HYPERLINK "http://forum.icann.org/lists/telnic-whois-proposal/msg00004.html" ��http://forum.icann.org/lists/telnic-whois-proposal/msg00004.html� (INTA Whois Subcommittee comment).


� In this regard, consideration should be given to using instead the language approved by the Board with respect to .name, as found in paragraph 6(f) of Exhibit A to Appendix O of the .name registry agreement, in which subscribers to the Extensive Search Database agree that  “except as necessary to accomplish the purpose set forth in Section 3 above, [they will] not distribute the Data (or any portion or copy thereof) to any other party without the express prior written consent of Global Name Registry.” See  � HYPERLINK "http://www.icann.org/tlds/agreements/name/registry-agmt-appo-exha-25nov02.htm" ��http://www.icann.org/tlds/agreements/name/registry-agmt-appo-exha-25nov02.htm�.    


� The comparable provisions in the .name environment, paragraph 3 of the Extensive Whois agreement for permitted uses, and paragraph 6(c) of the same document for prohibited uses, provide useful models for clarifying this aspect of the Telnic proposal. See � HYPERLINK "http://www.icann.org/tlds/agreements/name/registry-agmt-appo-exha-25nov02.htm" ��http://www.icann.org/tlds/agreements/name/registry-agmt-appo-exha-25nov02.htm�.    


 


� Here again the language of the .name Extensive Whois agreement, in paragraph 15 (“Record Retention”) provides a useful model.  See � HYPERLINK "http://www.icann.org/tlds/agreements/name/registry-agmt-appo-exha-25nov02.htm" ��http://www.icann.org/tlds/agreements/name/registry-agmt-appo-exha-25nov02.htm�.    


 





� In Section II.I.a. of the registry agreement, Telnic warranted to ICANN that it had “all requisite power and authority to enter into this Agreement.” See � HYPERLINK "http://www.icann.org/tlds/agreements/tel/tel-agreement-07apr06.htm" ��http://www.icann.org/tlds/agreements/tel/tel-agreement-07apr06.htm�.  There is no evidence that the requirements of UK data protection law changed between May 25, 2006, when Telnic gave this warranty, and April 25, 2007, when it first formally asked ICANN to change its contract in this regard on the stated grounds of a legal conflict.    


� See � HYPERLINK "http://gnso.icann.org/issues/whois-privacy/whois_national_laws_procedure.htm" ��http://gnso.icann.org/issues/whois-privacy/whois_national_laws_procedure.htm�. 
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