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COMMENTS ON TELNIC WHOIS PROPOSAL 

June 21, 2007


This submission is in response to the posting at http://www.icann.org/announcements/announcement-11may07.htm (“ICANN Opens Comment Period on Telnic Proposal”). For the reasons stated below, among others, the Coalition for Online Accountability (COA) strongly opposes Telnic’s proposal to radically curtail the publicly accessible registry Whois service it promised to provide when it concluded its contract with ICANN 13 months ago.

1. Telnic’s allegations of incompatibility between Telnic’s Whois obligations and applicable law are too ambiguous to justify consideration of its proposed amendment on that ground.  If there were any concrete evidence of any such incompatibility, the issue ought to be addressed under ICANN’s Board-adopted  policy  for handling such conflicts, rather than as a new registry service. 

2. Approval of Telnic’s proposal would have serious detrimental impacts upon security and stability, would make it impossible for Telnic to fulfill other aspects of its contract, and could create conflicts with other laws and with ICANN’s commitments under the Joint Partnership Agreement with the US government.  

3. The Board’s approval of a change in Whois policy for .name specifically ruled out use of that decision as a precedent in future cases.  Furthermore, contrary to Telnic’s assertions, its proposal bears little resemblance to that approved by the Board with respect to .name, and it would far more comprehensively suppress access to Whois data for a host of legitimate purposes supported by public policy.  

I.
About COA


The Coalition for Online Accountability (COA) consists of nine leading copyright industry companies, trade associations and member organizations of copyright owners.  The are the American Society of Composers, Authors and Publishers (ASCAP); the Business Software Alliance (BSA); Broadcast Music, Inc. (BMI); the Entertainment Software Association (ESA); the Motion Picture Association of America (MPAA); the Recording Industry Association of America (RIAA); the Software and Information Industry Association (SIIA); Time Warner Inc.; and the Walt Disney Company.  COA is a member of the GNSO Intellectual Property Constituency and has participated in many ICANN policy debates.


COA's goal is to enhance and strengthen online transparency and accountability by working to ensure that domain name and IP address Whois databases remain publicly accessible, accurate, and reliable, as key tools against online infringement of copyright, as well as to combat trademark infringement, cybersquatting, phishing, and other fraudulent or criminal acts online.

II.
Background


Telnic first applied to ICANN in October 2000 to operate a sponsored TLD.  Ultimately, in the second round of sTLD applications, Telnic was successful, and it entered into a contract with ICANN on May 30, 2006 to operate the .tel TLD.  See http://www.icann.org/tlds/agreements/tel/.  However, the .tel TLD is not operational, and the Telnic website gives no real indication of when it might launch. 
  Telnic has missed a number of launch deadlines it committed to in its agreement with ICANN.
   ICANN has stated in its posting that “Telnic intends to launch registry operations in late 2007/early 2008,” but has provided no further basis for this statement. 


The first article of the .tel charter states, “The .tel sTLD will serve individuals, persons, groups, businesses, organizations, or associations that wish to store and publish their contact information using the DNS.” http://www.icann.org/tlds/agreements/tel/appendix-s-07apr06.htm#Part1. The Telnic website describes the .tel community as consisting of  “individual and/or business who wish to have a universal identity, brand, or name, in the Internet communications space.” http://www.telnic.org/about.html.  Both these definitions suggest that the TLD is potentially open to any legal or natural person, including those who wish to register in the TLD for commercial objectives.  


Telnic’s contract with ICANN includes a public Whois specification (Part VI of Appendix S) very similar to that agreed to by other sponsored TLDs, under which Telnic would operate a thick registry system in which a significant amount of registrant contact data would be accessible to the public via either Port 43 or a publicly accessible website.  In particular, the specification sets out a “Domain Data Format” in which a query on a domain name would return (in full format) a total of 61 data points, including full contact information for the registrant, admin contact, tech contact, and billing contact.  Part VII of Appendix S provides that Telnic may  “submit to ICANN for its consideration and approval (such approval not to be unreasonably withheld) a proposal for additional measures to be implemented by Registry Operator that are designed to further safeguard data provided by registrants.”


On April 25, 2007, invoking Part VII of Appendix S, Telnic asked ICANN to alter its contract with respect to the obligation to provide a publicly accessible Whois service.  http://www.icann.org/correspondence/price-to-pritz-25apr07.pdf.  In a draft revised Whois policy dated February 19, 2007, and attached to its submission to ICANN, Telnic spelled out its proposal. See pages 8-10 of http://www.icann.org/registries/rsep/telnic-whois-proposal-27apr07.pdf.
    For any individual .tel registrant, including specifically “individuals who use the domain for their own commercial purposes,” virtually all of the contact data collected by registrars, and required under the current contract to be returned in response to a Whois query, would be suppressed from public access. Of the 61 data elements listed in the Domain Data Format example in Part VI of Appendix S, 56 would apparently be suppressed.  A query about such a domain would only return the “Unique ID within the Shared Registry System assigned to the Registered Domain Owner,” the ID number of the sponsoring registrar, the status of the registration, and the “machine names of the authoritative DNS servers for the domain,” presumably corresponding to the last two data elements listed in Part VI(“name server” and “name server”). 


In a section entitled “Requests for Detailed Registrant Information,” Telnic described a process that someone seeking any of the other 56 data elements on a .tel individual registrant would have to use.  The requester would apply, via a web page, providing the requester’s full contact data, a detailed justification for the requests, and a specification of the information requested.  A fee would be charged, and an additional fee imposed if the requester wanted the information furnished via e-mail rather than via postal mail.  The fact of the request, and the full contact details of the requester, could be disclosed to the domain name registrant, apparently at Telnic’s discretion.  A separate request (along with a separate fee or fees) would be needed for each domain name for which information was sought.  Telnic stated that it “expects to work with law enforcement to develop a non-WHOIS-based procedure to provide access to non-public information.” 


In its submission, Telnic stated that it was seeking the contract amendment “in order to comply with the provisions of EU and UK law” on data protection.  Referring to “a lengthy consultation which included informal guidance from the UK Information Commissioner’s Office,” Telnic stated its view that its “current contractual obligations on Whois are incompatible with” EU and UK data protection law.  In its supporting material, Telnic referred to consultations with its US and UK legal advisers, and that “guidance was saught [sic] from the Information Commissioner’s Office” (ICO).  The only indication that it received any such “guidance” is the following:  “the ICO indicated what was likely to be acceptable or unacceptable from an legal perspective and therefore which path Telnic was obliged to follow.”  Telnic also stated that unspecified “law enforcement representatives in the UK” endorsed its proposal.  


Noting that “there is no pending enforcement action against Telnic, therefore this is not a situation that would trigger the Draft ICANN Procedure for Handling Whois Conflicts with Privacy Law,”  ICANN chose to treat Telnic’s request as a proposed material change to a registry service and initiated the registry service evaluation process (even though Telnic had apparently never invoked that process in its request to ICANN).   ICANN stated that it had “undertaken a preliminary determination period to determine whether the proposed service might raise significant security or stability, or competition issues,” and had concluded that it did not. It posted Telnic’s proposal for public comment on May 11, 2007.  

III.
Discussion 


A.
The Asserted Conflict with Privacy Law is Undocumented and Should Not 

Be Considered Under This Procedure 


On May 10, 2006, the ICANN Board unanimously adopted a resolution approving a “recommendation on a procedure for potential conflicts between Whois requirements and privacy laws.”  http://www.icann.org/minutes/minutes-10may06.htm.  That recommendation was forwarded to the Board with the unanimous support of the GNSO council, which had adopted the following “Consensus Policy Recommendation” on November 28, 2005:


In order to facilitate reconciliation of any conflicts between local/national mandatory privacy laws or regulations and applicable provisions of the ICANN contract regarding the collection, display and distribution of personal data via the gTLD Whois service, ICANN should: 

1. Develop and publicly document a procedure for dealing with the situation in which a registrar or registry can credibly demonstrate that it is legally prevented by local/national privacy laws or regulations from fully complying with applicable provisions of its ICANN contract regarding the collection, display and distribution of personal data via the gTLD WHOIS service. 

2. Create goals for the procedure which include:

a. Ensuring that ICANN staff is informed of a conflict at the earliest appropriate juncture; 

b. Resolving the conflict, if possible, in a manner conducive to ICANN's Mission, applicable Core Values and the stability and uniformity of the Whois system; 

c. Providing a mechanism for the recognition, if appropriate, in circumstances where the conflict cannot be otherwise resolved, of an exception to contractual obligations to those registries/registrars to which the specific conflict applies with regard to collection, display and distribution of personally identifiable data via the gTLD WHOIS service; and 

d. Preserving sufficient flexibility for ICANN staff to respond to particular factual situations as they arise. 

See http://gnso.icann.org/meetings/minutes-gnso-28nov05.shtml.


Both at the Council level and when the Board considered it, this “consensus policy recommendation” was accompanied by a detailed suggested procedure to be employed (this suggested procedure had been developed by a GNSO council task force in 2004).   In the thirteen months since the Board’s unanimous adoption of its resolution,  ICANN has not yet promulgated a procedure to implement the resolution, although a draft procedure was posted for public comment in December 2006.  See http://www.icann.org/announcements/announcement-2-03dec06.htm.  


The fact remains, however, that the ICANN Board is clearly on record as to the characteristics of the procedure to be followed whenever “a registrar or registry can credibly demonstrate that it is legally prevented by local/national privacy laws or regulations from fully complying with applicable provisions of its ICANN contract regarding the collection, display and distribution of personal data via the gTLD WHOIS service.”  The fact that Telnic has not launched its registry, and that indeed from all appearance no such launch is in sight, dispels any notion that its situation is urgent and cannot wait until the procedure to implement the Board’s May 10, 2006 resolution is in place.  


Furthermore, ICANN’s posting of Telnic’s request states, “However, there is no pending enforcement action against Telnic, therefore this is not a situation that would trigger the Draft ICANN Procedure for Handling Whois Conflicts with Privacy Law.”
 This conclusion also necessarily implies that Telnic has failed to make the “credible demonstration” of legal conflict called for by the Board resolution as the trigger for applicability of the conflicts procedure.  This conclusion is fully supported by the Telnic submission, which refers to no proceeding, finding, decision, or even formal claim, accusation or charge that its compliance with the obligations in its contract with ICANN would expose it in any way to legal jeopardy under UK data protection law.   At most what can be gleaned from the Telnic submission is that it has engaged in some kind of informal consultations with data protection authorities on the subject.  This falls far short of what would be necessary for ICANN to consider any significant deviation from the contract that virtually every other gTLD registry has signed, especially in light of the Board’s unanimous statement that these matters should be handled “in a manner conducive to …. the stability and uniformity of the Whois system.”     


The consideration in the ICANN policy development process over the past four years of a procedure for handling claimed conflicts between Whois obligations and privacy laws has been premised on two assumptions: (1) a uniform, transparent and predictable procedure for handling such conflicts would be beneficial to the security and stability of the domain name system, and (2) the procedure should not be triggered until there was credible evidence of a conflict that would legally prevent a registrar or registry from complying with its contractual obligations to ICANN.  To consider Telnic’s request through another procedure would be inconsistent with these premises.  Accordingly, Telnic’s request should be deferred, at least until the conflicts procedure is in place.  If its request is to be considered at this time, it should be considered without any reference to issues of compatibility with UK data protection law, given the lack of any “credible demonstration” of any incompatibility.    


B.
Detrimental Impact of Elimination of Public Whois 


Telnic proposes to virtually eliminate public access to Whois data on its individual registrants, including those using the registration for commercial purposes,  at least insofar as that access is provided by the registry.
  Public access to registrant contact data has been a feature of the domain name system since its inception. The  manifold social benefits of such public access, and its contribution to Internet security and stability, have been canvassed very extensively throughout the years in which Whois policy changes have been under consideration within ICANN.  These benefits must not be casually tossed aside based upon the justification provided in the Telnic submission, which is extremely thin when the representations regarding the UK Information Commissioner are taken into consideration, and virtually non-existent when (for the reasons stated above) those representations are disregarded. 


In lieu of the real-time, no-cost, relatively unrestricted public access to Whois which virtually every other gTLD in the world has successfully provided throughout its lifetime, Telnic proposes a system which is virtually guaranteed to fail to deliver the timely, convenient and predictable access upon which the social benefits of Whois depend.  Under Telnic, a party needing access, for any reason, to contact data on a .tel registrant which has identified itself as an individual
 would have to take the following steps:

· Find and go to a web page provided by Telnic;

· Identify who is making the request, as well as the full contact details for any “person to whom data is to be disclosed”;

· “Indicate what contact information is requested for disclosure,” which presumably requires the requester to know the data elements to which Telnic has suppressed access;

· “Indicate … why such contact information is needed”; however there is no indication of whether access will ultimately turn upon the reason or reasons stated
; 

· Pay a fee (amount unstated) by credit card;

· Pay another fee (amount unstated) if s/he wishes to receive the data via e-mail;

· Wait an unspecified amount of time for Telnic to process the request;

· Wait to receive a confirming e-mail from Telnic;

· Respond to the confirming e-mail;

· Wait until a letter arrives from Telnic (or an e-mail if the requester has paid the additional fee);

· Go to a web URL designated in the letter or e-mail;

· Supply the case number received in the letter or e-mail;

· “Retrieve the requested information.”  


At any point throughout this 13-step process, Telnic would reserve the right to tell the registrant that a request had been made and to provide the registrant with all the information submitted by the requester other than the requester’s credit card information. 


It is readily apparent that this 13-step process would be completely useless in any case in which there was time pressure to obtain the registrant’s contact data, or in any case in which the confidentiality of the inquiry were essential. For example, it would make Whois useless for any efforts to investigate or correct a phishing attack.
  There would be ample opportunities for anyone (whether a corporate entity or an individual) who wished to employ a .tel registration in connection with any sort of illegal activity, or in connection with phishing, pharming, spam, or other activities that may impact on Internet stability and security, to do so.  Anyone seeking to learn anything about the perpetrator or where s/he could be located would not be able to do so in time to put an end to high-velocity fraud, crime or other misbehavior.  The likelihood that the registrant would be tipped off by the registry of the existence of an inquiry, and even that s/he would receive full contact details of the requester, would make cyberflight a virtual certainty, and retaliation a considerable risk for any requester.  


Even if a requester succeeded in navigating the thirteen steps in the case of one .tel registration, s/he would have to cross the same obstacle course the next time .tel registrant contact data were needed.  Indeed, it appears that a party who identified ten registrations, all of them simultaneously involved in illegal or fraudulent activity, would have to make ten applications, provide ten justifications, pay ten (or twenty) fees, wait for and respond to ten e-mails, and make ten visits to a web site, supplying a different case number each time, in order to obtain the information that s/he could obtain from virtually every other gTLD registry in a matter of minutes, for free, and without risk of cyberflight or retaliation.  In short, even if the system worked for one-off requests, it would not scale.  


Such a system cannot be reconciled with other obligations that Telnic has taken on in the registry agreement, such as its obligations with respect to dispute resolution along the liens of ICANN’s Uniform Dispute Resolution Policy. The UDRP requires that any complaint be served on the respondent using, among other methods, the contact information contained in Whois records.  For any .tel registrant self-identifying as an individual, no such contact information would exist, and no UDRP complaint could be served in accordance with the UDRP rules.  


Moreover, the virtual elimination of publicly accessible Whois for individual registrants, even those engaged in commercial activities using the domain name, would likely run afoul of other laws.  This fact has been noted by the operators of ccTLD registries in countries that, like the United Kingdom, are subject to the operation of both data protection and e-commerce legislation that must conform to European Union standards.  See, e.g.,  http://www.denic.de/en/faqs/detail_75.html (“In registering a domain and using it, for instance as the address for a website, you as a rule become the provider of a media service which prescinds your usual privacy considerations. There are special laws that apply here and they require all providers of such services to provide a masthead disclosing their name and address. So, since everyone can see who you are here anyway, there would be no point in DENIC keeping your data confidential.  Against this background, incidentally, the German data-protection authorities have expressly approved of the publication of personal data in the whois query.”) 


Finally, for ICANN to approve Telnic’s proposal in its current form would not only be unreasonable and a reward for evading the Whois conflicts procedure, it would also violate ICANN’s promises under its Joint Partnership Agreement with the U.S. government.  In Item 5 of Annex A to that Agreement, adopted by the ICANN Board of Directors on September 25, 2006, ICANN pledged to “continue to enforce existing policy relating to WHOIS; such existing policy requires that ICANN implement measures to maintain timely, unrestricted and public access to accurate and complete WHOIS data.”  See http://www.icann.org/general/JPA-29sep06.pdf.  The Telnic proposal cannot by any stretch of the imagination be described as conforming to such a policy.
  


C.
The .NAME Precedent Is Inapplicable  


Telnic describes its proposed mechanism for providing access to Whois data as “very similar to that which is used by GNR,” the registry operator for .name.  A comparison between the Telnic proposal and the relevant provisions of the .name registry agreement (found in Appendix O of that agreement, http://www.icann.org/tlds/agreements/name/registry-agmt-appo-8aug03.htm) shows that this characterization is completely false.  Furthermore, Telnic’s attempt to enlist the GNR agreement as a precedent for approval of its proposal is foreclosed by the resolution the Board adopted when it approved the .name agreement.  


Under its agreement with ICANN, .name provides four different levels of Whois access.  As summarized in a November 26, 2002  memorandum from ICANN’s General Counsel to the Board of Directors: 


The four levels of access (from most general to most detailed) are:

· Free public access to non-personally identifiable "Summary" information (mainly useful to determine whether a domain name exists and its status); 

· Free public access to non-personally identifiable "Standard" information (provides somewhat more detail, but no personal information); 

· Password-protected access to "Detailed" personally identifiable information, not including the home telephone number or e-mail address of registrants, subject to an online authentication mechanism (such as the payment of a small fee) to deter marketing and other mass uses of the data; and 

· Free, password-protected access to "Extensive" information, including home phone and e-mail, subject to a written agreement with GNR precluding inappropriate uses of the data. 


In addition, GNR's proposal includes a 24/7 support phone and e-mail service to respond 
to time-sensitive queries from network operators, etc., seeking contact information to 
assist in resolving technical issues (such as might be useful in dealing with distributed 
denial-of-service attacks).

See  http://www.icann.org/minutes/report-gnr-whois-26nov02.htm.


This is completely different from the Telnic proposal.  The .name registry provides much more information to the general public at the “Standard” access level than .tel proposes to do.  Furthermore, the entire Whois database is available to requesters at the “Extensive” level without charge, and on an ongoing, persistent  basis, rather than on a one-off basis with multiple fees, as Telnic proposes.
    


As the General Counsel concluded, under GNR’s proposal, “all the elements of Whois data currently available for .name would continue to be available. Thus, GNR would continue to meet its basic obligation under subsection 3.10.1 of the .name Registry Agreement: ‘At its expense, [GNR] shall provide free public query-based access to up-to-date data concerning domain-name and nameserver registrations maintained by Registry Operator in connection with the Registry TLD. . . .’ At the Extensive level, this data remains free of charge.”


The General Counsel’s memorandum also emphasized  a unique characteristic of the .name registry that is not present here:  


Rather than deviate from the basic Whois policy, GNR's proposal simply revises the mechanism through which its obligation to provide Whois data is fulfilled.  It does this by requiring Whois searchers to enter into agreements not to misuse Whois data before they receive any personal data. This altered mechanism is particularly appropriate for the .name TLD, in which registrations are restricted (with very limited exceptions) to individuals registering their own names as domain names.

Of course, nothing in the .tel agreement limits registration to individuals.  .Tel completely lacks this defining characteristic of .name, that makes an amended Whois policy for the latter “particularly appropriate,” as the General Counsel’s memo states.
   


The Board’s resolution approving the .name Whois policy, adopted by a vote of 12-0 with 2 abstentions on December 2, 2002, clearly hinged upon the unique characteristics of .name.  As one of the recitals in the resolution states, “the Board concludes that the requested modifications are justified by the unique business and legal circumstances of the .name top-level domain, and the approval of these modifications should not be viewed as establishing a precedent that applies to other circumstances.”  (emphasis added)  See http://www.icann.org/minutes/minutes-02dec02.htm.   


Thus, even if Telnic’s characterization of its proposal as similar to the .name system were accurate – which it is not – that would not provide an adequate reason for its approval.   

IV.
Conclusion 


For the foregoing reasons, COA urges that the Board reject the Telnic proposal with regard to Whois.  COA appreciates the consideration of its views by the ICANN Board and staff, and stands ready to provide any further information that would be helpful.  

Respectfully submitted, 

Steven J. Metalitz

Counsel to COA

c/o Mitchell Silberberg & Knupp LLP

2300 M Street, NW, Suite 800

Washington, DC  20037

Tel: (202) 973-8132

Fax: (310) 231-8432

E-mail: met@msk.com
� On June 21, 2007, the homepage of � HYPERLINK "http://www.telnic.org" ��www.telnic.org� stated “in the coming weeks, [Telnic] will relaunch its website and publish the official .tel launch timetable.”   The homepage said exactly the same thing on May 18, 2007.  


� Telnic’s  contract with ICANN sets out a launch timeline (in Appendix S, Part IV) that calls, for example, for all policy documents to be finalized 120 days after signing of the contract (i.e., August 2006); for all registrar agreements to be finalized 30 days later (i.e., September 2006); and for registrar accreditation to begin 30 days later (i.e., October 2006).   There is no indication on the Telnic website that any of these events has occurred, and we are unaware of their occurrence.  We are aware that Telnic has not met other milestones it set for itself in the contract, such as the launch of a sunrise registration period 270 days after contract signing (i.e., February 2007), or the beginning of full operations one year after signing (May 2007). 


� It is striking that this document, which contains the most complete prose exposition of Telnic’s proposal, is not even linked to from the page on which ICANN solicited public comment.  Such an omission is hardly calculated to encourage the submission of informed views by the community.  


� This sentence appeared in the May 11 posting, but has been dropped from the June 7 re-posting in which the public comment deadline was extended.  � HYPERLINK "http://www.icann.org/announcements/announcement-07jun07.htm" ��http://www.icann.org/announcements/announcement-07jun07.htm�. 


� It is not clear from the Telnic proposal whether there would be any change in the Whois access provided by individual registrars regarding .tel registrations they manage.  This should be clarified.


� The Telnic proposal does not provide any indication that the registry would in any way screen, audit or monitor this self-designation process, nor does it provide any mechanism by which such a designation could be challenged by any third party. 


� Indeed, from all that appears in the Telnic submission, a requester who stated that his reason for inquiring was to baselessly harass the registrant would receive the contact data at the same speed, and with the same degree of inconvenience, as the requester who sought to identify the party responsible for an online crime, fraud, or other misbehavior.  


� To understand how serious this might be, note the recently issued report of the Anti-Phishing Working Group regarding the use of domain name Whois data in responding to phishing incidents. � HYPERLINK "http://www.antiphishing.org/reports/APWG_MemoOnDomainWhoisTake-Downs.pdf" ��http://www.antiphishing.org/reports/APWG_MemoOnDomainWhoisTake-Downs.pdf�.  


� Even if the Board’s pledge is read to mean that it would no longer be required to enforce that WHOIS policy if it were changed in the context of a new consensus policy on the subject, that is not what is involved here.  Telnic is not invoking the GNSO Policy Development Process, but rather  seeking an amendment to the contract that it entered into with ICANN last year.  


� The Extensive Whois level also includes sharply restricts the registry’s right to disclose information about queries made under the Extensive Whois Agreement.  See � HYPERLINK "http://www.icann.org/tlds/agreements/name/registry-agmt-appo-exha-25nov02.htm" ��http://www.icann.org/tlds/agreements/name/registry-agmt-appo-exha-25nov02.htm�, section 15.  By contrast, Telnic asserts the right to disclose everything about the request and the requester to the registrant, at its sole discretion.   


� It is also irrelevant that the proposal made by GNR for .name reflected concerns about compliance with UK data protection law. Since .tel has such a different mission from .name, there is no reason to assume that the requirements of any applicable law would be the same for the two registries.  This consideration underscores that it would be unwise to give any consideration to the drastic revision that .tel proposes  unless and until there is a more definitive, formal pronouncement from government authorities.  





