
Review of Issues for Transfers Working Group


	Issue
	Next Steps

	1.  ICANN receives some complaints from registrants about registrars who choose not to initiate a dispute on their behalf.  Should there be additional steps available for registrants to take if they believe a transfer or rejection has occurred improperly? 


	Policy:  Availability of transfer dispute options for registrants.

	2.  Section 2.1.2.1 of the policy lists the forms of identification used in a manual authorization process (passport, birth certificate, etc.).  This language could be clarified to specify that faxes/scans/photocopies of these items are acceptable.  


	Clarification:  To be decided what the language should be.

	3.  Section 2.2 refers to transmitting a transfer command as specified in the Registrar Tool Kit.  Suggest removing reference to specific RTK software package; instead refer to transmitting transfer command as specified in the RRP or EPP protocols. 


	Clarification:  To be decided what the language should be.

	4.  Some security concerns associated with use of publicly-available email address as authentication for electronic transfer requests.  Look at adding further provisions for electronic signature or other alternatives.


	Policy:  Other options for electronic authentication due to security concerns on use of email addresses.

	5.  Definition of the registrar lock function. There seems to be some ambiguity about what can be considered as registrar lock.


	Clarification:  Registrar lock to be defined within policy.  May refer to original TF report or RFCs for guidance.  



	6.  Definition of the term ‘transfer.’  The policy states that domains may not be transferred 60 days after a transfer took place.  Some registrars claim that an ‘internal’ transfer also falls into this category, e.g. the domain moved from one reseller to another without registry involvement.  I do not think that this qualifies as a transfer.  Additionally it is impossible to control, so a registrar might abuse this.


	Clarification:  To be defined. May refer to original TF report for intentions on this.

	7.  Transfers in auto-renew grace period. It has become a common business practice to use the auto-renew grace period for domain monetization programs. Usually the domain is taken offline for a few days on the day of expiration to give the registrant time to react. If the registrant does not react, the registrar changes the ownership data to show the registrar as the new owner and puts some sponsored pages on the domain.  This effectively circumvents the transfer policy requirement to allow transfer in auto-renew grace period. While there are a number of arguments pro and contra this behaviour, it is certainly not in line with the intention of the transfer policy. We should ask ourselves if the transfer policy has to be adapted. Add grace period abuse is a related subject, but that is probably OT.

	Clarification:  Intentions of policy language to be decided and articulated.
Policy:  Addressing any specific deletion/grace period/expiration practices.

	8.  Definition of an FOA subject line.  While the FOA body is well defined, the subject line is not.  I think it will be easier for all participants if the FOA would have a standardized subject line.

	Clarification:  Possible adaptation of FOA language.

	9.  Implementation of IANA IDs for transfers.  It would be an improvement for everyone to get rid of the proprietary registrar IDs that differ from registry to registry.  CORE proposes that registries shall implement IANA IDs in transfers instead.  This has already been circulated on the RC mailing list and was endorsed by a number of people, but got lost somehow in the .net phase.

	More info needed on how to use IANA IDs in transfers.  Option for registries/registrars to work out in greater detail.

	10.  ICANN death penalty.  Not sure if this is OT, but I would like to see more possibilities for ICANN to enforce its policies.  Currently the threat to cancel the accreditation is ICANN’s only possibility to do so.  There should be more ways for ICANN.  A number of proposals have been circulated on the RC list.

	Policy:  Enforcement by ICANN is limited to terms of agreement, or specific penalties included as part of consensus policy.  Could do PDP on new such provisions for policy.

	11.  Default lock mechanism.  OK, I know that (big) registrars are happy with a default domain-lock, but I still think that this is not in line with transfer policy and that there is no need for a lock when you have an authInfo.  Hence this should be on the list of topics to address.

	Policy:  Appropriate usage of Registrar Lock.

	12.  Additional registrar imposed restrictions.  It seems that a number of registrars are imposing additional constraints on transfers (ie no transfer for 60 days after contact data changes).  While the policy seems to be rather clear on this point, enforcement/compliance seems to be an issue.

	Clarification:  Time constraint clarifications and definitions to be developed as part of advisory.

	13.  Showing identity of reseller in FOA.  As a wholesaler, we’re probably more affected than most, but we are seeing a moderately high level of confusion from end-users because their reseller isn’t identified in the FOA.  It would be useful to discuss adding the option to identify the reseller in addition to requiring the inclusion of the registrar’s identity.

	Clarification:  To be decided whether to allow this adaptation to FOA.

	14.  Repatriation of inappropriately transferred names is difficult and processes are still unclear.  This is mostly evident in incidences where a registrant has objected to a transfer, despite the approval of the admin contact.  The transfer policy is quite clear that the registrant “trumps” the admin contact, but is not clear how these types of veto situations should be handled.  The result is an inconsistent application of policy and increased risk of domain theft.  

	Policy:  Policy is clear on dispute between Registrant and AC.  How this is implemented is currently for the registrar to decide.  Additional provisions for handling inappropriate transfers can be taken up as policy issue.

	15.  TDRP enforcement seems inconsistent and does not rely on past precedent as intended.  Situations with similar fact patterns are being decided differently by the same dispute provider leading to a distinct lack of clarity and reliability of the proceedings.  This is primarily observed at the registry level.

	Policy:  Need more info on specific question being asked, category (-ies) of concerns.  May be taken up as policy issue if decided that changes to TDRP are needed.

	16.  Transfers immediately following a Registrant transfer (change of ownership or license) should not be allowed, or at least, the registrar of record should have the option of not allowing it for some period of time, 30-60 days perhaps.  This was an explicit requirement in the old transfer policy, not sure why it was removed.

	Clarification:  To be decided how change of registrant fits into definitions in policy.  To be decided whether special provisions needed for change of registrant simultaneous to transfer or within a period after transfer.

	17.  Since the Registrant trumps the Admin contact there should be some way of automating approval from the Registrant.  Currently, there is often no Registrant email address available since it is not required to be in the public Whois.  However, I am sure most, if not all, registrars collect that.  If that could be available to registrars only when trying to facilitate a transfer we could eliminate many conflicts later when the Registrant claims they did not approve the transfer.  Some registrars have gone to completely paper transfer processes as a result of this issue, and all that does is slow down and complicate the transfer process for registrants.

	Policy:  Whois.  Registrars may also choose to coordinate with each other on this.

	18.  We should recommend that the losing registrar notice (FOA) be required as suggested.  Not that a positive response should be required, just that it be sent.

	Policy:  Requirements for Registrar of Record.

	19.  I’ll take the likely unpopular view that a positive response to a confirmation email should be required.

	Policy:  Requirements for Registrar of Record.

	20.  We should consider limiting how long a registrar may hold an FOA before submitting a transfer request.  We’ve run into problems when a registrar requests a transfer a month or two after they have received the FOA.  By that time, the registration information may have changed, and the new registrant doesn’t respond to a confirmation request.  Perhaps FOAs should be effective only 5 or 10 days to avoid fraudulent transfer out.

	Policy Issue:  Requirements for Gaining Registrar.  Unclear though why gaining registrar would put off transfer in?

	21.  Further education is necessary for registrants and registrars to understand where they should take their initial complaints and what the ensuing process will entail.

	Clarification:  Part of Advisory to registrars, possible other suggestions to ICANN on education to registrants.

	22.  Existing penalties are not sufficient deterrent (loser pays) to discourage bad actors.

	Policy:  Inclusion of penalties in policy against specific bad actions.

	23.  Existing penalties are difficult to enforce.

	Policy:  Also see #10, 22.

	24.  The term “transfer” needs more explicit definition.


	Clarification:  Definition to be determined.

	25.  It needs to be clarified whether or not registrant changes, record changes, and the 60 day lock are appropriate reasons for denying a transfer.  Especially given the predominance of anonymous registration services where the act of decloaking a name forces a change of contact information and putting it in a 60 day hold.

	Clarification:  Definitions and requirements in policy to be addressed.
Policy:  Any additional requirements relating to Whois privacy services.

	26.  Transfer rejection messages aren’t being received.  Nor are they necessarily being sent.  Registrar processes and obligations must be clarified and implemented.

	Clarification:  Concern that this is not happening – to add into advisory reminder that this is a registrar requirement. 

	27.  Access to Whois to confirm transfer requests and identity authorizations is hit and miss.  Registrar administrative requests are sometimes being blocked.  Privacy services exacerbate this problem.

	Clarification:  Reminder as part of advisory that Whois is required as part of RAA.  ICANN enforces when aware of problems.
Policy:  Any specific provisions relating to privacy services.

	28.  Lock is now widespread.  Need more data to quantify its effectiveness as a security tool.

	Request for information, see also #5 and #11.

	29.  Growth in private registration services will likely impact policy.  Need to better understand trends regarding this impact, ie how easy it is to transfer out of privacy enabled providers.  This should be quantified through survey.


	Request for information, see also #27.

	30.  Inter-registrar communications channels and processes must be established and streamlined to ensure a minimal capability to fix high-impact problems in a meaningful period of time.

	Clarification:  Advisory may refer to SSAC’s recommendations to registrars in hijacking report.  This is not part of the policy.  
Policy Issue:  Development of process for urgent return as discussed within SSAC framework.


	31.  Policy does not currently deal with change of registrant.  Should it?  COR often figures heavily in hijacking cases.

	Policy:  Requirements for change of registrant.

	32.  There are problems cleanly resolving disputes in instances where multiple transfers have occurred.  Dispute providers require further guidance and clarification on this issue.  New provisions may be needed to deal with implications.

	Policy:  Additional provisions in TDRP on handling multiple-transfer cases.

	33.  There is no change tracking of the Whois/ownership data.  These would be very useful in resolving disputes.

	Policy:  Requirements for Whois history.

	34.  Dispute providers should be filing standardized reports with ICANN to better help the community understand trend level data regarding resolutions.

	Policy:  Requirements to TDRP providers, or providers may choose to make data on outcomes available.

	35.  There is a lack of citations and precedent information for dispute providers.  It would be useful if the filing party included this information as a standard part of their submission.

	Policy:  See also #34.
 

	36.  There is no clear definition of initial registration period.  This should be clarified.

	Clarification:  Definition to be determined.

	37.  Best practices regarding registrar lock need to be drawn out from current practices.  Standards may need to be set regarding when use of lock is appropriate and not appropriate.

	Policy:  See also #5, 11, 28.

	38.  Standards for testing the reasonableness of unlock procedures need to be established.  As part of this, make clear whether registrars may charge fees for unlock.  

	Policy:  Development of standard, such as the language used in the policy for the authInfo code.
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