ISPCP Comment on the Report for the Study of Accuracy of WHOIS Registrant Contact Information
The ISPCP appreciates this opportunity to comment on the ICANN Draft Report for the Study of the Accuracy of WHOIS Contact Information (Report).  We believe a study of fact based WHOIS data is long overdue and we are grateful to ICANN for the resources committed to this initiative.  

WHOIS accuracy is a critical factor in maintaining a global network.  The resources providers place in tracking unwanted or fraudulent email and data transmissions are greatly thwarted by some registrants’ desire to provide blatantly inaccurate data.  Given that much of the Web content that is fraudulent, criminal and harmful to users is registered with false data, a tremendous amount of security resources are expended in attempting to prevent such content from reaching the end users within the ICANN community.   Moreover, when providers partner with law enforcement in various regions around the globe, we encounter a substantial obstacle in the amount of time spent tracking down the correct WHOIS information.  This in turn, allows bad actors to simply trade one nefarious website or business model for another, and continue their wrongful or criminal behavior at the expense of unwitting users.  
The Report bares out a number of concerns that providers have voiced in relation to inaccurate data.  Such concerns include:

· The lack of meaningful verifications on registrants’ submitted WHOIS data.

· The avoidance of such verifications due to cost involved, and to the diverse registration input procedures of different registrars.

· That contrary to consistent outcries from certain parties to the historical WHOIS debate, which objected to any accuracy mechanisms that might result in additional charges to registrants, claiming these to be confiscatory, this study concludes from interviews with a sampling of registrants, that: “The sense was that domain names are so cheap and easily acquired, there is little value in them except where the name itself carries commercial value”.

· The only registrant data that has accurate information related to the registrant, is the credit card used for the transaction (excepting instances of stolen cards).  Thus additional measures would be prudent related to the use of email address and/or phone number of the registrant.  
A number of the points in the report are worthy of further exploration. 

At this point in time, when we may be close to experiencing a sharp increase in the number of gTLDs that will be registered by registrants and traverse provider networks, it is imperative that steps be implemented now in order to improve accuracy and reliability of WHOIS data.  

The Report’s finding that there are no real barriers to registering a TLD with inaccurate information is known by the majority of the ICANN community, no matter their role in the process.  Requiring that the registrant name and address at least match that of the billing address for the credit card used to pay for the domain registration would go a long way towards addressing this issue.   We realize, however, that it would still not be a complete removal of the barrier.  Like other findings in the report, a change in the current process may affect a change in motivations and behavior of the registrants.  However, an improved set of requirements and best practices in the registration process would have a very high probability of improved results and more accurate data.  

Another major factor brought to bear in the report is that registrants are not submitting false data because they fear physical harm.  This issue has been raised a number of times, while providers who are out front in the battle against Internet abuse see overwhelming measures of false data completely unrelated to any fear of retribution.  The Report brings some factual clarity to the longstanding anecdotes that registrants submit false information mainly out of fear of harassment or physical harm.  The registrants are submitting false data in large part because it is easy to do so, there is no barrier against it and the value of a domain is relatively small when there is no commercial model behind it.   

The study confirms what ISPCP members have understood for many years, which is that inaccurate WHOIS data is harmful to users and providers alike, and to make substantial improvements in the level of accuracy of registrant data need not be expensive to be effective.  We urge ICANN to implement a plan to improve accuracy and enforce the underlying contract requirements that WHOIS data be accurate and reliable.  
Finally, we’d like to express our support for the results of the survey and urge ICANN to move forward with its continued focus on ways to improve accuracy of WHOIS data and further study the overall maintenance and use of registrant information.  
