
ICANN Submission in relation to Whois services

Dear Sirs,

This submission is made in response to the ICANN request for public comment made in respect of the proposed changes to the Whois services set out in the following documents:

· Whois Task Force Report dated 12 March 2007;

· Working Group Report dated 20 August 2007;

· Final Staff overview of Recent GNSO Whois Activities dated 11 October 2007; and

· Staff Implementation Notes on the Whois Working Group Report dated 11 October 2007. 

Use of Whois Services

Clifford Chance LLP represents a number of major brand owners and intellectual property rights holders.  On behalf of these clients Clifford Chance makes extensive use of the existing Whois database in three main ways. 

1. First, to identify cybersquatters who are infringing our clients' trade mark rights. It is possible for individuals to register domain names without any vetting or examination as to whether they infringe existing rights (in contrast to the common position with trade marks). This "first-come-first-served" principle is a central pillar of domain name allocation (with the exception of sunrise periods for new domain names). However, this makes it possible for individuals and companies to register domain names that infringe intellectual property rights.  Without full information about the identity of the cybersquatter, it is extremely difficult if not impossible to enforce these rights.  

2. Second, to identify individuals responsible for websites whose content infringes our clients' intellectual property rights.  Again, full registrant details are required in order to take appropriate action.

3. Third, to contact legitimate registrants where our clients' wishes to make an offer for the domain name. The provision of information on the Whois database makes it possible to identify the owners of these domain names so that an approach can be made. The Whois database therefore enables and facilitates legitimate trade in domain names. 

Operational Point of Contact ("OPOC") proposal

Clifford Chance wishes to make the following submissions with regard to the OPOC proposal:

4. It is important that the current registrant is contactable directly without having to go through an OPOC. The proposal could, as currently outlined, make it much more time consuming for IP rights holders to contact registrants. In this regard, we note that it is often necessary to take quick action in relation to misuse of our clients' trade marks - for example, when they are used in the context of, or to link to, pornographic material.

5. The OPOC system might be acceptable if it was clear that the OPOCs were independent from the interests of registrants.  However, the Working Group Report (page 13) states that the OPOC could be "either the Registrant, the Registrar or a third party appointed by the Registrant".  In addition, the Working Group Report (page 14) proposes that "the OPOC should have a consensual relationship with to the Registrant with defined responsibilities".  It seems that the OPOC is essentially a representative of registrants' interests and accordingly there must be doubt as to whether they could perform their proposed duties fairly and independently.  

6. The Working Group Report proposes that the OPOC should only reveal unpublished contact information when there is "reasonable evidence of actionable harm".  Given that the OPOC is essentially a representative of the registrant (see submission 2 above), this gives the OPOC a significant amount of leeway as to whether it publishes registrant contact information.

7. The remedy proposed in the Working Group Report in the event of a failure to act by the OPOC is that the Requestor needs to contact the Registrar.  This will cause further delay for the Requestor.  Our experience of dealing with registrars is that at best they can often be slow in responding to queries and at worst they themselves are the instigators of illicit internet activities, such as cybersquatting.

Conclusion

In conclusion, we would urge ICANN to reject the OPOC proposal set out in Motion 1.  For similar reasons, Motion 3 should be rejected.  Motion 3 will inevitably lead to the complete demise of the Whois system.  For the reasons stated above it is essential that intellectual property owners maintain access to Whois information.

Accordingly, we support Motion 2.  Clifford Chance notes that Whois information is currently in need of reform. Information provided by registrants is frequently inaccurate. In addition, many registrants use their registry to shield their contact details by having proxy registrations.  It may well be that a variant of the current OPOC proposal is eventually selected as the best way of balancing individuals' privacy concerns with the rights of intellectual property right owners. However, the current OPOC proposal does not meet this requirement.  Given the importance of Whois data to our clients, we believe that an additional study on the uses and abuses of the Whois system should be undertaken before making changes to the status quo.

We appreciate the opportunity to comment on these motions, and thank you in advance for taking these into account in your deliberations.

Yours faithfully

Clifford Chance LLP

October 2007
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