October 15, 2007

To:
Internet Corporation for Assigned Names and Numbers and GNSO Council

(email: whois-comments-2007@icann.org)

Re:
Comment on GNSO Council Motions, WHOIS Task Force Report, WHOIS Outcomes Working Group Report, and ICANN Staff Overview of Recent GNSO Activity Concerning WHOIS

On behalf of the Banks In ICANN Consortium, I am submitting this comment on current discussion of implementation of changes in access to WHOIS data.  

It is clear that discussions relating to changes in access to WHOIS data have failed to result in anything close to a consensus.  The GNSO Council created the WHOIS Working Group in hopes of resolving the major outstanding differences that had precluded the desired consensus.  Unfortunately, the Working Group’s final report reflects that the various constituencies remain far apart in terms of a workable OPoC that would enjoy widespread approval.  


In the event that the GNSO Council chooses to ignore this lack of consensus and directs the ICANN staff to proceed with implementation of the OPoC proposal, we would respectfully urge that the staff take into account Section 6.6 of the Working Group’s Final Report that lists among “Implementation options” a “specific means of Access for the banking sector.”


In this regard, we would ask that the ICANN staff consider the proposal submitted to the Working Group in this regard.  There are significant policy arguments as to why banks need access to WHOIS data in order to deter identity theft and other forms of fraud on the consumer.  Banks are in a unique position in this regard, and they provide a line of defense that would be weakened considerably without their having a means to access the WHOIS information presently available to them.

Within an OPoC structure, it is possible and desirable that continued access be available to banks.  This can be done while preserving the privacy protections envisioned by the OPoC proposal.  It is quite analogous to the position that law enforcement needs and should have continued access to WHOIS data.  In fact, as discussed below, the banking proposal in actually access though an LEA in the form of a bank regulator.

Specifically, governmental bank regulators would have access to all WHOIS data, just like other governmental LEAs.  Those governmental bank regulators could then establish a procedure in which governmentally-chartered banks and their affiliates could participate to deter identity theft and other fraud on consumers.  This process would entail the bank regulators having access to the WHOIS data and sharing that information, as needed, with governmentally-chartered banks and their affiliates.

In other words, banks would not have direct access to the WHOIS data.  Further, the bank regulator would have to obtain case-specific information from the bank or its affiliate before providing WHOIS data to the bank or affiliate.  This case-specific information would provide a means for an audit trail to confirm proper usage of the information that might be obtained.  Also, the information would be obtained only via specific queries.  There would be no bulk queries.

The query-screening process would contain well-defined requirements in which the bank or its affiliate would be required to submit the evidence of wrongdoing, state the purpose to be confined to addressing that specific wrongdoing, identify an individual (a natural person) at the bank who is responsible for use of the data.  If the required information is submitted, then access would be algorithmetically programmable in a SW application without explicit human intervention.  These applications would be maintained for use in any audit process.

In terms of on-going costs, this proposal should not have an impact on any entity except on a voluntary basis.  The bank regulators would have to agree to participate, as would the banks and their affiliates.  

Whether bank regulators currently have the authority to participate in such a program will vary according to jurisdiction.  For a bank regulator in a jurisdiction that may not permit it to participate, such authority could be sought within that jurisdiction for a change in the law.  Having this option available to bank regulators and banks working with them as a tool to protect consumers is essential.


Thus, in the event that the GNSO Counsel proceeds with the OPoC proposal in terms of directing staff to develop implementation plans, we urge that the staff include a mechanism for banks to have continued access to WHOIS data along the lines set forth above.

