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1 Background
Gilbert + Tobin is an Australian law firm which has handled numerous domain name matters in the .au domain for Australian and international clients. Dr Kate Harrison has served on the WHOIS subcommittee of the INTA Internet Committee, and Lisa Lennon currently serves on the INTA Internet Committee.

Gilbert + Tobin’s domain name-related matters have included domain name disputes, asset acquisitions incorporating domain names, and due diligence enquiries generally. The submissions below are based on Gilbert + Tobin’s use of WHOIS data in such matters.

2 Use of WHOIS data
We are pleased to comment on the specific review of the manner in which WHOIS data is actually used. Gilbert + Tobin uses WHOIS data chiefly in the contexts of disputes and acquisitions.
2.1 Disputes

In the context of disputes, typically involving malicious or opportunistic registration of domain names corresponding to trade marks of our clients, Gilbert + Tobin uses WHOIS data for the following purposes:

(a) registrant name data is used to identify the party responsible for the name registration;

(b) registrant address and email data is used to contact that party, usually by email and post simultaneously in order to increase the likelihood of a contact and response. In the event of obviously false WHOIS data (for example, “Fred Flinstone”), this data may be the only means of properly identifying the party responsible. While data such as billing and technical addresses might be considered irrelevant for these purposes, in our experience such addresses are less often falsified than general contact email addresses, precisely because they are used by registrars to contact registrants;

(c) registrant address data is also used to assess the appropriate forum for legal action, if required, whether in addition to or in place of a UDRP proceeding. Under ordinary jurisdictional principles, the residence of the holder of a domain name (particularly a domain name not in use) will define the legal actions and remedies available;

(d) name status data (lock/hold/expired) is used to assess the strategy for dealing with the registration, including whether concerned parties should simply wait to see if the name is deregistered, and whether additional requirements will need to be met to transfer the management of the name subsequent to any settlement of a dispute; 

(e) domain name creation date data is used to assess the strength of the concerned party’s claim, and in particular whether the registrant of the name may have prior rights in the name; and
(f) domain name expiry date data is used to assess the strategy for dealing with the registration, including whether concerned parties should simply wait to see if the name expires in due course, which may be a significantly cheaper means of dealing with a potential dispute than legal action. 
2.2 Acquisitions

In the context of acquisitions, Gilbert + Tobin uses WHOIS data for the following purposes:

(a) registrant name data is used to identify the party who registered the name, to ensure that the party or its assets are an acquisition target, and to ensure that title is in order. In the case that the name is owned by an incorrect party, this information is used to request a correction pre-acquisition;

(b) registrant address and email data is used to assess whether post-acquisition corrections are required; 

(c) name status data (lock/hold/expired) is used to check that title is in order and to determine whether additional requirements will need to be met to transfer the management of the name post-acquisition; 

(d) domain name expiry date data is used to assess whether renewal will be required in the immediate post-acquisition period or just prior to completion.
In the case of both disputes and acquisitions, it is critical that the full range of the data above be available for immediate access. Even a 24 hour lag could produce significant complications in the case of an urgent dispute or acquisition. 
Gilbert + Tobin is therefore not satisfied with the current permission for the use of privacy screening companies to disguise individual registrant details, nor the OPOC proposal, as discussed below.

3 Claims of WHOIS data abuse

Gilbert + Tobin is sceptical of the claims often made that WHOIS data is abused. It is true that WHOIS data involves personal information, and that details of renewal deadlines have been used in the past as the basis of renewal scams. It has also been asserted that email addresses from WHOIS listings are being used as targets for spam emails.

However, virtually identical information has long been available for other public registers such as Trade Mark Registers and Company Registers (under Australian law, the latter even requires home addresses and birthdates of directors to be supplied). Expiry dates in Trade Mark Registers are frequently used as the basis for renewal scams, as indeed are acceptance details for advertisement scams. Limiting or abolishing WHOIS data therefore cannot go all the way towards addressing any privacy or abuse concerns that exist. It is in any case hard to see any justification for treating domain name owners differently to any other registrant of a property with a public presence and record, particularly given that domain names are used in the context of the Internet, where WHOIS data may well be the only way of locating the physical party responsible for a name. 
Even if ICANN wishes to take a sympathetic approach to the demands for protection of personal information, Gilbert + Tobin notes that analogous personal information in telephone directories and electoral rolls is typically made public unless an individual has a genuine reason for concealing their identity, at least to the level of the Special Circumstances Proposal. Gilbert + Tobin submits that it would be a mistake to conceal the personal information of all individuals on the basis of the genuine concerns of a few. In addition, as privacy concerns provide no justification whatsoever for the concealing of registrant information relating to legal entities such as companies, Gilbert + Tobin submits that any restriction of WHOIS along the lines of the Special Circumstances Proposal should not under any circumstances apply to legal entities.
Finally, it is a concern to Gilbert + Tobin that claims of abuse and privacy violation are levelled most frequently and loudly by those actually responsible for what appears to be a far more widespread abuse of the domain name system: domain name squatting. Over recent years, Gilbert + Tobin has observed an increasing incidence of the use of privacy screening companies or obviously false WHOIS data by those whose only obvious justification for concealing their personal information is to evade legal claims by brand owners. Privacy laws are not in the general law permitted to override other legal breaches, and should not be allowed to do so in the domain name context.

Furthermore, there are important legal and public policy reasons why information regarding the operators of websites should be freely accessible in order to identify the parties responsible for content on such websites, including under consumer protection, general administration of justice, and defamation laws. Again, these details are readily accessible in the case of operators of physical premises, including on company and business names registers, and there appears to persuasive reason that website operators should be treated differently.

Gilbert + Tobin submits that such abuse of WHOIS data as is occurring (which by no means appears severe, as individuals continue to register domain names despite the necessity of disclosure of personal information) is a necessary cost of the domain name registration system, and is certainly no more serious than that attaching to other public registers.
4 Operational Point of Contact (OPOC) Proposal
We refer to the OPOC proposal to substitute certain nominated contact data for actual registrant contact data, so that only the domain name registrant's name, state/province, and country will be publicly accessible in WHOIS. The registrant’s postal address and the administrative and technical contacts will be eliminated. Gilbert + Tobin objects to this proposal for the following reasons:
(a) where a registrant has used a false name, as noted above, the registrant’s physical address and in particular email contact details may be the only means of verifying the actual party responsible for the registration, and contacting them;

(b) the OPOC Proposal does not set forth clear response times for passing on contact data when requested. as noted above, any delay may have serious legal consequences;

(c) the OPOC Proposal would result in the onus being placed on applicants for access to information to establish a just cause for access to the information, rather than on registrants as having a legitimate reason to conceal their contact information. This is all the more objectionable as in Gilbert + Tobin’s experience, as outlined above, it is typically domain name squatters who seek to conceal their personal information, and as equivalent public registers such as telephone directories, electoral rolls, and Company Registers do not take this approach;

(d) as noted above, privacy concerns should in any case not apply to legal entities registering domain names, and there can at least be no justification for omitting data relating to such entities; 
(e) privacy concerns cannot apply to information such as registration and expiry dates, and as noted above the abuse of such information in relation to renewal scams and similar schemes is not unique to domain names, but also applies to other public registers such as Trade Mark Registers; and
(f) Gilbert + Tobin does not believe that the current system is leading to unacceptable levels of abuse, but is concerned that brand owners in particular will be significantly disadvantaged if the OPEC Proposal is adopted. Gilbert + Tobin notes that numerous submissions from brand owners to this effect have already been published by ICANN.
5 Sunset Proposal

We refer to the Sunset proposal to abandon WHOIS altogether. For the reasons set out above, Gilbert + Tobin is absolutely opposed to this proposal. Gilbert + Tobin is unsatisfied that any application procedure to obtain registrant information could adequately address the serious detriment to brand owners that would result from abandoning WHOIS. Gilbert + Tobin is also concerned that such a policy might lead to a further increase in domain name piracy, as Gilbert + Tobin has noted this trend among “closed” country-code registries where WHOIS data is similarly restricted.
Please address any queries in relation to the above to Kate Harrison on +61 2 9263 4015, Lisa Lennon on +61 2 9263 4190 or Lauren Eade on +61 2 9263 4369.
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