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Via electronic mail

Mexico City, February 8th, 2005.

Comments for the Whois Subcommittee of the Mexican Association for the Protection of Intellectual Property Rights, on the preliminary Task Force Report to the purpose of the Whois and Whois Contact.

1. Introduction.

This committee is especially concerned in the limitations given in the use of the Whois information system, limiting it to the access of information related to the contact, administrative contact, billing contact and domain holder information, seen as in the page published by ICANN in the page http://gnso.icann.org/issues/whois-privacy/prelim-tf-rpt-18jan06.htm. 

2. Summary.

The Whois information system is one of the main tools in the context of cyberspace, which provides with all the information related to the domain holders, facilitating in great measure the battle against acts of cyber-criminals. 

At an international level, organizations recurrently and habitually use the Whois information system, just as the Internet Crime Complaint Center (IC3) and National White Collar Crime Center (NW3C), with which, they are able to locate all kinds of criminal acts in the cyberspace. In Mexico, the Policía Federal Preventiva (PFP) of the Attorney General's office is one of the organizations that more frequently uses the Whois information system, in criminal investigations such as electronic fraud, which is estimated to be more than 50 million dollars annually.

The above-mentioned reasons are those that sustain the defense to the Whois information system in the world, as criminal acts in cyberspace are not only limited to the economic assets, but they rather go beyond in the social and cultural aspects of humanity, since other criminal actions exist as child pornography, child trafficking, illegal gambling, consumer frauds, phishing attacks, identity theft, and all other sorts of violations to intellectual property rights and unfair competition.

3. AMPPI´s position.

We support the Formulation #2, also supported by the Intellectual Property Constituency: "The purpose of the gTLD Whois service is to provide information sufficient to contact a responsible party or parties for a particular gTLD domain name who can resolve, or reliably pass on data to a party who can resolve, technical, legal or other issues related to the registration or use of a domain name."
This Formulation is consistent with ICANN’s Mission and Core Values and with the history of WHOIS. 

RATIONALE: AMPPI members and Mexican Government rely on accurate WHOIS data to engage in a number of important actions, including:

A. Surveillance of Intellectual Property Rights.-
· Trademark & Domain Name Searches; it is a common practice of foreign clients to require Mexican attorneys to perform searches of trademarks, trade names and domain names, before they apply for a trademark register, in order to avoid the infringement of others IP’ rights or even to make an offer to purchase a trademark or a domain name. For obvious reasons, they always require knowing the contact data of the owners or holders of such IP rights.
· Trademark & Domain Name Auditing; many businesses and companies assign the development and administration of web sites (including domain name registration and hosting services) to third parties. Even when company’s own employees register domain names, it is useful to be able to check who’s the legitimate owner or holder of a domain name. In a Merger or Acquisition process, it is paramount to have clearly identified the domain name “ownership”.
· Trademark & Domain Name Portfolio Management; several multinational companies have complex trademarks and domain name management systems, where even multiple subsidiaries are involved. Every company must have the right to access to WHOIS records to properly manage its IP rights.

B. Enforcement of Intellectual Property Rights (Fighting CyberSquatting).-
· When a third party registers a domain name identical or confusingly similar to a trademark, the trademark owner must have the right to access the WHOIS database in order to obtain the domain name holder contact data.
· This information becomes extremely important to send “Cease & Desist Letters”, notify the start of a domain name dispute resolution process before WIPO or even before local authorities. 

C. Protecting Consumers and Internet Users (Fighting CyberCrime).-
· The cybercrime methods evolve every day. Today, we can find on the Internet, web sites promoting terrorism, drugs, armed movements, xenophobic acts, massive hacking attacks, virus creation, child pornography, identity theft, etc. These actions are against the laws of several countries. Today, the most common way to perform phishing and pharming attacks is through the creation of fake websites that always require a domain name registry. Probably the first tool for a CyberCop will be the “WHOIS”, in order to verify the record (contact data) of the suspicious domain name.
· At the moment, the Whois information system constitutes the most important tool to search cyber-criminals that carry out acts related to infants, such as in the case of child pornography which has increased along with the easiness in which people can access to these contents prohibited in the net. As these types of pages exist, followers of these activities make payments to the authors of these pages, instigating vile criminal performances such as degradation of minors, physical and psychological abuse, as well as death of the main protagonists.  The PFP has been one of the most efficient authorities in this field, creating criminal acts detection programs in the net. This authority has made great work in regard to child pornography cases in our country.

· Similarly, it is the traffic of minors which is directly contributed in cyberspace, since this type of criminal bills with highly effective communication tools with which, payments are made without ever leading to the number or information of consumers.

· The patrimonial criminal acts such as illegal gambling has proliferated in extraordinary measure, overcoming national legislations that expressly prohibit these kinds of activities in their territory.

· Identity theft has transformed into one in the main ways of defrauding the users of financial services in the net, severely affecting the patrimony of many people. 

· Consumer fraud is one of the most serious problems in cyberspace in Mexico. The authority in charge of carrying out law enforcement in regards to consumer protection is the Federal Attorney's office of Consumer Protection (PROFECO), which carries out daily sweep periodically, which consists on carrying out searches and determine fraudulent acts in the net.

· Although it is certain that the Whois information system has been used unduly to create SPAM, it is also one of the tools that most effectively batters crimes in cyberspace, for what we should consider that the offenses are much worse than the benefits that could bring limits to this service. 

4. Purpose of the Registered Name Holder, in the context of the purpose of Whois.

This information is important to maintain communications among the Internet community, and to give security to the system, by allowing parties to know the minimal brick and mortar contact information of a digital personae. WHOIS is a legacy tool that has helped build trust in the system, by allowing actors to know who they are dealing with, conducting business with, or visiting.

The purpose for which the data was collected was linking a certain domain name to its holder. This has resulted in aggregated security and certainty to the network. It allows cybernauts to contact the physical contacts of a given domain name, thus enhancing the transparency of and in the network. 

The stability and security of the Internet are also of the essence. WHOIS makes the system accountable and safe. Domain name holders have been able to be contacted in the event of an inquiry, emergency, policy matter or technical issue. It ensures that the persons responsible for a domain name are reachable on a reasonable basis.

Conclusion.

The Whois information system is one of the main tools used to combat crimes. It is hence that we consider that limiting its use with any type of rules would affect the investigation of authorities and, on the contrary, will be a form to hide and cover cyber-criminals. 

The basis for quick pursuit of law-enforcement constitutes the Whois information system which should continue being an open system of information. 

If there are any queries concerning this document, please contact me at jmolet@soni.com.mx.

Jorge Molet

CHAIR, WHOIS SUBCOMISSION, 

INFORMATION AND COMMUNICATION 

TECHNOLOGIES COMMISSION. 

AMPPI.
� Diario Millenio Newspaper.  Tuesday, September 27th, 2005.
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