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Dear Mr. Buchanan,

The GNSO’s ‘Preliminary task force report on Whois services’ (hereinafter: the report) has been received by the commission of the Independent Post and Telecommunication Authority (hereinafter: OPTA) of the Netherlands in good order. OPTA has studied the report. In the following we submit our views to you, which are much in line with the presentation OPTA has made at the ICANN meeting in Marakesh in June 2006 and reaches out to the Whois taskforce for help in this delicate matter. OPTA again stresses that we value the discussion on privacy issues relating to Whois data, but that in this reaction OPTA only looks at this issue from an enforcers perspective.

OPTA is the telecommunication and post regulator of the Netherlands. One of our tasks, given to us in the Telecommunication act of 2004, is spam and malware enforcement. As we have shown, OPTA is quite successful at enforcing the anti-spam law. For further details I refer to OPTA’s aforementioned presentation, which for your convenience is included as an annex. Whois data access lies at the very core of OPTA’s enforcement work. It is the starting point of every investigation into spam in all it’s guises.

For clarity’s sake OPTA would like to state that we only start an investigation after:

· receiving multiple complaints from end users;

· a case has been referred to us from a fellow enforcer;

· tactical leads were found by pro-active researching into intercepted spam messages.

As we all know the amount of spam has increased rapidly over the past few months. More computers are infected by viruses every day and this accumulated power is being directed at private persons, institutions, ISPs, companies and the internet itself. E.g., consumers of two major Dutch ISP’s could not send nor receive e-mails for three days just before Christmas after unusual amounts of spam messages were directed at them. Phishing attacks are becoming more sophisticated and harmful. Malware hijacks computers in search for privacy sensitive information.

As a result of all these spam activities consumers’ trust in e-commerce and the use of the internet in general is declining. Privacy rules are broken by spammers as a rule. The global economy suffers from the decline in trust.

One of the ways to try and stop these developments is to enforce the law. Unfortunately this is not yet the standard in most parts of the world. OPTA enforces spam since 2004. Through international cooperation, e.g. by referring and receiving spam cases, giving international presentations and courses on spam enforcement to other enforcers or information to Ministries developing an anti-spam law, we try to raise awareness among other countries on the problems at hand.

Spam in it’s many guises is enforced by a plethora of institutions. Spam and spyware by consumer, telecommunication or data protection agencies; identity theft by DPA’s; botnet herders and phishing by police forces; certs protect government agencies from computer threats; unfair trading or misleading advertising by trade or consumer protection agencies. But they all have one, very essential, thing in common: an investigation starts with a look in a Whois database. 

The Whois database provides part of the information OPTA needs to start an investigation. Easy to use, without hindrance and without necessary aid of other enforcers or institutions. Of course, this data is only the start of an investigation, but in the more easy cases this is enough. Contact can be made with the perpetrator and after a good conversation by telephone followed by an official warning a case is permanently closed in 95% of all these cases. So in the “easy” cases at present there is no need for “type 2” requests and, perhaps more importantly, no need for any activity from the registrar.

It is in the harder cases that access to Whois data is needed even more. OPTA has explained this in it’s presentation also. In short we point out the following:

· registrations by spammers are as a rule false;

· spammers register domain names anywhere in the world;

· spammers register domain names by the dozens and more in different jurisdictions;

· patterns can be established from these registrations;

· mistakes are made by spammers;

· information can lead to historical, and accurate, Whois data.

Page 25 of the preliminary report states: “Law enforcement requests coming from other countries may be requested to coordinate with local law enforcement officials before a request is considered”. OPTA stresses that formal information requests of the magnitude suggested above will become unmanageable for registrar and (local) enforcer alike. Let alone if subpoena’s and such should be gotten in a local jurisdiction by a foreign enforcer. Enforcers and registrars will be seriously hampered by the sheer number of requests. The loss of time and efficiency, which is often crucial during an investigation, and the rise of administrative costs will be enormous.
The above mentioned problems arise even if the registrar and/or local enforcer is willing to cooperate with a foreign entity. What if the answers are not forthcoming or an answer is not given priority by them? Here we touch upon a fundamental problem: the most basic of spam enforcement information falls outside of the jurisdiction of an enforcer if a spammer is registered abroad. The legal system in other countries may make it nigh on impossible to lay hands on this information at all. OPTA does not have any jurisdiction to put pressure on a foreign registrar and unfortunately not every colleague enforcer has the powers that OPTA can wield in the Netherlands or worse there may not be legislation nor enforcer at all.

The conclusion can only be that if the access to present Whois data is limited for enforcers, it will be the spammers who’ll profit. Experience shows that coordination through formal channels as suggested in the preliminary report can take up to six months to become successful but most of the time never occur. All this time the spammer can do his work unhindered. And they are the ones that threaten end users privacy the most. 

As you know spammers are not hindered by borders. The internet is literally a world wide web with no boundaries. Spammers can register a company and a domain name anywhere in the world, using any disguise, sell products from any country and send the proceeds through any number of banks in as many jurisdictions. OPTA, as an enforcer, is limited by the borders of the Dutch state. We can only oblige people or institutions to answer a query if they are stationed in the Netherlands or are otherwise bound to the Dutch Telecommunication act. It literally stops there.

In order to have a chance at success, what an enforcer like OPTA needs from Whois data is:

· who has registered a domain name (name, address, phone number, etc.);

· hosting company of the website involved (name address, phone number, etc.)

· IP addresses;

· registrar information;

· accurate information.

The name of a contact person is not necessary. Though this information should be safeguarded against abuse with strict and enforceable rules, it has to be made available through a “type 2” request if necessary.

On the basis of the information mentioned above it is possible to start an investigation. Only if necessary OPTA will contact a registrar and/or hosting company with a more targeted question for a so called “type 2 request” on a person or company. This way it is more efficient and less time consuming for all involved. The costs and burden are kept low for registrars.

If and only if it becomes a rule that Whois data is to be limited to the mere information as suggested, alternatives should be looked at. In any case we urge you not to execute changes in the Whois data before a workable substitution for enforcers is in place. This could be along the following lines. Enforcement agencies should be able to accredit themselves at a central spot, e.g. with ICANN, maybe through a trusted third party. This accreditation makes sure that an agency can file information requests anywhere in the world with priority. On the other hand there should be rules set in place on the tempo in which information is supplied by registrars and registrees, as well as sanctions against those who do not supply information to law enforcement agencies.

The accuracy of Whois data information is another very important subject. OPTA would applaud any change for the better. But, OPTA deems this in the present context to be a different discussion, so does not enter it here. It is possible though that if the data were accurate and answers to information requests were guaranteed, OPTA could revise most arguments in this letter.

OPTA asks the Whois taskforce to take enforcement tasks into consideration when setting boundaries to the access to Whois databases. The information presently available makes it possible for OPTA to act against perpetrators of the Dutch Telecommunication act and assist foreign enforcers in their tasks in spam enforcement against Dutch perpetrators in the Netherlands. Whether direct access to Whois data is granted to enforcers through some way of tiered or encoded access or in any other way, it is crucial to help make the internet a safer place for consumers, institutions, governments and companies alike.

In order to have success we need a lot of help and it is for help that we turn to the Whois taskforce with the request to find a way to keep direct access possible for enforcement agencies. If you have any questions on this subject for OPTA, please feel free to contact our employee mentioned in the letterhead.

Yours sincerely, 

The commission of the Netherlands Independent Post and Telecommunications Authority (OPTA)

On behalf of the commission,

Mr. C.A.  Fonteijn

Chairman of the commission of OPTA 

