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eBay is pleased to submit these comments on the GNSO Whois Task Force Preliminary Task Force Report on Whois Services.  

eBay is the world’s largest online trading community and has the world’s leading e-commerce brand.  We rely upon speedy, convenient access to the Whois database in the generic Top Level Domains, and refer to it frequently virtually every day.  We use Whois to support a variety of efforts, including:

·  defending the integrity of our online marketplace by protecting our more than 212 million registered users against fraud and misconduct;

·  preventing the consumer confusion that would result from erosion of our famous brands and marks; 

· managing our own large portfolio of domain names; 

· and combating the scourge of phishing attacks and similar online scams, of which eBay is one of the most prevalent targets.

The ability to quickly identify and contact domain name registrants is key to all these efforts. More details about our uses of Whois can be found in previous comments we have submitted to ICANN. See http://forum.icann.org/lists/whois-comments/msg00033.html; http://gnso.icann.org/mailing-lists/archives/whois-tf3-report-comments/msg00024.html.   

The preliminary task force report presents two alternative proposals that share a common characteristic: each would take some of the contact data regarding domain name registrants that currently is (and always has been) publicly accessible in Whois, and make it generally inaccessible.  The assumption seems to be that there is too much transparency in the Whois system as it has existed since the advent of the domain name system.  We believe this assumption should be questioned.  With the increasing  tempo, breadth and intensity of Internet-based activities worldwide, and especially with the continued growth of global electronic commerce, it is becoming increasingly important to promote transparency and accountability online. Publicly accessible Whois is one important tool for doing so.  

Privacy is one of the prime justifications given for changing long-standing Whois policy by restricting public access.  While other motivations may well be at work, privacy is an important issue that deserves serious consideration. Indeed, respecting the privacy of the tens of millions of individuals who make up our online community has long been a core value at eBay, and we are proud of our leading role in the development of online privacy policies.  However, we do not believe that the current system of public access to Whois data constitutes a significant threat to the privacy of our millions of eBay users worldwide, or of other Internet users generally.  To the contrary, we think the current system, as used responsibly by eBay and other e-commerce businesses, is a powerful tool in protecting the privacy of these millions of individuals, as well as their freedom from fraud, identity theft, and other harms, as they buy, sell, shop and browse online.  Of course the system can and must be improved, but we question whether removing significant amounts of data from public access is the right way to proceed.  

Turning to the two alternative models proposed, we have serious concerns about the operational point of contact  (OPOC) model set forth in Appendix A.  Under the OPOC model, the only information that would remain publicly available about the domain name registrant would be name and country.  All other contact information would be eliminated in favor of a single “operational point of contact.”  This party would stand between the registrant and any Whois data requester who wishes to contact the registrant to resolve a problem.  In our view, this could well be a step backward from the accountability and transparency that the Whois system should promote.  Our concerns can be summarized under three main points: 

(1)  The scope of the OPOC’s responsibility is not clearly defined.  He, she or it is supposed to be able to “resolve, or to reliably pass on data to resolve, operational issues relating to a domain name.”  But what is an “operational issue relating to a domain name”?  To give an example that eBay encounters on a daily basis, consider someone who registers a domain name that includes and is clearly intended to refer to eBay’s famous mark.  The registrant’s motivation and planned use may be completely innocent; or the registrant may be planning to employ the domain name to defraud eBay users in a phishing scheme; or the registrant’s motivation may be somewhere in between these extremes.  Whatever turns out to be the case, it is important for eBay, in protecting its mark and preventing confusion (or worse) among its users, to be able to contact the registrant promptly (and in some cases, as instantaneously as possible).  Which, if any, of these issues amount to an “operational issue relating to a domain name”? Since the only example given in Appendix A  is “Issues relating to the configuration of the records associated with the domain name within a DNS nameserver,” it is quite possible that none of these cases involves an “operational issue relating to a domain name,” and that, therefore, the OPOC would have no obligation to do anything with eBay’s query.  

(2)  There are no performance standards applicable to the OPOC.  Assuming that eBay’s concern does constitute an “operational issue relating to a domain name,” it is unclear from the proposal just what the OPOC is required to do with it, and in particular how quickly the OPOC must act.  Time is often of the essence in these matters.  Of course this is true whenever phishing is involved; the delay of even a few hours in shutting down a site may have catastrophic consequences for those users who have been duped into surrendering confidential information.  But speed can also be crucial in trademark portfolio management. Today, ready access to Whois information allows us to speedily contact those who have registered a confusingly similar domain name. Frequently those registrants are unaware that their activity is potentially infringing and are willing to transfer their registrations to eBay or cancel them.  Our ability to quickly contact these individuals (who are often eBay users themselves,) explain the situation, and promptly resolve the matter, helps these users by keeping them from incurring the time and expense of setting up a website using the infringing domain name which they will ultimately have to relinquish.  Of course, the more quickly and simply the matter can be resolved, the less expense and stress for all parties involved.  All these benefits would be jeopardized by interposing the OPOC between us and the registrant, with no clear performance standards agreed upon.  

Even if there were such standards, how would they be enforced?  What consequences would there be if the OPOC acted too slowly, or not at all, with resulting harm both to the registrant and to eBay, and perhaps to other parties?  Nothing in this proposal requires the OPOC to be accountable for performance of its obligations in that role (even if those obligations were clearly defined), and we are confident that any commercial entity acting as an OPOC would avoid taking on any such responsibility to the greatest extent possible.

(3) There is no fallback mechanism.  Although under the OPOC proposal registrars would continue to collect additional contact information on the registrant (as well as on technical and administrative contacts) that would not be made public, the OPOC proposal provides no mechanism through which someone with a legitimate need could obtain access to that hidden contact data.  Given the likelihood (for the reasons summarized above) that the OPOC system would fail to achieve timely contact with the registrant, eBay thinks it is essential to have in place a quick and reliable method for obtaining access to this data.  We understand that even the leading  proponents of the OPOC proposal have acknowledged that “the right access for the right people [to non-public data] is a very important question”  that must be “substantively answered” before OPOC could be supported.  See http://www.icann.org/meetings/saopaulo/captioning-gnsopublicforumpt1-04dec06.htm (statement of Ross Rader).  We agree.

In sum, while we can conceive of circumstances in which the OPOC proposal might represent an improvement over the status quo, it seems far more likely to be a step backwards.  Interposing an OPOC between the registrant and someone who makes a Whois query will make this valuable tool harder to use, slower to operate, and less reliable.  Furthermore, these impacts would be the same whether or not the registrant was an individual with a legitimate, demonstrated  need for extra privacy protection. Indeed, common sense tells us that an entity engaged in illegal activity using a domain name would be more likely to choose an OPOC who would be unresponsive to queries from third parties such as trademark owners, and would be more likely to ignore any queries that were forwarded, secure in the knowledge that it would be difficult or impossible for any useful registrant contact information to be obtained otherwise.  For all these reasons, eBay urges ICANN not to adopt the OPOC proposal.  

The second proposal (Appendix B) would also remove some Whois data from public access, and thus raises some concerns.  However, at least this proposal would limit the suppression of data to those individual registrants who can demonstrate some concrete need for it in order to assure their  personal security.  If applications for this “special circumstances” status were considered objectively,  based on clear and narrow criteria, eBay anticipates that relatively few applications would be granted, and thus that relatively little Whois data that is now public  would be suppressed.   In the vast majority of cases, Whois could continue to serve its current functions.  

We also believe it would be valuable, as the “special circumstances” proposal provides, to phase out the current proxy or private registration services.  These services are too often used today simply to make it more difficult to locate registrants engaged in misconduct.  A  more objective system targeted to real individual privacy needs would do more to protect privacy without shielding wrongdoing.  

We note, however, that this proposal also lacks a fallback mechanism for those parties with a legitimate need to obtain access to information that has been withheld from public availability based on “special circumstances.”  Thus, while eBay would prefer the “special circumstances” proposal to the OPOC proposal, we believe that even this better proposal requires further development.  

Finally, eBay wishes to note two issues that neither proposal addresses in a fully satisfactory manner.  While we support the basic framework of the current (and long-standing) gTLD Whois system, it has two major flaws that undermine its effectiveness.  First, too much of the contact data on registrants is unjustifiably hidden in proxy or private registration services.  Second, far too much of the contact data that is available  is inaccurate, too often intentionally so.  If ICANN is committed to accountability and transparency in the domain name system, it needs to do much more to address these two problems. 

 On the first issue, ICANN needs to enforce the provisions of the Registrar Accreditation Agreement that require registrars that act as proxies for registrants to collect the full contact data of the actual registrant and to disclose it when presented with reasonable evidence of actionable harm.  In our experience, this disclosure rarely occurs, even when the evidence is very strong that the registrant is using the domain name in illegal activities, including infringement.  We are pleased to see the suggestion in the report that best practices be developed for procedures for obtaining access to data that is not made publicly available.  These procedures must be predictable, reliable, efficient, and clear.  Such procedures are needed now, with respect to data held in proxy or private registration services, regardless of whether other changes are made to Whois policy.   

On the data accuracy issue, we support that part of the OPOC proposal that would clarify the duties of a registrar who is notified of false contact data in Whois.  However, much more should be done to ensure that the contact data collected by registrars is accurate and complete. Registrars should have a proactive responsibility in this regard.  Back in 2004, eBay supported a number of recommendations made by an ICANN task force regarding verification of registrant contact data.  These should be revisited.  It was disappointing that the terms of reference of the current task force did not even allow it to address these proactive efforts to improve the quality of data in Whois.   

eBay applauds the hard work of the Whois Task Force members.  We urge that these efforts be directed toward addressing the problems of proxy/private registration services, and of Whois data accuracy, as well as to refining the positive elements of the two proposals contained in the preliminary report.  
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