
Comments of

 Motion Picture Association of America 

Motion Picture Association of America, Inc. (MPAA) is a trade association representing six of the world's largest producers and distributors of motion pictures, television programs and other audio-video entertainment material.  MPAA members include Paramount Pictures Corporation, Sony Pictures Entertainment Inc., Twentieth Century Fox Film Corporation, Universal City Studios LLC, The Walt Disney Studios Motion Pictures, and Warner Bros. Entertainment Inc.

MPAA offers the following comments on the Discussion Paper issued by the Whois Policy Review Team.   See http://www.icann.org/en/public-comment/whoisrt-discussion-paper-09jun11-en.htm.  Our comments take the form of responses to some of the general questions posed by the Review Team in this paper.   Our comments are based on our long-standing and extensive experience in combating massive copyright infringements carried out through the use of registered domain names.  

1.  What measures should ICANN take to clarify its existing WHOIS policy?
10.  How can ICANN improve the accuracy of WHOIS data?
ICANN should establish metrics or criteria for both defining and verifying accuracy. A study covering the potential metrics was outlined in 2010 by NORC. 
Currently, there is no requirement for the use of a legally held name. There is also no requirement for due diligence checks or a standardized verification process that would verify the deliverability of a physical address or post box cited in a registration application. Furthermore, an established process to determine if the listed country and region code for the applicant’s telephone number corresponds with the listed address does not exist. These areas are commonly filled with fictitious data by abusive registrants and could be readily detected through an automated or physical verification process.
Recommendation:  Single, cross-referenced registry database and a registrant ID.

A central registry database for all gTLD and  available ccTLDs registrant data could be used in a due diligence process. This database could be used to automatically cross check contact information submitted by applicants against existing registrations. This cross check should be conducted prior to approving the registration. In this way, email addresses, physical address, or phone numbers used in previous registrations would be matched to existing registrations with the same information. If the cross check identifies inconsistencies within the application or among existing registrations sharing that information, the application and existing registrations could be placed on hold pending a higher level of contact verification. In the same manner, the cross check could identify the use of undeliverable address information, such as an unlisted telephone number or address information that does not correspond with a street, country code, city code, or postal code information provided in an application or existing registration. It is common for abusive registrants to use fictitious information in this manner.  The cross-reference could also help identify abusive operations or suspect profiles, such as SPAM and cybersquatting operations.

Online tools exist that could automate the cross checking process.  These cross checks could query online resources that include telephone directories, mapping programs, and even paid credit check services, of which the domain applicant could pay the fee as a part of initially establishing his or her identity. 
A final consideration is to establish a registrant identity program. In this program an individual or business could be issued a registrant identity number by a trusted entity after submitting to and paying for an identity verification. The verification methods could vary and could include the submission of a government issued ID card, a due diligence telephone call, or an online credit check.  Once completed, a registrant ID number with a PIN could be assigned to an applicant. This ID would be submitted when applying for new domains or during the renewal of an existing domain.
4.  How can ICANN balance the privacy concerns of some registrants with its commitment to having accurate and complete WHOIS data publicly accessible without restriction?
It is important to note that most countries require businesses and NGOs to provide accurate information when they apply for services such as a business license, tax exempt status, inclusion in a directory or trademark registrations.  In some cases, countries have established that their privacy laws apply to the display of country code WHOIS data.  

For country code TLDs (ccTLDs), one issue to address is which domestic laws apply when the company responsible for registration services on behalf of the ccTLD is based in another jurisdiction.  For example, the .TO is assigned to the Island of Tonga, yet the company handling the registration (including accepting registration fees) for these domains is located in California.  This registrar does not maintain a publicly available Whois database.  
5.  How should ICANN address concerns about the use of privacy/proxy services and their impact on the accuracy and availability of the WHOIS data?
A proxy registration privacy service supplies its contact information to a registrar in lieu of the registrant’s information. As such, as search of the Whois service results in the identification of a proxy service, as opposed to the registrant.

While suspects seek these services to conceal their identities from the public, many of these services also operate in a suspect manner. Some services are unreachable or do not respond to inquiries. To-date, only one proxy service has complied with MPAA requests to reveal contact information that would enable the service of a cease and desist notice to suspect operators.  Seven others have refused to do so or have simply not responded.  Even the one more compliant service has recently changed its policies so that it takes up to ten days or more (after notifying its customer) before it will disclose the information. This gives the suspect ample time to transfer the domain name to another suspect entity or take other steps to evade detection.   
Recommendation:  Register and accredit privacy/proxy companies and prohibit registrars from accepting registrations from unaccredited proxy services.  As part of the accreditation process, ICANN must also require proxy companies to run due diligence checks on the applicant’s contact information and provide a referral process to parties to disclose the WHOIS  information. Failure to disclose this information or perform due diligence would result in loss of accreditation and, thus, public disclosure of all Whois data collected by the registrar or registry.  
ICANN-mandated best practices should include a standard protocol for proxy services to use in responding to stakeholder’s requests for registrant information (such as in cases of copyright infringement), along with a requirement to provide an abuse point of contact, contact information and physical address of the proxy service. 

MPAA also commends to the Review Team’s attention the comments of the Coalition for Online Accountability, in which MPAA participates.  
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