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Comments of Intellectual Property Constituency 

Whois Policy Review Team Discussion Paper

http://www.icann.org/en/public-comment/whoisrt-discussion-paper-09jun11-en.htm

The Intellectual Property Constituency appreciates this opportunity to comment on the Discussion Paper issued by the Whois Policy Review Team.  Our comments are keyed to the questions posed in the Discussion Paper.   

1.  What measures should ICANN take to clarify its existing WHOIS policy?


Public access to complete, accurate and up-to-date WHOIS data has been a central responsibility of ICANN since its creation.  Not only was this responsibility outlined in the original Memorandum of Understanding, as amended, it has been restated in the Affirmation of Commitments (AOC).  The Intellectual Property Constituency (IPC) also considers a properly functioning and reliable WHOIS system a core part of ICANN’s responsibility.  Regrettably, ICANN has not fulfilled the promises it has made concerning WHOIS.  WHOIS is deeply flawed and fails to provide the degree of accountability promised ever since ICANN assumed stewardship of this vital Internet resource more than a decade ago.   ICANN must clarify and strengthen its WHOIS policy, and most important must implement it effectively, to work towards a situation where WHOIS accomplishes the purposes for which it was designed in a meaningful, efficient and transparent manner.


Among other things, ICANN can and should do more to educate the Internet community as a whole (specifically including domain name registrants) and not just the ICANN constituencies, about WHOIS, its purposes, and the consequences of failing to provide the complete, accurate and up-to-date data contemplated by the WHOIS system.  Ultimately, the provision of such data is the responsibility of domain name registrants and ICANN can do more to ensure that the Internet community better understands this obligation and the consequences of non-compliance.  At the same time, as discussed below, ICANN must also bring gTLD registries into the effort in a more meaningful way than it has done to date to improve WHOIS.  


Until now, ICANN has attempted to fulfill its commitments concerning WHOIS through the contract provisions contained in the Registrar Accreditation Agreement (RAA) and, specifically, those which impose obligations upon registrars to collect such data and to make that data accessible.  That ICANN’s attempts have been made solely within the context of its contractual relationships with registrars is unfortunate because ICANN has proved woefully deficient in its enforcement of the terms of those contracts.  This history demonstrates that ICANN must do far more than it has done to date should it intend to fulfill its promises concerning the WHOIS database.  These include a greater emphasis on contract compliance, including the allocation of greater budgetary resources to compliance; the publication of policies that demonstrate a clearer intention to fulfill ICANN’s WHOIS obligations than has historically been the case; and reforms as discussed below with respect to the role of registries and with regard to proxy registration services.   All these changes should be published beyond the ICANN community so that registrants who abuse the WHOIS system will be given adequate notice that their domain name registrations are placed in jeopardy by failure to abide by requirements to provide complete, accurate and up-to-date WHOIS data.

In addition, a clearer articulation of registrar responsibilities with respect to the integrity of and access to WHOIS must be published.  The registrar community – as evidenced by its opposition to a proposed advisory on best practices as related to the use of proxy services - has been reluctant to see clearer articulation of its legal obligations in this regard, but ICANN’s commitments pursuant to the AOC must take priority over the wishes of one ICANN constituency.  ICANN’s efforts to provide registrar guidance through an advisory of registrar deployment of proxy services represented but one, helpful first step in this regard. Ultimately, RAA provisions on proxy services must be reformed to provide meaningful standards for the operation of such services in a way that enables prompt disclosure of contact data when domain names are being used in an abusive way.  

2.  How should ICANN clarify the status of the high level principles set out the Affirmation of Commitments and the GAC Principles on WHOIS?


ICANN must publicly underscore its dedication to carrying out the intent and letter of the policies articulated in the Affirmation of Commitments.    Such steps can be taken through more vigorous compliance efforts against registrars which fail to provide WHOIS access as contemplated by the Registrar Accreditation Agreement and which enable non-compliance by their registrants.  IPC believes concrete steps regarding implementation of the clearly stated goals in the Affirmation of Commitments should take precedence over an effort to draft the “perfect” single document that sets out all ICANN’s Whois policies in one place.   


ICANN must also take more steps to enforce compliance as against domain name registrants through compliance measures designed to terminate registrations using false contact information (whether apparent on its face or through the introduction of additional evidence of falsity).  The RAA should be amended to spell out the responsibility (not just the capacity, which they have in any case) of registrars to terminate registrations in appropriate cases involving false Whois data.  ICANN compliance should vigorously monitor and publicly report on how registrars exercise the discretion they now enjoy in dealing with registrants who supply false contact data.   Registrant rights can be protected through notice and cure provisions designed to ensure that such action is only taken where registrants refuse to provide accurate WHOIS data.

3. What insight can country code TLDs (ccTLDs) offer on their response to domestic laws and how they have or have not modified their ccTLD WHOIS policies?
A number of ccTLDs are reported to have implemented WHOIS data verification protocols that may be appropriate for examination.  ccTLDs for countries with relevant domestic privacy laws likely have experience balancing local data privacy restrictions with the need to provide accurate and verifiable WHOIS data to law enforcement professionals, civil litigants and other bona fide requesters.  ccTLDs that have implemented THICK WHOIS data protocols may also be able to provide insight into whether maintenance of a THICK WHOIS system leads to more accurate WHOIS data.  Finally, the experience of ccTLDs that regulate or prohibit the use of proxy registration services should be studied for models applicable to the gTLD environment. 

4. How can ICANN balance the privacy concerns of some registrants with its commitment to having accurate and complete WHOIS data publicly accessible without restriction? 

ICANN is subject to a commitment “to having accurate and complete WHOIS.”  The IPC agrees with the GAC Principles indicating that the WHOIS service should provide “sufficient and accurate data about domain name registrations and registrants subject to national safeguards for individuals’ privacy.”  ICANN is not required to implement national safeguards for individuals’ privacy.  Given ICANN’s commitment to having accurate and complete WHOIS data, the burden of restricting access to such data in a particular locality should fall on the locality, not ICANN.  As the Discussion Paper notes, ICANN has had in place for several years a procedure that can be used by registrars or registries that are exposed to liability under local privacy laws if they fully comply with their contractual obligations to ICANN regarding WHOIS.  Furthermore, given widespread global norms concerning the availability of business identification data for entities engaged in commercial activities, such organizations’ WHOIS data would not appear to be likely to be subject to privacy restrictions.  Finally, if proxy services are provided to individual registrants in accordance with appropriate best practices (see next answer), such services can legitimately satisfy the desire of individual registrants for WHOIS data privacy. IPC recognizes that there will be special cases in which particularly vulnerable individual registrants may need to be treated exceptionally with regard to the otherwise general obligation for full public access to Whois data.  This is an area in which ccTLD experience may be instructive.  

5. How should ICANN address concerns about the use of privacy/proxy services and their impact on the accuracy and availability of the WHOIS data?

ICANN’s own studies verify “critical failures” among entries associated with proxy services, which now account for nearly one-fifth of all gTLD registrations, and the IPC has encountered many inappropriate uses of proxy services by both registrants and registrars.  The IPC has also encountered wide variances among different proxy services in the manner in which such service providers respond to both law enforcement and private parties seeking disclosure of the actual registrant in cases in which the domain name is apparently being used for illegal activities.   

ICANN should undertake to create an official set of guidelines for what constitutes a valid privacy/proxy service and best practices for such services.  Registrar cooperation in the development of these guidelines and best practices should be actively solicited; but the refusal of some or all registrars to participate cannot justify delay of such a project or degradation of its goal.  At the same time, given the well documented “critical failures” associated with proxy services, and the perceived weakness and ambiguity of the relevant RAA provisions, amendments to the RAA are needed to spell out minimum standards for proxy services offered in conjunction with registration.  

6.  How effective are ICANN's current WHOIS compliance related activities?
 

The 2010 NORC study demonstrated that the WHOIS data for only 23% of gTLD registrations is fully compliant with accuracy requirements.  Thus, the facts support the conclusion that current compliance related activities are woefully inadequate to fulfill ICANN's commitment in article 9.3.1 of the AOC to "implement measures to maintain timely unrestricted and public access to accurate and complete WHOIS information." Although some progress has been made in upgrading ICANN’s contract compliance function, a radical change in approach is needed, especially in light of the impending proliferation of new unlimited Top Level Domains.

 

7.  Are there any aspects of ICANN's WHOIS commitments that are not currently enforceable?
 

As discussed above, steps have been taken to resolve issues related to privacy laws.  Thus, with the exception of conflicting laws, the biggest barrier to enforcement of ICANN's WHOIS commitments is the lack of consequences applicable to the parties involved when accurate and complete WHOIS information is not maintained.  If no negative consequences result for ICANN, the registrars or registries, or the domain name registrants who supply false information, then ICANN's commitments will continue to go unmet.  In other words, it is the lack of meaningful consequences that gives the appearance that these commitments are unenforceable.

 

8.  What should ICANN do to ensure its WHOIS commitments are effectively enforced?  

 

As previously mentioned, radical change in enforcement policy is needed.  Policies need to be developed which provide a concrete incentive for compliance by registrars and consequences for both registrars and domain name registrants when accurate and complete WHOIS information is not available as required by 9.3.1 of the AOC.

 

9.  Does ICANN need any additional power and/or resources to effectively enforce its existing WHOIS commitments?
 

Resources are critical. IPC reiterates its call to devote one-third of the surplus generated by revenue from new gTLD applications (the increase in ICANN assets, in budgetary terms) to contract compliance activities.  Beyond resources, ICANN’s compliance philosophy needs re-orientation.  ICANN has recently stepped up its compliance efforts in this arena, but still approaches the commitment as one that may be impossible to accomplish.  When compliance staff has met with the IPC, they have reiterated that many registrars simply "don’t know their obligations" with respect to WHOIS and that it is not clear within many registrar organizations who has the responsibility to comply with the provisions of the RAA.  Thus, policies need to be developed that require registrars to take proactive steps to institute WHOIS compliance programs.  Registrars should be required to designate a WHOIS Compliance Officer who is responsible for administering WHOIS compliance at the registrar level.  That Compliance Officer should be required to list contact information with ICANN's compliance department and failure to keep that information current should have reasonable consequences.   Domain name registrants should bear consequences up to and including freezing and cancellation of the domain registration for failure to provide accurate data to the registrar; and ICANN compliance staff should aggressively monitor registrar actions to ensure that these consequences are real.   Finally, ICANN should issue public ratings for registrars based on their overall WHOIS accessibility and quality, and their efficiency in cracking down on false Whois data, so that the consuming public is informed and better able to make choices accordingly.

 

10.  How can ICANN improve the accuracy of WHOIS data?
 

There is a need to develop policies that provide for proactive registrar compliance and provide for consequences associated with inaccurate data.  Beyond this, ICANN should move swiftly to (1) bring the last two gTLD registry outliers (.com and .net) into the mainstream by operating thick Whois services at the registry level; (2) require all gTLD registries to pass through to their registrars Whois data quality obligations, building on the provisions already in place in the .asia,  .mobi, and .post agreements; and (3)  operationalize the preference expressed in the new gTLD evaluation criteria by providing all gTLD registries and registrars with incentives to verify Whois data supplied by registrants.  

 

11.  What lessons can be learned from approaches taken by ccTLDs to the accuracy of WHOIS data?  

 

Accuracy of WHOIS data is also an important question for ccTLD registries and several have undertaken WHOIS accuracy studies, such as Nominet, the UK domain name registry and CIRA, the Canadian domain name registry so one should certainly look to these ccTLDs as examples, but there are no doubt several others.

With regards to actual action being taken with regard to WHOIS accuracy the prime example is the approach that was adopted by CNNIC, the Chinese domain name registry.

At the end of June 2010 CNNIC sent out emails to the registrants of .CN domain names requesting that they verify that the registrant information associated with their domain names was correct. Registrants could confirm the details by clicking on a link in the email. Recipients of the email had 15 days in which to respond. If CNNIC did not receive confirmation of the WHOIS details within the 15 day deadline, the domain name ran the risk of being deleted.

Some aspects of the CNNIC approach appear problematic, including the short 15-day deadline and the requirement that the recipients click on a link in an e-mail they received, which is generally a practice to be avoided for security reasons. Overall, however, the general concept of placing a greater onus on individual registrants to confirm Whois data accuracy is worth pursuing.  ICANN may wish to consider requiring an e-mail to be sent to registrants to which they must reply, within a reasonable time limit, to confirm the accuracy and currentness of their Whois data. Alternatives might be to have registrars require users to log into their accounts and click on a box for example.  Such an approach, which goes a step beyond the current Whois Data Reminder Policy, might well be far more effective than WDRP in improving the accuracy of Whois data.

Also see answer to question 3 above.  

12.  Are there barriers, cost or otherwise, to compliance with WHOIS policy?
 

Other than privacy concerns addressed above, the biggest barrier is failure to make complete and accurate WHOIS data a real priority in the administration of the DNS.  The costs incurred by registrars or registries to comply with reasonable Whois accuracy and accessibility requirements are simply the costs of doing business as responsible players in a way that enhances consumer trust and the global public interest.  If applied and enforced in an even-handed fashion against all contracted parties, any competitive impact of any increased costs should be minimal.  

 

13.  What are the consequences or impacts of non-compliance with WHOIS policy?
 

At one level, the answer to this question is that there are virtually no such consequences or impacts, since registrants, registrars or registries that do not comply face no detrimental outcomes for doing so.  Ultimately, however, the consequences will be increased complaints from consumers and rights holders; growing pressure for prescriptive national legislation; and an erosion of the consumer trust that is essential to the healthy growth of the Internet.    In the environment of unlimited gTLDs, there will also be increasing safety and fraud issues for consumers when unethical registrants are able to continue to escape enforcement measures.  Continued inaccuracy of WHOIS data thus contributes to public mistrust and instability of the Internet.  At the point where ICANN's approach to its AOC WHOIS commitments is judged to be less than whole-hearted, governments may be forced to act to legislate WHOIS compliance in order to protect consumers and rights holders based on the concerns expressed in the 2007 GAC Principles Regarding gTLD WHOIS Services.  Thus, the community would be wise to make WHOIS compliance a top priority and to develop policies that include accountability and concrete enforcement measures prior to the award of any new gTLD contracts.

 


Respectfully submitted,  

ICANN Intellectual Property Constituency

23 July 2011
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