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Dear Mr. Dengate Thrush and Mr. Beckstrom:

The International Trademark Associatidnttp://inta.org (INTA) welcomes the opportunity to
provide comments to the Internet Corporation fosi§sed Names and Numbers (ICANN) on
the third draft of the New gTLD Applicant Guidebo@@AG V3).

INTA is a 131-year-old not-for-profit membershipsasiation of more than 5,900 corporations,
law firms, and other trademark-related organizaifsam more than 190 countries. INTA is
headquartered in New York City with regional of8de Brussels and Shanghai. INTA’s
membership crosses all industry lines, from martufacs to retailers to service firms, and are
united in the goal of supporting the essential tbé trademarks play in promoting effective
national and international commerce, protectingiterest of consumers, and encouraging free
and fair competition. INTA has served as a leadimige for trademark owners on the future of
the Internet DNS, and is a founding member of ttiellectual Property Constituency (IPC) of
ICANN.

Introduction

INTA continues to believe that the introductionngiw generic top level domain names (gTLDs)
carries the potential to offer benefits to Interasérs, only if introduced at the appropriate time,
and in a responsible, controlled, deliberate arstifjfgd manner. However, in light of the
significant harms and unintended consequences cdmatfollow from expanding the domain
name space, ICANN should not implement any spepifaposal for new gTLDs unless it can



demonstrate to the public that the potential bémedi the proposed changes to the DNS
outweigh the harms.

Since an expansion of gTLDs carries with it theeptial to jeopardize the security and stability
of the Internet, all risks associated with new gBLEhould be properly understood and assessed
before decisions are made to expand the numbesveiyT LDs on the Internet.

While ICANN has committed to operate with input from the public, for whose benefit
ICANN shall in all events act..!"the evidence publically available does not dematesthat an
unlimited introduction of new gTLDs will improve ehpublic’s welfare, rather than advancing
the interests of any particular set of stakeholders

In fact, the Affirmation of Commitments agreementicates that “...there is a group of
participants that engage in ICANN's processesgreater extent than Internet users generally...”
and so that to ensure that ICANN'’s decisionsdre.in the public interest...ICANN commits to
perform and publish analyses of the positive arghtiee effects of its decisions on the public,
including any financial impact on the public, ahe fpositive or negative impact (if any) on the
systemic security, stability and resiliency of iS.™

ICANN has yet to publish materials that examine desicribe the negative effects of introducing
an unlimited number of new gTLDs on the public,liging costs to domain name registrants,
businesses, consumers and owners of trademark®kated forms of intellectual property. As a
result, the threshold question of whether the n&wyprogram will improve public welfare has
not been answered satisfactorily. INTA encourag€ANN to commence this work
immediately, and begin meeting its responsibilibeshis issue as set forth in the Affirmation of
Commitments.

Internet Security and Stability

The world relies on the Internet for communicatésrd commerce. Changes to the DNS should
only be made when there is confidence that thegdsmwill not cause a global disruption to the
Internet. This occurrence was recently witnessethbycollapse of the entire .se (Sweden) Top
Level Domain when it was knocked offline due toearor in the DNS configuration. In spite of
all the inherent redundancies, an error occurratl Was preventable had sufficient safeguards
and preparations been in place.

While ICANN has recently published a report in @sge to public comments on the DAG, titled
“Scaling the Root: Report on the Impact on the DRIt System of Increasing the Size and
Volatility of the Root Zone” (September 7, 2009%, outcomes have not been integrated into the
new gTLD process. The study raises numerous coscabout the impact of making
simultaneous changes to the root zone, includiagrtipact of introducing large numbers of new
gTLDs. Clearly substantial work remains for ICANdIénsure that the stability of the DNS will
not be harmed by the new gTLD program. INTA awaitsher community consideration of the
study, but in light of the importance of the isst@mains concerned that efforts in this area were

! See: Section 8. Subsection C. Affirmation of Comnmeints by the United States Department of
Commerce and ICANN.

2 See Id. Subsection 4.



not completed prior to the decision to attempt enpénting an unlimited number of new gTLDs
to the Internet.

Top Level Domain Demand and Economic Analysis

ICANN has yet to commission a comprehensive ecoamstudy and analysis of the domain
name marketplace to understand the effects on tiéicpand competition of introducing an
unlimited number of new gTLDs. INTA highlights tleautionary note reflected in the 2006
ICANN Board Resolution about the complexity of tth@main registration market and the high
levels of economic expertise required to produdebie analysis and findings. Individual
advocacy papers that opine on generalized econtimaary, rather than empirical data of the
market, fail to meet these standards.

INTA applauds ICANN for acknowledging that the wazkmmissioned in this area has been
insufficient, and supports the commissioning ofevrtruly independent study based on the
empirical realities of the domain name registratroarketplace. Once completed, the results
should be assessed by the community and integratethe new gTLD program accordingly.

Malicious Conduct

INTA is concerned that insufficient work has beemne to address the overarching issue of
malicious conduct in new gTLDs. INTA believes tliaeé malicious conduct issue should be
afforded the same weight as the other overarctsages that have been identified, which all
have required separate processes and public conpegats in efforts to develop solutions. As

set forth in INTA’'s comment on the staff Explangtdvlemorandum, the recommendations
proposed to address malicious conduct issues ingi&s are wholly inadequate in light of the

widespread levels of malicious conduct currentlyhiea DNS.

INTA encourages ICANN to develop mandatory and meglprocesses aimed at addressing the
high levels of DNS-related crimes and fraud cutyeperpetrated through phishing attacks, the
spread of malware, and other forms of maliciousdoahin the gTLD space. INTA also believes
that in order to address the overarching issuegxisting domain name registration process must
be significantly reformed to ensure the ongoinggnity of domain names and registry data.

Trademark Protection

In response to numerous public comments receivedhenprevious versions of the DAG

highlighting the need for trademark and consumeteation, INTA welcomed the formation of

the Implementation Recommendation Team (IRT) toetigv solutions to the overarching issue
of trademark protection in new gTLDs. INTA stronggcourages ICANN to rely on the specific
recommendations contained in the public commemtduding INTA’s recommendations set

forth below, as resources to develop additionalr@gmpate solutions for addressing the
overarching issue of trademark protection.

INTA is concerned that ICANN has apparently rejdctee Implementation Recommendation
Team (IRT) recommendations relating to the GlobBHgtected Marks List and use of the string
similarity algorithm, without proposing alternatimeechanisms to meet the policy objectives of
those proposals. INTA understands that severah®fiRT’'s recommendations, as modified by
staff, have been sent for consideration to the GemNames Supporting Organization (GNSO).
INTA will continue to provide input into that proge through its participation in the Intellectual
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Property Constituency (IPC), and withholds commemtthe staff proposals until the GNSO
process is completed. In addition, INTA expectst # @ANN will issue the GNSO Council
recommendations on these topics for public comnsnthey can be properly considered by the
community, as called for by the Board’s October 2209 letter. However, INTA believes that
additional solutions are necessary, beyond thossady proposed, if trademarks are to be
adequately protected in a large scale expansioewfgTLDs.

This lack of safeguards is exacerbated by the ekatuof trademarks from the string similarity
review, and then the failure to explicitly adopte tHikelihood of confusion” standard for
evaluating strings similarity. These points argecdssed at greater length in INTA’s comments,
set forth below, by module, on version three of Bmft Applicant Guidebook. Where
applicable, we acknowledge in our comments the avgments that have been made over the
first two versions of the DAG.

Module 1 - Introduction to the gTLD Application Process

Evaluators INTA has previously recommended in its commemsDAG1 and DAG2 that
ICANN identify in the DAG the criteria for the selon and qualification of the Evaluators.
DAG V3 contains no criteria, and ICANN'’s inclusion certain criteria in its February 25, 2009
“New gTLDs: Call for Applicant Evaluation Panel Exgsions of Interest” is not sufficient
notice of the criteria. INTA recommends that ICANiNIude in the next version of the DAG
either the criteria or a hyperlink to where theyrba found on the ICANN website.

Timeframes for Filing ObjectionsAs set forth in DAG3, the duration of the objentperiod is
easily misunderstood and ICANN should clarify Moreover, INTA recommends that ICANN
extend the objection period by two weeks such thatloses four weeks after the Initial
Evaluation period. Preparing and filing a wellgeaed objection will require significant
resources. It is very inefficient to expend thossources until it is clear to a potential objector
that an application against which an objection to@yodged will, in fact, pass Initial Evaluation.
Extending the objection period to four weeks affter Initial Evaluation period closes will allow
potential objectors to expend resources and to &ken on only those applications against
which an objection can be filed. More importanttyis alarming that this period is six days less
than what ICANN provides to domain name ownersegpond to a UDRP complaint. Surely,
the registration of a gTLD requires a more thoughtbnsideration than the registration of one
domain name.

Public Comment ICANN should provide further detail about th@eg of public comment that
Evaluators will consider and what impact public coemt could conceivably have on an
application. INTA suggests that ICANN restore thgquirement that Evaluators perform “due
diligence” on public comments received to ensurat ttomments submitted by persons or
entities in bad faith or that are baseless areonsidered.

Required Documents INTA suggests that ICANN include the followingnang the required
documents in Section 1.2.2:

» Certifications or attestations of a corporatiorcliing its individual partners and
investors who might be doing business under otlanes) regarding pending
litigation, especially infringement, domain namealénges, or the lack thereof



» Documentation such as certification of compliancé&hwrequirements for
disclosure of any regulatory proceedings regardiagid, omissions or non-
compliance with disclosure requirements requirediby laws or regulations and
any pending proceedings related thereto includiagters such as tax filings or
securities offerings.

Of course, any such information submitted should vieeified or attested to by specific

individuals or third party regulatory authoritieBor example, applicant entities should be
required to provide certificate of active statusggoond standing from the applicable Department
of State; patents and trademarks should be sulsmittecertified copies from the applicable
patent and trademark office showing they are livé mot opposed, abandoned or cancelled.

Open or Community gTLD Requiring that the community for whose benefic@nmunity-
based application is intended be “clearly delingaiastead of a ‘restricted population” is a
helpful change.

Cost Considerations INTA is pleased that ICANN has deleted the TAS:UURegistration Fee.
However, with regard to the Registry Services Reee, it is unfortunate that ICANN still has
not clarified the circumstances under which a Spermpanel would be required (as opposed to a
3-person panel), has not identified the ceilingtba registrar services review fee [and the
justification that will be applied if that fee sHduexceed $50,000]. While it is helpful that
ICANN has provided an estimated Comparative EvalnaEee, it would be appropriate at this
point in the drafting of the DAG to provide a fege with an upper limit.

Module 2 — Evaluation Procedures

String Similarity Review  INTA objects to ICANN staff's continued exclusiah trademarks
from the string similarity review. While INTA ages that a pre-registration review against other
TLDs and other applied-for strings is prudent, ¢éixelusion of defined categories of trademarks
from this string similarity review is a glaring ossion that could be characterized as
substantiating allegations of ICANN'’s institutioriaias in favor of its revenue collectors (e.qg.,
existing gTLD registries) and against trademark essn The harm arising from consumer
confusion between an applied-for gTLD string anttamlemark, on the one hand, is just as
significant as that arising from consumer confusietween an applied-for gTLD string and an
existing TLD, on the other hand. Indeed, in maages the harm arising from mark-based
confusion presents greater risks to registrantsuseds, who may be deceived or duped into an
erroneous purchasing decision or transaction bgrdusing use of a TLD which is similar to a
brand name. Therefore, INTA must once again rdgeits support for a trademark reserved
names list.

Public comments have repeatedly emphasized the foeedich a list and its application to the
string similarity review in order to protect regetts and users from consumer confusion that
could arise between applied-for gTLDs and markshenreserved list. As evidenced by DAGS3,
ICANN staff continues to ignore these public comtsgerven though the IRT recommended the
creation and use in the string similarity analysisa Globally Protected Marks List. In fact,
DAG3 appears to dismiss these concerns and placeniins on brand owners to bring costly and
time consuming challenges under dispute resolygionedures. This is not “conservative” as the
DAG contends, but rather is shortsighted, wastednll not protective of Internet users as
ICANN commits to in the Affirmation of Commitments.
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String Similarity Standard. INTA notes that DAG3 contains inconsistent arttidns of the
standard of string confusion. In some places, DA@G8es that a gTLD string can be refused if it
“would cause user confusion.” However, elsewherghim DAG, the standard appears to be
articulated as “probability of detrimental user fimion” or as “probability of confusion” or
even as “likely to deceive or cause confusion.” TANstrongly urges that a single standard
should be adopted and that it should be based timmnubric of “likelihood of confusion,” a
concept that is widely used and understood in tremtk and unfair competition jurisprudence
worldwide. Requiring a probability of confusion actual confusion is too narrow a standard,
because the standard, like the standard for trademfiingement, should be motivated by the
principle that any substantial number of consunuensfused or defrauded is too much—that
most consumers would be confused should not be neged$aonfusion is likely, the gTLD
should be denied in order to protect users angtibéc.

INTA continues to recommend that the string sintjaassessment includes similarity in sound
and meaning, and not simply similarity in appeaeantn the continued absence of more detail
as to what weight the algorithm test results waltrg, INTA is concerned that those results will
carry disproportionate weight.

Geographical Names Process (GNHANTA’'s comments on DAG2 stated that an applicant
should have the opportunity to challenge the dewcssiof the GNP (preferably within an

alternative dispute resolution proceeding). Thisoremendation has not been reflected in
DAG3. This appears necessary to address thoseiaitsian which the decision of the GNP may
be that the application for the new TLD is a gepbreal name.

Limitations on Evaluators’ Ability to Request Fugthinformation Section 2.1.2.3 continues to
state that the evaluators may make only one redaesirther information or evidence from an
applicant. Providing only one opportunity for diaation (and only upon the evaluator's
request) conflicts with the goal of allowing evalra to obtain sufficient information to decide
applications on their merits.

String Similarity Panel. String Similarity Examiners should have expereenc the field of
trademark and unfair competition law or consumehaber research so that they more
adequately evaluate the issue of string similaitg user confusion.

Code of Conduct. The proposed code of conduct states that a garsiall not “advance
personal agendas or non-ICANN approved agendakerevaluation of application.” While
INTA agrees that panelist impartiality and fairnessa crucial foundation of the evaluation
process, it is crucial that panelists be allowedctmsider the public interest in avoiding
confusion among top-level domains. In the eveat the “ICANN-approved agenda” does not
yet include this important concern, INTA emphasittes it must.

Module 3 — Dispute Resolution Procedures

Purpose and Overview of the Dispute Resolution Press INTA is concerned that the
addition of the word “limited” to the first sentemcof Section 3.1 (“to protect certain
limited interests and righty may be misconstrued by the ICANN community. INTA
recommends that the term “limited” be removed q@aeed with another term (e.g. “defined”
interests and rights).




Legal Rights Objection INTA continues to believe that ICANN should alldwth owners of
collective and certification marks to have standiodile Legal Rights Objections. Such marks
may include defined community groups (such as thwke share a particular professional
licensing certification) and thus may be particiylaprone to abuse by competing string
applicants. In addition, INTA recommends that ICANarify that the reference to
“rightsholder” in Section 3.1.2 includes an exclhgslicensee. For consistency purposes, INTA
also recommends that the Legal Rights Objectiorieper in Section 3.1.1. be modified to
replace the term Objector with an expanded “rigbitéér” term. INTA suggests the following
amendments:

Legal Rights Objection — the applied-for gTLD styimfringes “the existing legal rights of the
rightsholder (including those of any exclusive wigvide licensee of such rightsholder)

Independent Objector INTA appreciates that ICANN has specified tha¢ tmdependent
Objector will be selected through an “open anddpamnent process.” Because DAG3 does not
provide sufficient details about the proposed dualiions of the Independent Objector, INTA
strongly recommends that ICANN specify the type brehdth of experience in the Internet and
legal communities that will be required of succeksfidependent Objector candidates. INTA
further recommends that ICANN adopt sound polidesensure the Independent Objector
remains impartial and not inappropriately subjecexternal influences. Such policies should
include transparency and accountability mechanisms.

INTA continues to recommend term limits for the épeéndent Objector. While the DAG now
specifies that the Independent Objector’'s tenurkmged to the time necessary to carry out
his/her duties in connection with a single roundy®tL.D applications, the DAG also indicates
that the Independent Objector’s term is “renewdbIBNTA continues to recommend that the
Independent Objector be subject to a regular aadsparent review process to evaluate the
performance of the Independent Objector beforenbristerm may be renewed. ICANN should
consider public comments on the Independent Ohjscferformance during the evaluation
process.

M ODULE 4

Translations and Databasén its previous comments on the DAG, INTA hasoramended that
strings be translated, and that a database beedraaid maintained for examiners to use in
evaluating strings. DAG3 does not incorporate shiggestion. INTA maintains that it would be
useful and, possibly, necessary to ensure thanpakestring contention issues are dealt with
appropriately.

Concerns regarding the Comparative Evaluation BeoctNTA expressed concerns regarding
the subjective nature and application of the Compar Evaluation Criteria despite some
changes to the criteria and the new point systetharDAG v2. The changes to the Evaluation
Criteria in Section 4.2.3 seek to tighten up thénpallocation by making the criteria more
detailed and therefore more stringent. The expdumd¢es are useful and provide more detailed
guidance on how each Criterion will be scored. Weethese changes result in a more accurate
assessment of the legitimacy of the community appbns remains to be seen. INTA
recommends that the scoring system be reviewed emaduated after the first round of
applications is processed and strings allocated.




The amended notes and scoring system in relatiotmngoEvaluation Criterion deal with the
subjectivity issue in relation to assessment it pgrallowing the Community Priority Panel to
use information sources outside the applicaticgifite verify the circumstances when assessing
Criterion #I Community Establishment. We recomméhid same option is available to the
Panel in relation to its assessment of each Griteri

Concerns regarding 2 (or more) “clear winners” hgwio proceed to auctionINTA is pleased
that DAG3 addresses INTA’s additional concern ttvad or more “clear winners” may be
required to compete in an auction against “starfidapgplicants. However, INTA’s primary
concern that two or (more) “clear winners” undez @ommunity Priority Evaluation will need
to compete for a disputed word string at auctios @t been explicitly addressed. Other text is
clear that an auction would be the allocation méthsed, barring an agreement to the contrary
by those two applicants.

Gaming INTA had raised concerns that applicants for mwamity applications could try to
manipulate the evaluation process to avoid an @uictlhis issue is supposedly in part dealt with
under the major reworking of the evaluation crdarand a tightening up of the requirements in
relation to the allocation of points and allowirgetpanel to seek information external to the
application in relation to at least the Communistdblishment Criterion #1.

DAG3 does not, however, address INTA's other comadrout subjectivity, namely, that the

assessment of the applicant’s claim should reghieeapplicant to demonstrate how they will
comply with the Evaluation Criterion post-delegatidNTA believes ICANN could address this

concern by adding a criterion concerning post-caieg compliance and requiring the applicant
to demonstrate how it plans to satisfy this craeri

Auctions INTA reiterates its concern that using auctiaasan allocation mechanism is likely to
result in strings being awarded to the applicarihwhe most cash on hand, not necessarily the
best applicant. INTA continues to believe thattwithstanding ICANN’s confidence in
contention being resolved before they reach thdi@ucstage, a considerable number of
contention sets will go to Auction.

The Auction system, as proposed, also has pragioalems. For example:
» The proposed time frame for Auctions seems shgdrgihey may involve people around
the world
* The shortness of “rounds” may not allow for intértigcussion by bidders, and
* The length of time allowed for payment for a susfésbid is too long.

INTA notes that DAG3 indicates that the implemebotatof Auction Rules will override the
procedure set out in DAG V3. Given the potentialdignificant change, it is difficult for INTA

-- or any other party that wishes to participat@uilic comment -- fully to assess and consider
the practical implications of the proposed Auctsystem if it is potentially subject to such
change.

Payment Periad In addition, the length of time for the winnibglder to submit its payment has
now been increased to 20 days. INTA had commethi@dthe previous shorter period of time
was too long, particularly given ICANN'’s referentoea declaration of default being delayed for
a “brief period”. INTA believes that this even fyggr payment period is also unacceptable.




Default PenaltiesINTA recommends that ICANN further refine the @t penalties for failure
to pay for a winning bid in a timely way. It is elear how ICANN would collect default
penalties (exceeding the deposit); the rationalesofg the alternative penalty amount of 10% of
the bid as the default penalty was unclear — angl b excessive and significant in some
instances and not correlate to the correspondisg @ ICANN. A better alternative may be to
set a maximum threshold penalty. We note that dbfault penalties provision has been
amended. However, the amendments do not deal tweéhmatters raised by INTA and in
particular do not deal with the possibility of p#ies being excessive in some circumstances.

ICANN needs to make it clearer that the defaultghies apply to both the initial winner and
subsequent winners, should the initial winner difau

Module 5

INTA appreciates that a portion of its prior comisean Module 5, (which prior comments we
incorporated herein by reference), apparently weoesidered and, to a limited extent,
incorporated into this third version of Module Blevertheless, as summarized below (and as
with other Modules) INTA continues to harbor comseregarding the transition to delegation
and the proposed registry agreement.

Pre-contract review INTA’'s comments on DAG1 suggested that ICANNuieg a pre-contract

review to avoid potential delay between the initgdplication and transition to delegation.
INTA recommended that ICANN should have the ability refuse entry into the Registry
Agreement if that pre-contract review discloses atieg changes in the applicant’s
qualifications, (such as, for example, evidence tha applicant lacks long term financial
viability or inadequate staffing). ICANN did nathplement this suggestion.

We repeated these recommendations in our commanB3A&2, and added that “[s]Juch a pre-
contract review is not burdensome and is consistaht the practice in many other endeavors
such as regulatory filings by public companies.”

DAG3 contains the same non-mandatory provisionroigg asking the applicant for additional
information as follows:

To ensure that an applicant continues to be a goorgern in
good legal standing, ICANN reserves the right to the applicant
to submit updated documentation and informatioroitgeentering
in the registry agreement.

This language does not go far enough. ICANN shooéhdate a pre-contract review, which
should not be limited to whether the entity is nhef@a going concern in good legal standing.”
ICANN should recognize that many of the “entitiegdplying for new TLDs will have only just
been formed for this specific purpose and theretareeasily pass the “good legal standing” test.
Applicants must reveal to ICANN which individualsica corporations are affiliated with the
entity and what their past legal standing was, Elaterial negative changes in an applicant’s
status or financial qualifications should be suéiit to allow ICANN to refuse to enter into a
Registry Agreement with that applicant.



Information re-certification INTA’'s comments on DAG1 and DAG2 proposed tHaANN
require applicants to re-certify the informatioyiously provided, in particular the information
required by Section 1.2.3 of Module 1 (now Sectitr2.2), and to provide updated
documentation where applicable. In particular, DAG2 comments emphasized that the DAG
seems to lessen the importance of providing acewpplication information and updating that
information. INTA reiterates the importance ofu&ing applicants to re-certify and provide
accurate and updated information.

Identify Transition Evaluators INTA’s prior comments noted that Module 5 failexidentify
who would be responsible for conducting the pret@mt review and the pre-delegation
technical check. That information remains outsiiagdand INTA repeats its request that
ICANN provide this information.

Audits. INTA repeats its suggestions made in connectith its comments on DAG1 and
DAG2, that ICANN itself conduct audits vis-a-vischmical check questions 3, 7, 8 and 9 in
Section 5.2.1 or in the alternative, a third partyduct the audit; and that all audit terms and
conditions should be set forth before the applcatound opens.

In DAG3, ICANN has replaced the technical check sioms with required pre-delegation

testing procedure. This new procedure is an ingmbind encouraging development. However,
INTA believes that ICANN should establish all testicriteria and procedures before the new
gTLD application round opens and that the persanentities conducting such testing should
also be identified so that such criteria, procegiuaad persons/entities can be fully vetted.

Registration Data Publication Specificationdn our comments to the first version of DAG
Module 5, we suggested that ICANN require all neWL@s to function as thick “Whois”
registries. The Implementation Recommendation Tealopted this recommendation in its
report. ICANN did not implement this suggestioa,vge repeated it in response to the second
version of DAG Module 5. We further specified ththis requirement would help support
critical ICANN objectives by protecting against ghing, fraud and trademark infringement.
Thick Whois should be a critical requirement, narety a recommendation or best practice.

The current version of DAG Module 5 adds a “Whogrvicing requirement in that the
“Applicant must provision Whois services for thetiaipated load,” which will be tested by
ICANN. While the meaning of “anticipated load” usiclear, this is a step in the right direction.
The scope of the Whois services to be providechbyApplicant should be further specified and
require that the Applicant provide (and certify ttha has provided) detailed and correct
information about registrants and that such infadromabe gathered consistent with the IRT
recommendations of a universal Thick Whois model.

Reqistration Services and ContinuityINTA’s comments on DAG2 requested that ICANN
provide more information on the role of the “RegisBervices Continuity Provider” including
how it would interact with the Registry Operatorden normal circumstances. DAG3 removes
all specific mention of the Registry Services Couily Provider. INTA strongly urges
development of standards for a services continuitywider, which would provide for situations
where there is a registry failure or shut downovigion should also be made for how the closure
of a branded TLD will be handled. In situations emh the branded TLD owner makes
satisfactory provision for the transfer or closwfeany second level domains, it should be
permitted to discontinue the TLD without it beiregallocated to an unconnected third party.
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Most importantly, ICANN has notut must foreclose the possibility that a branded TLD—a
TLD whose primary function is to reflect a pre-dixig trademark—might be re-allocated or
managed by a follow-on registry if the brand owbecomes insolvent or merely decides to
discontinue operation of the registry. In suchesashe authority to operate the registry must be
perpetually associated with the trademark ownertlfertrademark owner’s permission). Not
only the operation of the registry, but the operaif second-level domains in the branded TLD
will ordinarily depend on permission from the braominer. Therefore, to the extent ICANN
forces the surrender of the registry to a partyautnected with the trademark owner, ICANN
and the new registry operator may be liable tottheéemark owner for the infringement both of
the registry operator, but of domain owners in ribgistry. This is a critical and fundamental
issue for the continuing protection of a valuabssiemark, not only from a liability perspective
but also because we would expect that many trademaners would regard the possible
redelegation of their branded TLDs as an unaccéptafal risk, such that it would foreclose the
viability of applying to operate a gTLD registry.

Renewal of Registry Agreement. INTA’'s DAG2 comneenbted that the proposed revisions to
Article 4 of the Registry Agreement would generalbpuse the Agreement to renew
automatically and would limit ICANN'’s ability to teinate for breach only to Articles 2 or 6.
(For example, a breach of Article 1's representetiand warranties would seem to provide no
basis for non-renewal or termination.) As we haea@tioned in the past, “Eliminating this
possibility does not seem prudent”.

While the language in Article 4 of the Registry Agment in DAG3 has been revised, the
problem has only been worsened. The relevant Eggynow permits non-renewal only in cases
of “fundamental and material breach[es]” of spedfiportions of Articles 2 and 6 upon
adjudication by a court or arbitrator after the Reg Operator has failed every opportunity to
cure. Thus, if anything, the ability to disalloenewal is even weaker. While it is important to
give Registry Operators the ability to cure defRUICANN should retain the power not to renew
a Registry Operator's Agreement based on breadhasygortion of the Registry Agreement.

Use of Registrars The Draft Registry Agreement sets out four pdssibptions for
registry/registrar separation which range from estrictions to complete restrictions on cross-
ownership. INTA repeats its position that thereudtt be complete separation of registry and
registrar activities and that registries not benpged to register domains in their own TLD, with
the possible narrow exception of single-owner, BeahTLDs.

If allowed to go forward, this proposed deregulatisill facilitate “insider trading” that will
open the door to abusive domain registration pcastand higher domain name prices for some
registrants. Indeed, recent events in the domaimenadustry make clear that concerns about a
registrar’s privileged access to a registry’s naaresnot merely hypothetical, but have resulted
in real harms. In fact, the temptation and potéritreancial gain to a registry are even greater
with domain names that have never been releasedtlioge that have been captured for re-sale
on the aftermarket. The fact that such abuses bem@red in the aftermarket suggests they are
almost certain to happen in the original market.

Eliminating vertical separation will provide affiied registrars with access to sensitive registry
data -- including the entire universe of data fotential and existing domain names from all
registrars that sell domain names in the TLD. Bfjrition, a registry has unique access to DNS
traffic in its TLD including: through logging, chks byall registrars for domain names (existing
or non existing names) as well as the domains d@hatqueried the most. Additionally the
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vertically integrated registry/registrar has uniqusibility into the moment of deletion for all
names registered in the domain; with access todaia, an affiliated registrar could have the
unfair competitive advantage to identify potengiahigh value names and monetize them
through auctions, traffic sites or by selling thexn higher prices to consumers through an
affiliate on the secondary market. Moreover, tildodo so at little or no incremental transaction
cost.

A vertically integrated registrar could access infation concerning DNS traffic to identify high
value names and then reserve them simply for adaitipay-per-click advertising. This would
turn vast parts of the Internet into a giant adseng engine. As a result, consumers would pay
higher prices for domain names, with the result tha promised availability of domain names,
used by many as the principal reason to introdum& gTLDs, will never materialize. The
Internet will become saturated with vast amountpa@y per click advertising. In its August
2009 statement on the end of domain tastif@ANN observed that:

Aside from the problem that domain names may hagenb
difficult to register, domain tasting also had aiese of negative
consequences on the manner in which people useltéraet. If

individuals accidentally allowed their domain namnteslapse, it

had become extremely difficult for them to get th@main back
(since it was being picked up and dropped by autedhaystems).
Domain tasting also saw an enormous proliferatirothe number
of websites featuring nothing but advertisemerss teading to a
form of Internet graffiti.”

The concerns involved with vertically integratedistrar/registries are similar to those involved
with domain tasting. ICANN must remember its missto the safety and stability of the DNS
and not allow a return to the “Internet graffitifatt would likely result from vertically integrated

registrars.

Price Caps (Paragraph 2.9 (now 2.10) in Registryedment) INTA’'s comments on DAG2
recommended that the adoption of price caps, igelgyart to prevent new gTLD registry
operators from increasing renewal costs to theirdetrt of registrants, particularly for high-
value domains, a category that includes trademariecs’ large domain name portfolios. INTA
further suggested that new gTLD registry operabt@srohibited from speculating on domain
names based on their perceived fame or value.

In response, ICANN revised paragraph 2.9 (now Rapdg 2.10) completely. The new
paragraph attempts to address this problem by niagunotice of 180 days (for renewed
domains) and 30 days (for initial domain registias) before most price increases can go into
effect. During this time period, registrars must differed the option to obtain domain name
renewals at the same price for periods ranging foma to ten years at the discretion of the
registrar. The only exceptions to this notice regquent are that (1)Registry Operator[s] need
only provide thirty (30) calendar days notice ol arice increase if the resulting price is less
than or equal to a price for which Registry Oparatovided notice within that past twelve (12)
months”; and (2) “need not provide any notice oy @nice increase for the imposition of the
Variable Registry-Level Fee set forth in Sectiod.’6.

3 http://www.icann.org/en/announcements/announcerh2atig09-en.htm
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INTA welcomes ICANN'’s efforts to address concerhst the absence of price caps articulated
by INTA and others. However, the potential for silbe pricing remains. Under DAG3, a
registry operator can, at its sole discretion,ease prices over time. While the potential ability
to renew a domain name registration for a 10-yean tmight be helpful for a small subset of
registrants who know in advance that they wishettuse such a long term registration, the vast
majority of domain name registrants do not regiskemain names for such a long term for a
variety of reasons, so this is not an adequatetisolio the problem. Additional measures to
prevent, discourage and control abusive pricingrnexeded. At a minimum, registry operators
should be required to provide a rationale for restee prices increases that are in excess of some
incremental uniform increase indexed to a set stahdsuch as the cost of living index, for
example.

Module 6 - Application Terms and Conditions.

Paragraph 1 The deletion of the phrase “reflect negativelgtiahe prohibition on refunds for
an application rejected due to material misstatéspemisrepresentations, or omissions of
material information are positive changes.

Paragraph 2. We continue to believe that ICANN should requiné flisclosure of all corporate
relationships (parent, subsidiaries, affiliates,)ess well as disclosure of any other applications
the applicants and related corporations have faDgT

Paragraph 4. ICANN should include a notice and cure provisian the case where an
applicant’s fees are not received timely. Simpdgause a fee is late should not, without proper
notice and cure provisions, be grounds for the eidattcon of the application.

Paragraph 6. ICANN should provide an explanation for the ovdslpad, unduly burdensome,
and commercially unrealistic requirement that apliapnt release ICANN from all claims,
covenant not to sue, and waive any rights to jatliaction and review. This paragraph should
be deleted and rewritten with appropriate limitstioe release of ICANN from liability.

Paragraph 7. INTA supports ICANN’s intention to keep specifigalidentified information
confidential, as outlined in Module 1.

Paragraph 8. We continue our request that ICANN require applisato keep all of their
“personal identifying information” current and upeld and require that such updates be made
within a reasonable period of time (perhaps as laeag60 days) after the information has
changed.

Paragraph 9. INTA welcomes ICANN'’s decision to limit its righto use applicant's name
and/or logo in ICANN public announcements to thoskating to applicant’s application and
actions taken by ICANN related thereto.

Paragraph 11INTA appreciates ICANN’s stated intention to usasonable efforts to ensure
that the persons with whom ICANN consults maintidi@ confidentiality of information in the
applications that are specifically noted as bemgfidential.

Reqistry Restrictions Dispute Resolution ProceduréRRDRP)
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INTA supports ICANN’s decision to propose a dispuésolution procedure to allow third
parties with standing to seek enforcement of tha t&f a gTLD registry’s agreement.

However, INTA believes that the existence of theDR® will not and should not limit or
supplant ICANN’s contract compliance responsil@bti The RRDRP must remain a
supplemental dispute resolutions mechanism forruaehopefully narrow set of circumstances.

Introduction

Existence of RRDRP Calls into Question ICANN’s Afiyilto Deal Effectively With New
gTLDs. ICANN'’s claim in the introduction that, withothis RRDRP, ICANN would be called
upon to expend significant resources on gray aoéadigibility and content restrictions only
highlights the fact that ICANN is not equipped teat with a large number of new gTLDs.
Instead, the RRDRP could be characterized asrsitiie burden of contract compliance to third
parties. INTA is concerned by ICANN’s apparent askion that its intended new gTLD
implementation plan is likely to result in gamingoommunity application requirements. Given
that ICANN will benefit financially from the intragttion of new gTLDs and has ostensibly set
application fees in order to cover its costs ofregeing registry operators’ compliance, it is
highly inappropriate to require third parties toab¢he financial cost of ICANN’s contractual
compliance responsibilities.

ICANN'’s Contractual ComplianceThe introductory statement that the RRDRP isimi@nded

to replace ICANN’s contractual compliance respoifidgs calls into question what action

ICANN itself will take if a community gTLD registrgperator violates its commitment to use
the gTLD for the benefit of a particular communitBecause ICANN will be evaluating gTLD

applications, ICANN should also have the respohibio ensure that the applicants comply
with the terms of their contract with ICANN. If @®RDRP complaint is filed against a gTLD
registry operator, ICANN should submit a statemsmtnmarizing whether it has found the
registry operator to be in non-compliance. ICANMGld be a party to RRDRP proceedings.

Standing Requirement that Complainant Be HarmedhlkyOperation of the gTLD at Issue.
ICANN should eliminate the standing requirement thaComplainant must be harmed by the
operation of the gTLD at issue or, in the altenatiallow the Independent Objector to initiate
RRDRP proceedings. If a new gTLD registry operasowiolating the terms of its registry
agreement with ICANN by breaching the represemat@bout community benefit that were the
basis for awarding the gTLD to that operator infih& instance, there must be a mechanism for
any third party to report such violation and fdaile a resolution.

Processing FeeThe fee should be less than $1000 unless thepaimant has previously filed a
complaint with ICANN and ICANN has concluded thia¢ tallegations are without merit.

Draft Procedures As noted previously, the standing requirementush be revised or

eliminated. INTA recommends that ICANN establish deadline by which a Panel
Determination must be rendered. INTA recommendsadline of 60 days after the Complaint
is filed.

Administrative Review A 10-day period is unnecessarily long for revieisthe Complaint to
determine that all necessary information has beewiged. INTA recommends a 5-day period.
In addition, INTA suggests adding a 5-day periodhimi which a Complaint could cure any
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administrative deficiencies in the Complaint. AmBar cure period applies to UDRP
proceedings.

Response to the ComplaintCANN should require the gTLD registry operatordisclose in its
Response all other registries that it, or relatedffiliated companies, operates.

Panel. Thirty days is simply too long a period for thaskc step of appointing the panelist(s),
after all information and documents have been vecei We propose a 15 day period for
appointing the panel (presumably from the provisl@xisting list of approved neutrals). The
party paying the panel fee should be the sole ghatychooses whether the panel consists of one
Panel member or three. There needs to be a miniamgmmaximum range set for the costs of
the proceedings. If the Provider appoints an éxpeits own initiative, the Provider should bear
the cost of the expert’s fees.

Hearings The party requesting a videoconference or teliesrence should bear its cost. The
proposed standard of proof of “clear and convin@mglence” is too burdensome. As with the
UDRP and the proposed RRDRP, the standard should ‘ipeeponderance of the evidence”
standard.

Remedies ICANN should clarify the section addressing mang sanctions to specify that such
monetary sanctions will be paid to the Complaindvibnetary sanctions should be based on the
greater of the financial harm to the Complainantt@ financial benefit to the Registry, with
treble damages for egregious conduct. Monetarytggrscshould also include the possibility of
awarding attorneys’ fees to the complainant (asaaeglable to registry operators in cases filed
“without merit”). Without that scale, the sanctsomre not sufficient to act as a deterrent.
ICANN should outline minimum and maximum guidelirfes penalties or sanctions. Specific
findings could be linked to specific penalties, pEmalties could vary for first time offenders
versus multiple offenders. Violating registratisisould be deleted as they are a direct result of
the gTLD registry operator’s violation of its reggisagreement. Refunds, if any, to registrants of
such violating registrations must be paid by th&l@Tegistry operator.

First-time offenders should be temporarily banneomf registering new gTLDs. Repeat
offenders should be permanently banned. Regard@&smsplainants should never be banned,
even temporarily, from filing Complaints.

The evidentiary standard for finding a case “withmerit” should be the same standard applied
to the Complainant. As presently worded, the saeshdor finding a case “without merit” is
lower than the standard for establishing a valichglaint.

The Panel should have the express authority toraelmedial measures (e.g., ordering the
registry operator to implement procedures to liiomther inappropriate actions).

The Panel Determination Barring any justification from ICANN to the coaty, remedies
should take effect immediately.

Comments on the Proposed Trademark Post-Delegatio@ispute Resolution Procedure

(PDDRP)
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INTA commends ICANN for proposing a trademark-babBedt Delegation Dispute Resolution
Procedure. Without such a procedure it will beidift to ensure adequate and effective
protection of trademark rights against registrydyetr that causes or materially contributes to
trademark abuse, whether through the TLD itselthmough domain name registration in the
TLD.

However, INTA believes that the proposed standé&rdshe infringement both at the top-level-
domain and the second-level-domain need clariboati

In addition, as an overarching comment, the statsdanly contemplate use of the PDDRP
where the gTLD “is identical or confusingly similexr the complainant’s mark.” This provision
will limit use of the PDDRP to only those situatoomvhere the gTLD itself is identical or
confusingly similar to a complainant’s mark andlyilevent use of the PDDRP where the gTLD
is combined with second level domains to the injafytrademark owners or consumers. For
example, the operator of a .bank gTLD could engegevidespread fraud through willful
registration of wachovia.bank, suntrust.bank, clbeage.bank, bankofamerica.bank, etc. to
entities using the domains for fraudulent purpoaas, the registry operator would not be subject
to the PDDRP because the .bank gTLD alone is ra#ntical or confusingly similar to the
complainant’'s mark.” In other words, operators flyt generic TLDs will be immune from
PDDRP proceedings no matter how the TLD is beingdus combination with second level
domains—even in cases of intentional and egregragemark infringement and fraud.

Standard for Top-level InfringementThe proposed standard requires that to holdgestrg
operator liable for infringement at the top-leveltomplainant must assert and prove that

“by clear and convincing evidence that the regisipgrator’s affirmative conduct in its
operation or use of its gTLD, that is identicalconfusingly similar to the complainant’s
mark, causes or materially contributes to the gT(&): taking unfair advantage of the
distinctive character or the reputation of the ctammant's mark, or (b) unjustifiably
impairing the distinctive character or the repuatatof the complainant's mark, or (c)
creating an impermissible likelihood of confusioithathe complainant's mark.

INTA is aware that the proposed criteria (a) —4® built on the legal rights objection criteria
for Pre Delegation Dispute Resolution as proposad¥iPQO’s Trademark Based Post-Delegation
Dispute Resolution Procedure. INTA agrees thabaenconcrete development of these criteria,
including an exhaustive list of factors, would ro# appropriate to cover all scenarios of an
abusive use of a TLD by a registry operator.

However, INTA disagrees with the requirement thabmplainant must assert and prove that the
Registry shows an “affirmative conduct” with regautt the conditions (a), (b) or (c). Instead it

should be sufficient that the Registry knowinglyméted or could not have reasonably foreseen
(i.e., recklessly disregarded) that the use ofyffieDs meets the conditions (a) (b) and (c) so that
also scenarios in which the registry turns a bbyd to the abusive use of the gTLD would be
covered.

Standard for Second-level InfringementINTA supports ICANN’s proposal to extend the
RDDRP to the second level, but does not agreetivétproposed standard, which requires that

by clear and convincing evidence: (a) that thersubstantial ongoing
pattern or practice of specific bad faith intentthg registry operator to
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profit from the sale of trademark infringing domaiames; and (b) of the
registry operator's bad faith intent to profit frothe systematic
registration of domain names within the gTLD, treae identical or
confusingly similar to the complainant’s mark, winic (i) takes unfair
advantage of the distinctive character or the mEpn of the
complainant's mark, or (ii) unjustifiably impairset distinctive character
or the reputation of the complainant's mark, on) (icreates an
impermissible likelihood of confusion with the colaipant's mark.

INTA notes that the standard in its current forns&a many questions and needs clarification.
Questions:

1. The “clear and convincing evidence” standard is bogh in the absence of separate
litigation and discovery. INTA recommends suffitiéevidence” or a “preponderance”
standard.

2. What is “specific bad faith intent”? Is the imgdtion that “general bad faith intent” is
permissible? If so, this is unacceptable.

3. National laws on cybersquatting, such as the AC&e United States, hinge liability
not only on bad faith registrations, but also baithfuse or trafficking in domain names.
The test articulated above limits bad faith to fiirfsom the sale of trademark infringing
domain names and systematic registration of donmames.” This does not cover
examples where the registry itself may be usingdttraain names, trafficking in domain
names, etc. and should.

4. The requirement of creating an “impermissible” likeod of confusion should be
eliminated. This implies that there may be somenfoof “permissible” likelihood of
confusion that would be acceptable.

5. What is the relationship between condition (a) &M@ The conditions listed under (b)
(i) — (iii) must all be considered as addressing tégistration of “trademark infringing
domain names”. The requirement of condition (a) cwhalso addresses “trademark
infringing domain names” is therefore unclear. hlave a deterrent value it is necessary
that registry operators that turn a blind eye tsteyatic cybersquatting and registration
of infringing domain names -- in addition to thdbat intend to profit from systematic
cybersquatting -- be subject to proceedings urntePDDRP.

Although the second-level infringement standarohisnded to provide a remedy against gTLD
registry operators that profit from systemic cyleiating and trademark infringement instead of
adopting appropriate mechanisms to counter sucbkealibhe conditions set out under (i) — (iii)
cover only certain trademark infringement scenamoth regard to trademarks which have
acquired a reputation and cases of an impermiskigkhood of confusion. They do not -- but
must -- cover other typical scenarios of cybersipust Accordingly, another condition should
therefore be added to the requirements under (Bhwdddresses domain names “that have been
registered and used in bad faith pursuant to timeiptes of the UDRP”.

The proposed standard addresses “the systemaistragign of domain names” which meets the
conditions (b) (i) — (iii) but not the systematiase” of domain names; it should be made clear
that the standard addresses the systematic registiax use of domain names which meet the
requirement (b) (i) — (iii) or have been registeagd used in bad faith.
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Content of the Complaint The content bullet points appear to be dupheati It is not clear
whether the standing requirement is, or shouldsbparate from the requirement to identify the
particular legal rights claim being asserted. Téguirement of a “detailed explanation of the
validity of the Complaint” is duplicative of the gmeding requirements. If intended to be an
additional requirement, explanatory details shdadgrovided.

Administrative Review of the ComplaintAn administrative review period of 10 days i® to
long. Instead, ICANN should use a 5-day period feview of the complaint to confirm
compliance with PDDRP formalities.

Response to the ComplainWhile holding the complainant to the highestgiole evidentiary
standard of “clear and convincing evidence,” theDIRP conversely allows defaults to be set
aside by a mere showing of “good cause.” ICANNuticaise this standard to “excusable
neglect” or some higher standard to prevent gTLDistey operators from easily avoiding
default judgments by showing “good cause.” Thdofeing sentence appears to contain a
typographical error or alternatively is not cleawprded: “If the registry operator believes the
Complaint is without merit, it will affirmativelylpad in its response the specific grounds for the
claim.”

Panel A 30-day period to simply appoint the Paneljsigstoo long. INTA proposes instead a
15-day period.

Discovery If the Provider appoints an expert on its owitiative, the Provider should bear the
cost of the expert’s fees.

Burden of Proaf The proposed standard of proof of “clear andvoumnng evidence” is too
burdensome. As with the UDRP and the proposed RRDIRE standard should be a
“preponderance of the evidence” standard. If the@e concern that the process may be abused,
safeguards can be included on the back end (eeapgpeals process).

Remedies The section addressing monetary sanctions shmaildarified to specify that such
monetary sanctions will be paid to the complainaMonetary sanctions should include the
possibility of awarding attorneys’ fees to the cdanpant (as are available to registry operators
in cases filed “without merit”). The Panel shollave the express authority to order remedial
measures (e.g., ordering the registry operator niplement procedures to limit further
inappropriate actions). The evidentiary standardifwing a case “without merit” should be the
same standard applied to the complainant. As ptigseorded, the standard for finding a case
“without merit” is lower than the standard for ddtshing a valid complaint.

Panel DeterminatioanA 45-day period for the Panelist(s) to provit¥their decision is too long.
A 30-day period is more appropriate.

Comments on Mitigating Malicious Conduct

INTA welcomes ICANN'’s effort to address this magamcern of the Internet community. The
potential for malicious conduct in the domain naspace could increase exponentially if the
Internet domain name system expands to includenlmited number of new gTLDs.
Nonetheless, ICANN’s proposals for mitigating ragi not go far enough to address those risks.
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The current recommendations on mitigating malicioasduct require further analysis and
evaluation and ICANN should conduct in-depth stadeefully understand the risks that
malicious conduct on the Internet poses vis-ahasstability and security of the DNS in the
context of a massive gTLD rollout.

Overall, INTA is concerned that ICANN has placethary compliance responsibility on new
gTLD registry operators without providing sufficitesompliance procedures and resources.
Historically, ICANN had not vigorously enforced tRegistrar Accreditation Agreement against
registrars, and has only relatively recently rewbkegistrar accreditations. ICANN has had few
occasion to take compliance action against gTLOstggoperators, most of which are operated
by entities in the United States or in other Ergipeaking countries, which makes compliance
for ICANN, a U.S. entity, easier. With an undetered number of new gTLD registry operators
expected, ICANN will have even more actors to ogerand supervise. ICANN must specify
how it will effectively ensure that all these nesgistries will comply with the new
requirements. Neither the Mitigating Malicious @act Explanatory Memorandum nor DAG3
lists a specified course of enforcement actionsItbANN may (or will) take, nor do they
explain how ICANN plans to enforce the agreementsaddress malicious registry (or registrar)
conduct after applicants are approved.

A. How do we ensure that bad actors do not rurstegs?
Additional Grounds for Denying Registrie$CANN’s proposed grounds for denial of an

otherwise qualified applicant create a solid fourmtg but they are ultimately inadequate.
ICANN should expand the grounds for denial of dmeowise qualified applicant as follows:

« if any fundef or corporate affiliates of fundeds (a) an applicant or (b) any officer, partner,
director or manager or other affiliate or (c) amygon or entity owning (or beneficially owning)
15% or more of an applicant are disqualified by ahigems (a) to (f) specified in Item 1.

» Section 1(a) should be make clear that crimesaeltt financial or corporate governance
misconduct will preclude another otherwise qualifegplicant from becoming a registry
operator. The existing language is unclear ashether all felonies or only felonies related to
financial or corporate governance misconduct paeelecoming a registry.

» Subsection (f) is vague and should be worded witlchrgreater specificity to include an
applicant that is “associated with a pattern ocfica of either liability for, or bad faith in
connection with, trademark infringement or domaame registrations, including:”

» Similarly, Subsection (f)(iii) should be restatesifallows: “registering domain names
primarily for the purpose of disrupting the busmes, or diverting Internet traffic from, a
competitor; or”

* ICANN should add new subsections (g) and (h) wiiclild also add as grounds for
disqualification findings that an applicant hasvioesly violated registrar or registry agreements
as follows:

* “Funder” refers to funding by any individuals artiéies (other than financial institutions) who
financially support the operations of a registmyt Wwho themselves may not be a registry.
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“g. is the subject of a material breach of antaxgsICANN registrar or registry
agreement(s); or

“h. intentionally submitted or provided fraudul@nformation in connection with its
application, the review of that application or ttefense of any objections to that application.”

Background ChecksICANN should expand the scope of criminal backmd and reference
checks to include (i) the applicant; (ii) any oéfi¢ partner, director, or managers of the applicant
and (iii) any person or entity owning with contmdg interest in the applicant and (iv) any funder
of any of the foregoing. Further, such criminatkground and reference checks must be
mandatory.

ICANN should consider information gathered durihg tourse of these background checks,
including records of past criminal activity, andglialify applicants on the basis of the gathered
information. These measures will mitigate the tiskt known felons, known cybersquatters,
and/or members of criminal organizations will beeomvolved in registry operations or gain
ownership or proxy control of registries.

INTA recommends that ICANN consider having eachliappt and related persons submit
fingerprint cards with its application, which igpeocedure performed in the U.S. for certain
financial services and securities personnel putsigastatutory requirements of state or federal
government. ICANN should investigate the applicability of #eesame requirements in other
parts of the world and adopt similar measures tbemticate the identity of applicants and their
controlling persons applying to become a registrg cegistrar or an owner of a registry or a
registrar.

Risks Involved in Registry TransferdCANN'’s decision to forego approval of all chasgn
control of registry operators is a deficiency, aith potentially grave implications, in the
proposal. To permit a change in control withowiee and approval from ICANN would permit
a circumvention of the very controls espoused @rdguirements of this document. INTA
suggests that any proposed change in control o nhan 25% of the ownership of a registry
over time be submitted to ICANN for prior reviewdawritten approval. If all the conditions of
operation originally set forth in the applicantjgpdication are verified, written approval should
not be unreasonably withheld by ICANN; providedwewer, that review and approval of the
transfer should be required if the change in contrib not change operations.

Risks after Reqistries are Approvedhis Explanatory Memorandum suggests that ptgper
vetting registry operators will serve to proactivkeep malicious conduct out of the domain
name space. More is required, however, to dedl sgigistry operators that become bad actors
post-delegation.

In addition to establishing provisions that woutéyent registries from actively being bad actors
and engaging in malicious conduct, ICANN should@doeasures to prevent registries from
passively allowing malicious conduct. The Regiggreement requires stronger oversight
mechanisms to hold registries responsible for condommitted (or omitted, as the case may
be) by registrars and their registrants that thegkwith. Punishing abuse will incentivize
registries to better police their gTLD space. Famore, ICANN'’s registry contracts should

> This requirement applies, for example, to eveeyrber of a national securities

exchange, broker, dealer, registered transfer agehtegistered clearing agency.
20



requireregistries to negotiate stronger standards foinlkess and security practices rather than
just suggest that registries negotiate strongedsias for business and security practices with
accredited registrars (as ICANN suggests in th@ideent).

Resellers ICANN must take action regarding resellers, \whace a large source of registrar-
related misconduct. Although doing so is beyoreddtope of the Explanatory Memorandum,
ICANN should insist on appropriate changes to tAé&\R

How do we ensure integrity and utility of registryinformation?

ICANN suggests that requiring DNSSEC deploymerdhiting wild carding and encouraging
removal of Orphan Glue records will help to engheeintegrity and utility of registry
information. While these standards are commend#ig, will only be successful to the extent
that these rigorous standards are enforced andoedfin a timely manner to prevent continued
malicious conduct and the resulting damages.

How do we ensure more focused efforts to combatindentified abuse?

ICANN suggests that combating identified abuselsahelped by requiring thick Whois
records, centralizing of zone-file access, documgmnegistry and registrars level abuse contact
and policies and making an Expedited Registry SgcRequest process available.

The recommendation of the Thick Whois requiremsmommendable, but like other
recommendations put forth in the Explanatory Memdtan, it will only be successful to the
extent that it is enforced. Whois records oftentam false information, so more is needed to
discourage this sort of behavior. ICANN should &agize the importance of Whois accuracy.

ICANN should require strict proxy or anonymous egition guidelines to prevent
circumvention of the Thick Whois requirement, irdilg requiring the applicant to disclose the
“true registrant” upon request by a brand holdetguting its trademark rights or to escrow such
proxy/anonymous data to be available upon the oecue of specified triggering events. INTA
also supports the development of additional prosesito combat abuse, including the
development of a rapid domain name suspension ggdoeaddress abusive domain names that
host or support malicious conduct.

How do we provide an enhanced control framework fogTLDs with intrinsic potential for
malicious conduct?

ICANN suggests that a High Security Zones VerifmatProgram will enhance control
framework for this type of gTLDs. INTA notes thaid measure is currently optional. To
establish a safe, stable and secure Internet, #®/HProgram must be mandatory. Making the
program optional makes it likely that only “goodttars will seek verification, while “bad”
actors will not, and not be penalized or even judige it. Because applicants will not lose
points for not participating in HSZV and will noaig points for participating, there is no real
incentive for participation.

The HSZV process must be transparent. ICANN mastyrthe public that if any registry
experienced unresolved deficiencies that resuitede denial of an applicant’s request for
verification. Similarly, it is important that thgublic receive notice of nonrenewal of verified
status for failure to meet the then-applicable déads.
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Thank you for considering our views on these imgartissues. If you have any questions
regarding our submission, please contact Claud@®aDgi, External Relations Manager, Internet
& the Judiciary atcdigangi@inta.org

Respectfully submitted,

(Won© Seostr

Alan C. Drewsen
Executive Director
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