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[Via email:  5gtld-guide@icann.org]

January 15, 2011

Internet Corporation for Assigned Names and Numbers 
4676 Admiralty Way, Suite 330
Marina del Ray, California 90292
RE:
Additional BITS Comments on the Proposed Final Applicant Guidebook (version 5)

Dear Sir/Madam:

BITS appreciates ICANN’s ongoing attention to our concerns related to the security of new generic Top Level Domains (“gTLDs”), particularly those which will be operated principally to provide financial services. 
   Previously, we have filed comment letters with ICANN advocating elevated security requirements for financial gTLDs.   We welcome the Proposed Final Applicant Guidebook’s (“DAG 5.0”) inclusion of language affirming the need for security measures that are “commensurate with the nature of the” proposed TLD. 
The scoring criteria for question 35 in DAG 5.0 require applicants to demonstrate security policies appropriate with the nature and use of proposed TLD string.  The required levels of TLD string security vary with the proposed use and level of trust associated with the applied-for string.  If the proposed use of the TLD is sensitive and the level of trust associated with the applied-for string is high, then security levels must be elevated accordingly.  Question 35 identifies financial services oriented TLDs as an example where the use and level of trust associated with the TLD require heightened security levels.  The financial services industry supports ICANN’s recognition that financial gTLDs have unique trust and security implications.  The industry is committed to safeguarding consumers’ personally identifiable information on the Internet.  
The expansion of TLDs alerted financial institutions and regulators to the need for a definitive security standard for financial gTLDs.  We are aware that liability issues have forced ICANN to forgo the direct management and enforcement of a high-security zone standard.  However, financial gTLD security standards remain a top priority for many in the global financial services community.  We want to ensure that the application evaluators apply a standard appropriate for operation of financial gTLDs.  Therefore, we request the addition of the following language in the scoring section for question 35 of the TLD application (at pages A36-38).  This language could be inserted as the last sentence of element five (requiring security measures commensurate with the nature of the applied-for string)
“Evaluators will use standards published by the financial services industry to determine if the applicant’s proposed security approach is commensurate with the level of trust necessary for financial services gTLDs.”
The inclusion of this language, and the use of a single, defined set of security standards, should provide helpful guidance to both applicants and evaluators of proposed financial gTLDs.  
BITS plans to form a working group dedicated to the publication of security standards commensurate with the nature and use of financial gTLDs.  Invited membership will be global in nature, enlisting participants from financial regulators and standards-setting organizations in addition to representatives from financial institutions.  The goal of the group will be to produce a standard set of controls that would be required of all financial gTLD operators.  BITS will publicly release a terms of reference for the working group and provide periodic public updates.  BITS plans to work with ICANN staff to provide information for use by the ICANN community regarding this working group and can provide briefings and working sessions at ICANN meetings or elsewhere as appropriate.
BITS intends to publish the final elevated security standards for financial gTLDs on behalf of this independent and international working group.  BITS will notify the broader financial services community about the pending security standards through an international trade publication or similar method.  The final publication will include comments explaining the rational for each standard.  We expect the product to be used by the ICANN application evaluators per our comment above.  We plan to seek validation of an appropriate global standards-setting organization and will ask financial regulators to confirm that the standards meet or exceed national and international safety and soundness regulations. 
Thank you once again for your willingness to work through these issues for the benefit of the global community of Internet users and financial services consumers.  We look forward to coordinating with our global partners to launch an independent working group dedicated to the development of financial services security standards. 
Best Regards, 
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Leigh Williams

President 
� BITS provides intellectual capital and fosters collaboration to address emerging issues where financial services, technology, and commerce intersect for the member companies of The Financial Services Roundtable (Roundtable). The Roundtable represents 100 of the largest integrated financial services companies providing banking, insurance, and investment products and services to the American consumer. Member companies participate through their Chief Executive Officers and other senior executives nominated by those CEOs. Roundtable member companies provide fuel for America's economic engine, accounting directly for $84.7 trillion in managed assets, $948 billion in revenue, and 2.3 million jobs.
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