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C.3.1 Monthly Performance Progress Report -- The Contractor shall prepare and submit to the Contracting
Officer and COTR a performance progress report every month (no later than 15 calendar days following the end of
each month) that contains statistical and narrative information on the performance of the IANA functions (i.e.,
assignment of technical protocol parameters; administrative functions associated with root zone management; and
allocation of internet numbering resources) during the previous 30-day period.

C.3.2 Audit Data -- The Contractor shall generate and retain security process audit record data for one year and
provide an annual audit report to the Contracting Officer and the COTR. Specific audit record data will be
provided to the Contracting Officer and COTR upon request. All root operations shall be included in the audit, and
records on modifications to the root zone file shall be retained for a period of at least one year.

C.3.3 Final Report -- The Contractor shall prepare and submit a final report on the performance of the IANA
functions that documents standard operating procedures, including a description of the techniques, methods,
software, and tools employed in the performance of the IANA functions. This report shall be submitted to the
Contracting Officer and the COTR no later than 30 days after expiration of the purchase order.

2 http://www.icann.org/en/nsi/coopagmt-amend11-070ct98.htm
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* ICANN DNESSEC & i1kl & 3= STEVE CROCKER 7 ICANN %5 38 7k k4 1% 5 : “there's two
very broad classes of threats. One is that the information is going to be modified or corrupted. And the other is
that the systems are going to be made unavailable by denial of service attacks. So if you take those two pairs and,
you know, all the combinations, DNSSEC closes big holes in one-quarter of that space, that is, it protects the
information during the lookup side. It does not do anything to protect the information about being put in.  If
incorrect information is put into the system or is modified at registration, then you're in trouble.  And in either
case, if the registration side or the lookup side is attacked from a denial of service attack or taken down in some
other way, DNSSEC doesn't help at all.”

T 224> % % DAN KAMINSKY 7E ICANN £ 38 k4 EI¥1% 5 : Microsoft's New Zealand operations get
hijacked; Comcast, one of the large ISPs in the United States, whose domain name get hijacked.
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* http://www.root-dnssec.org/wp-content/uploads/2010/06/icann-dps-00.txt
® http://www.root-dnssec.org/wp-content/uploads/2010/06/vrsn-dps-00.txt
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