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Comments of Fundació puntCAT regarding the IPC opposition to .cat whois proposed changes

March 5th, 2012

Fundació puntCAT submits this comment to address the position adopted by the Intellectual Property Constituency regarding the changes to be implemented by puntCAT to adapt its whois model to the european data protection framework. 

puntCAT believes there is an existing conflict between its current whois policy, and the european data protection Directive (Directive 95/46/EC), transposed to the spanish jurisdiction by the Ley Órganica de Protección de Datos 15/1999.  

The materials provided by puntCAT in its request contain several references made in the european framework by the data protection authorities that clearly say that there is a conflict in the current whois' policies.

Among them, the Art. 29 Working Group opinion 2/2003, that states the following:

"Article 6c of the Directive imposes clear limitations concerning the collection and processing of personal data meaning that data should be relevant and not excessive for the specific purpose. In that light it is essential to limit the amount of personal data to be collected and processed. This should be kept particularly in mind when discussing the wishes of some parties to increase the uniformity of the diverse Whois directories.

The registration of domain names by individuals raises different legal considerations than that of companies or other legal persons registering domain names.

- In the first case, the publication of certain information about the company or organization (such as their identification and their physical address) is often a requirement by law in the framework of the commercial or professional activities they perform. It should be noted however that, also in the cases of companies or organizations registering domain names, individuals can not be forced to have their name published as contact-point, as a consequence of the right to object.

- In the second case, where an individual registers a domain name, the situation is different and, while it is clear that the identity and contact information should be known to his/her service provider, there is no legal ground justifying the mandatory publication of personal data referring to this person. Such a publication of the personal data of individuals, for instance their address and their telephone number, would conflict with their right to determine whether their personal data are included in a public directory and if so which.”

The document can be found here:

http://ec.europa.eu/justice_home/fsj/privacy/docs/wpdocs/2003/wp76_en.pdf
This same language may be found in a communication the art 29 WG sent to the board, referring to the same question. See:

http://www.icann.org/correspondence/schaar-to-cerf-22jun06.pdf
EU Legislation has direct effect, and since the art. 29 WG main responsibility is to monitor a proper implementation of the Directive 95/46/EC, we believe there is absolutely no legal ground to doubt the actual necessity to proceed with the changes proposed by puntCAT.

What puntCAT wants to achieve with this request is, simply put, to abide by the provisions set in the european data protection framework, and we don't see any reason why anybody would oppose. The spanish data protection regulation derives directly, and depends on, the european framework. And, therefore, it is both the european framework and the transposition to the spanish jurisdiction the two levels that must be addressed when considering whether puntCAT may or may not be in breach of the data protection provisions.

In order to obtain guidance from the authorities at the spanish level,we also engaged in consultations with the relevant authority in Spain: the spanish data protection Agency. And, following our inquiry, they produced an opinion endorsing our changes to the whois. 

The content of this opinion is included in our request. And the spanish Agency also refers to the the opinion 2/2003 of the Article 29 WG, when it says: 

"Taking into account these considerations, one should distinguish between the processing carried out by the inquirer, where logically all the data to which the inquiry refers should be consigned, and at least in relation to the natural persons owning the domain names, the establishment in respect of the public part of the directories of mechanisms guaranteeing the right of the owners to the protection of their personal data, making available mechanisms to guarantee and preserve this confidentiality without prejudice to the possible relationships between the owners of domain names and third parties who may have a legitimate interest in contacting them.

The solution offered by the inquirer in this regard appears to be more appropriate than that which currently exists in protecting this fundamental right, as it ensures the confidentiality of the personal data of domain name owners and establishes a system enabling interested parties to contact them, thus providing a more complete fulfillment of the proportionality principle.

Logically, this solution would imply that the inquirer perform a new processing of the

personal data of those wishing to contact the domain name owner, which must likewise abide by the provisions of Organic Law 15/1999, whereby the interested party must be informed of the processing of his/her personal data and the other principles, rights and obligations provided for by this Law must be observed. In addition, the inquirer must report the file created for registration in the Data Protection General Registry and keep the data the least possible amount of time necessary to fulfil the purpose justifying their processing.

In any case, while it can be considered that the exercising of the option by domain name owners that they do not appear in the whois directory as a means of exercising their right to object, they should be given the chance to exercise this right at any time. To this end, some form of restriction to the repeated exercise of the right in specific periods of time could be established.

Finally, logically, the restriction would apply to the publication of the data in the directory, but it would not prevent the data from being reported to the police and judicial authorities. In this regard the handing over of the data would stem from the processing carried out by the inquirer and not from the publication (or not) of the data in the directory, and the act of reporting the data would be covered by the provisions of Articles 11.2 d) and 22.2 of Organic Law 15/1999."

We believe both texts define very clearly how the data protection framework must be interpreted when addressing the challenges posed by the whois' system. The language used by the spanish data protection Agency is, in our understanding, clear enough to proceed with the changes as proposed. puntCAT believes it would be a severe irresponsibility not to allow us to proceed with the changes. Delaying or, even worse, preventing puntCAT from abiding by the data protection regulation would put the Registry in a very risky legal situation, from which serious economic liabilities could derive.

Therefore, puntCAT wants to state very clearly through this comment the necessity to proceed with the changes as proposed, in order to accommodate our contract with ICANN to the obligations imposed by the european and spanish data protection legislation.
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