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Donuts Name Collision Comment
Donuts appreciates the opportunity to respond to comments submitted on the name collision issues.

Executive Summary

So-called “name collision” has been presented to the community as a last-gasp argument for delay in
the eight-year new gTLD process. This is regrettable, as name collision is not a threat to the
Internet’s infrastructure in the way it has been negatively portrayed.

This comment will demonstrate the opposite—that:

*  “name collision” is an existing issue in .COM, without damage to the domain name system
(DNS);

* the data shows that collision isn’t the danger it may have been portrayed to be, and the
Interisle report is deficient in its findings;

*  “collision” existed prior to the introduction of other new gTLDs, again without damage to
the security and stability of the DNS or the Internet;;

* mitigation (if needed) can be successfully handled on a case-by-case basis;

* there is no need to delay the program further or measure the root system more than is
already planned; and

* the key to understanding name collision is to examine second-level domains, which the
Interisle study did not do.

The Scope of Any Perceived Problem

Interisle—Dby its own admission—was not granted sufficient time to completely study the root
system data available to it for name collision. Had the study been more thorough, it would have
responsively demonstrated that the magnitude of collision in .COM is far higher than the rate of
collision in every new round applied-for gTLD.

In order to make a fair comparison of the relative risk regarding collision, it’s critical to point out that
Verisign, as manager of the .COM registry, experiences collision at a rate of at least 2,000 names per
day for the studied period in 2013, and at least 16,000 names per day for the study period in 2012
(see below for additional data).

Opponents of the new gTLD program, or those who have commercial interest in opposing namespace
expansion, apparently express that collision and non-existing domain (NXD) traffic is acceptable in
the current root—especially .COM—but, cynically, that such traffic in other gTLDs (such as .CORP and
.HOME) actually threatens lives.! Such statements are not only needlessly alarmist, they attempt to
create fear and uncertainty where none is warranted.

1 http://domainincite.com/13221-verisign-says-people-might-die-if-new-gtlds-are-delegated




Notification of Applicants

Prior to the opening of the application window, the Security and Stability Advisory Committee (SSAC)
issued SSAC 0452 and recommended the applicant would be alerted “during the string evaluation
process about the pre-existence of invalid TLD queries to the applicant’s string.” SSAC also
recommended “ICANN should coordinate with the community to identify a threshold of traffic
observed at the root as the basis for such notification.”

ICANN has set the bar and notified the applicants as SSAC recommended, even if after the conclusion
if Initial Evaluation. The SSAC has not recommended that the applied-for TLDs over the bar be
delayed or restricted from root entry. Accordingly, advice was followed, and the SSAC has not
advised delay.

History of Collision

As DNS creator Paul Mockapetris cites3, the central issue is there are DNS facilities, and
simultaneously there are programs that use the DNS. Some software or networks don’t reliably
collaborate with the DNS—and has been stated often, such is a business risk assumed by those
producers. The DNS is not responsible for reverse-engineering to fit broken software. Any collision
problem doesn’t reliably lay with the existence of a new gTLD.

In fact, Mockapetris, in his authoritative experience, shares the fact that 200-some ccTLDs were
added to the root without issue. The same position was reliably put forth by the New TLD Applicant
Group (NTAG) in its 5 August 3013 comment on name collision, stating:

“A Verisign analysis using data from January 2006, prior to the launch of several active TLDs,
found that .xxx received more queries before delegation than any other new TLD. Despite
having more queries than all of the TLDs currently under consideration in the
‘Uncategorized Risk’ category, .xxx was delegated in 2011. This TLD launched without
incident, and no public complaints or technical issues have been identified since.

In addition, most of the other TLDs listed in Table 1 of the Verisign report, including .asia,
Kkp, .ax, .um and .cw, also demonstrated much higher numbers of NXDOMAIN responses than
all 279 of the ‘uncategorized’ strings, and again all were delegated with no noticeable impact.
In fact, the least ‘dangerous’ current gTLD on the chart, .sx, had 331 queries per million in
2006. This is a higher density of NXDOMAIN queries than all but five proposed new TLDs.
Again, .sx was launched successfully in 2012 with none of the problems predicted by these
reports.”

As Mockapetris states, worries about collision have existed since the introduction of the DNS. But, as
he further says, and as the Board surely realizes, there is an unprecedented level of caution in the
introduction of this round of TLDs compared to previous rounds, or to the introduction of ccTLDs.
The introduction of previous TLDs with no impact bears out the fact that this issue is overstated.

Deficiencies in the Interisle Study

This is the chart from the Interisle report that shows the queries to the root (both NXD and non-NXD
for the study period (approximately one day) in 2013:

2 http://www.icann.org/en/groups/ssac/documents

3 http://www.icann.org/en/news/press/kits/video-mockapetris-15aug13-en.htm
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However, according to our in-depth (with an appropriate amount of time to review the data) study of
the same information, we found the following:

Without accounting for Estimate with
TTL accounting for TTL
Item
2%
Potential TLDs 19% 10%
nvalidTos o 23% 12%
100% 100%

Source: Applicant OARC data study (for 2013)

It appears that Interisle calculated its percentages based on the top 100 TLDs for which the root saw
any queries (NXD or Non-NXD). Our study looked at all TLDs for which the root saw any queries.

If one accounts for the “time to live” (TTL, or the length of time that an ISP will retain the previous
DNS answer), the NXD for applied-for names would be a smaller percent of the overall number of
queries than shown in the Interisle report.

The Interisle study did not consider TTL as a factor when calculating ratios for the above pie chart.
The TTL for non-existent SLD.TLD names is in fact half that for delegated TLDs. Existing TLDs are
delegated, and obviously the others aren’t. Because of the half figure for non-delegated TLDs, the
system “asks” the root twice as often as the delegated existing TLDs, making an apples-to-apples
comparison in a pie chart misleading. The DNS traffic for sparsely queried names at recursive level is
nearly directly reflected at the root level. And this is especially true for non-existent TLDs compared
to existing TLDs. Comparing those sparsely trafficked names to heavily trafficked names at the
recursive level, those heavily trafficked names have much less of their traffic reflected at the root
level. These facts not only makes NxD traffic for non-existent TLDs difficult to compare to traffic at
legacy TLDs but also difficult to compare to other non-existent TLDs.



Had we had access to a large sample size of recursive DNS data, we would have been able to get a
more accurate approximation, but what we do know is that the NxD traffic to applied-for TLDs is a
smaller percent than what is in shown the Interisle report.

Data: Apples to Apples Comparison

It's critical that studies about potential collision focus on metrics that are appropriately comparable.

Measurements in .CORP, .HOME, or other so-called “dangerous” gTLDs can’t reliably be measured
against existing gTLDs because of a factor that has yet to be mentioned—that in .COM and other
incumbent gTLDs, registrations constantly remove some of the NXD traffic. This in fact is a factor that
could and should have been examined in the Interisle study.

It is very likely that .COM has NXD traffic at an order of magnitude far higher than .CORP; however,
names in .COM are allowed to collide. It’s unfortunately difficult to know with certainty, as we did
not have reliable access to the .COM nameserver or to a significant sample of recursive data.

Examine the following data regarding existing gTLDs and proposed gTLDs, including the cited .HOME
example:

Total For
Percent category
Existing TLDs (not incl .com) 37.1%
.com non-NxD 17.7% 55.0%
.com NxD 0.2%
Proposed TLDs (not incl .home) 0.8% 3.0%
Largest proposed TLDs (.home) 2.2% '
Potential TLDs 19.0%
JnvalidTLOs  23.0%
100.0%

Source: Applicant OARC data study (for 2013)

Donuts calculated .COM NXD traffic by examining each .COM SLD name that received traffic at the
root (this is a significant number of SLD .COM names—more than 200 million unique .COM SLDs
were tracked) for the period in question (we used the same period and the same OARC data as did
the Interisle study) and noted whether or not that SLD.COM was in the .COM zone at the time. For
any that were not, the .COM name servers would reply with NXD—we therefore totaled such queries
and assigned them as NXD, since we do not have access to the .COM name-server logs. We are
assured of the accuracy of this data.

None of the root-level NXD traffic attributed to .COM is for registered names, such as high-traffic sites
Yahoo.COM, MSN.COM or Google.COM, as may be seen at the recursive level. AIl NXD traffic that we
attributed to .COM comes from unregistered names.

As a delegated TLD, .COM has a TTL twice as long. Therefore for that entire TTL period, any NXD
query from a recursive resolver (not the SLD.COM name, but .COM itself) would be cached; therefore
the root would not see subsequent NXD queries during the cache period. Due to this, we estimate that
the actual NXD queries that .COM is seeing is approximately 10x the level indicated above.

In 2013, .HOME queries accounted for nearly 75% of the total queries for all proposed TLDs. Our
preliminary analysis shows that 92% of these queries (92% of the 75%) appear to be from Google’s



Chrome browser querying for a random sequence of 10-character SLDs. These strings are random
and Google Chrome is relying on the fact that it should return an NXD DNS response. To ensure at
least one NXD response, Google Chrome will submit three of these random strings at a time, which
significantly increases the query count. Many routers have “HOME” as a search suffix, so a significant
majority of these random 10-character string DNS queries end up at the root under the . HOME TLD.
Since these strings are designed to not only be random but also not collide with existing
registrations, the likelihood of collision and subsequent risk is low to none.

NXD traffic in 2013 is higher than in 2012 for applied-for TLDs. However, there is less total traffic in
2013 compared to 2012. Since the data above is from 2013, and this was after the TLD application
window closed and the applied-for TLDs were revealed, its possible some of this additional NXD
traffic is due to competitive gaming of the NXD traffic. It may be possible to measure this in the
historical data if given enough time (by for example, examining source IP and other patterns in the
query data). There are many NXD queries (1.7 million) for SLDs that appear to be random computer-
generated SLDs (not including the random Chrome browser 10-letter anomaly, which is much larger)
in the 2013 data compared to the 2012 data.

Size of the Existing “Problem”

During the one During the
day study one day study

(approx.) (approx.)
period in 2012 period in 2013

Number of .COM queries that came to the
root for names that are not in the com zone
(this is the number of NXD queries for .com
coming to the root)

Number of unregistered SLD names that
generated the queries above

888,569,816 83,565,199

136,905,037 6,296,463

Number of those names above that

produced the NXD queries that were 548,188 58,755
registered within the next month

Number of NXD queries those subsequent
registered names above represent
Percent of the NXD that was subsequently
registered (AND THEREFORE COLLIDED)

28,671,101 1,629,429

21% 26%

Source: Applicant OARC data study (for 2013)

The most significant statistic in the above table is that to reach the “danger” threshold outlined by
Interisle, a proposed TLD needs to have received 50,000 queries during the study period. .COM
received more than 80 million.

A significant number of domain names in .COM are registered each month that have NXD traffic. In
fact, 548,000 names in a month (on average, about 16,000 name collisions per day) is more names
than most registrars have under management after 10 years of operation. These names are not being



“tasted,” since that was banned before 2012. Its very likely that some registrants are specifically
targeting .COM names that have NXD traffic, and Verisign is allowing these name to be registered and
therefore colliding with “pre-registered users” of these .COM names (those Internet users who use
the name and cause the NXD traffic). These NXD names therefore are being specifically targeted for
registration. We note that Verisign sells .COM NXD data for this targeting registration purpose.

If these second-level names were to be disallowed, as they were in the proposed TLDs (TLDs were
not in the root during the study period), then .COM NXD traffic would grow at approximately 1.6
million queries per month (in 2013). Therefore, the NxD query traffic for .COM appears to be low not
only due to the TTL, but also due to the fact that these SLDs names are being registered, reducing the
NXD load in subsequent months. In other words, the NXD for .COM for the study period would have
been even higher if during the previous months Verisign had not allowed NXD .com names to already
collide.

.COM queries

Further to the point above, according to the following table, the number of total queries for NXDs
decreased between 2012 and 2013, though .COM queries decreased at a faster rate.

2012 2013
Total queries 44.8 37.9 billion
.com queries 16.0 7.9 billion
.com as a percent of the total 36% 20.8%

Source: Applicant OARC data study (for 2013)

By allowing these so-called collisions, Verisign collected $4 million in registration fees over the
month following the single-day study period, which in fact reduced further collision.

It appears further that during the study period in 2012 that .COM name servers were unusually
loaded, as compared to the much lower load seen in 2013. In 2012 .COM had 16 billion queries
during the study period, compared to 8 billion (half as much) in 2013.

It is also observed that in 2013, during the study period, the ] root received 7% percent of the traffic,
butin 2012 the ] root had 53%.

Distribution of NXD Traffic for Top-Queried SLDs

There’s a smarter way to examine SLD NXD traffic across TLDs. The following table

shows each heavily trafficked SLD in order, and the NXD counts for each across ALL applied for TLDs
for the approximately one-day period in 2013 using the OARC data. It also shows the TLDs with the
highest subdomain traffic.

For example, 99.98% of all NXD traffic that the “Den” SLD produces goes to “Den.ICE”. If the .ICE
registry blocks “Den” (or otherwise mitigates it) then any harm that “Den” SLD traffic may create is
mitigated. As another example, the “google-10-characters” (as if they were one single SLD) saw the
most NXD traffic compared to all other SLDs, and 97% of that traffic goes to .HOME, and 0.7% goes to
.CORP. If those processes are blocked in just those two proposed TLDs (or otherwise mitigated, by
Google for instance) then that similarly goes away. Further, 99.9% of the second-level name “sap”
NXD traffic goes to “.CORP”, while 92% of the SLD “org” traffic (a total of 13.2 million NXD hits) goes
to .HOME. Therefore, based on 2013 data alone, blocking those second-level names in these two
TLDs will very nearly eliminate 46% of all NXD traffic to all applied-for TLDs.



NxD Count for
the SLD across
ALL applied-for

TLDs in the
2013 study
period

(approx 1 day)
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NXD Queries By TLD and SLD Before Mitigation

The following graph shows a selection of 11 TLDs for which Donuts has applied. The TLDs represent
the top eight—by rank of NXD queries in 2013—and the bottom three (but still in the Interisle
“20%") by the same Interisle ranking.

The NxD for each TLD is plotted in order of highest trafficked to least trafficked SLD, for the top 50
SLDs in each TLD. For example, “sap” is the highest trafficked SLD in the “.CORP” TLD, followed by
“Bank.CORP”. We also grouped SLDs, in effect, to comprise one SLD. These grouped SLDs are in all
caps below the graph. For example, all two-letter SLDs into “2-CHAR”, and the 10-random-character
Google/Chrome SLDs into “GOOGLE-10". We've done so because either the entire group is already
blocked from registration, such as 2-CHAR, or easily blocked such as GOOGLE-10. As you can see, the
NXD traffic for the top TLDs are heavily weighted toward the very few head SLDs. Blocking these
SLDs mitigates any potential issue until other mitigation methodologies are employed (such as
source IP mitigation).

We comprised the following groups of blocked SLDs:

1) Invalid SLDs, such as TLDs that contain an underscore like “srv”. These are already blocked.

2) ASCII Two-character, such at “uk”. These are also already blocked by ICANN regulations.

3) All TLDs already reserved or have special rules/control by ICANN, for example, “france”, or
“example”

4) All SLDs that are prohibited as TLDs, for example “local”, and “arpa”

5) All TLDs that are major TLDs, such as “.com” and “.org”

6) Alist of about 32 SLDs that are technology terms, such as “router”, and “lan”

7) Alist of major brands that are heavily trafficked across all applied-for TLDs, such as “sap”,
“google”, and “msn”

8) All SLDs that are a number less than or equal to 255, such as “10”

9) A small handful of SLD strings removed on a TLD-by-TLD basis.



NxDomain Queries by TLD and SLD

Before Mitigation

business baby band diet

inc

group

global ===site “=network

==home “==corp

h

\

~

10000000

9000000

8000000

7000000

6000000

5000000

4000000

3000000

2000000

1000000

6v a1s
8v ai1s
Ly a1
9v a1s
sy ais
vy ais
Ev ais
wais
v ais
ov ais
6€ a1S
8€A1S
LEQTS
9€ a1s
SE€ Q1S
Ve ais
€€ QTS
Qs
TEQlS
0€ a1s
62 ais
82 als
Leais
9z ai1s
sz ais
vz ais
€2 ais
wais
Tzais
o0z ais
6T a1s
8T 1S
L1 a1
9T a1s
ST Q1S
YT ais
€1Q1S
o ais
1T ais
0T ais

6d1s

8ais

Lais

9ais

S ais

v a1s

€Qis

cais

Tais

D

eise 105} uasqal osse
ur Nwy ad dos
dnoaSyiom wuayauo oJuanou e|Typ
nddiod ALY Xen uon
Ansi3aa Bunsoy Xau Tiddeues
w wnuyse dnougesas FENENIEY
3 i xqeequoy 3904p
qnyuoz ejuenb uiq
aweu |122esn; 04q
y00qadey shs 19-e938 oT|opow
JInu P juwdes u
Mmmm eljnep uesepw qSwop
XOganAy| Aol 12uhsea spuewn
9|8008 uy pni J3woisnd
diod eyPp sa|qeopju J030quashjelp
a8esuow weans X3|payun MMM
5 urew seas||e JopInIas
a1snw Sqe esp.o) Jopoyinjoyney
qnyawoyiq Jiepajeas sijeax deges)
Jun 1e38uo] nos [pwey
ue]  adedsydes 192N m
dnas 1sanb 19ueiqou day
w3y a@Is-anvANI spe a|nys
qow J0ds wadad
diy amdo 18 nos
auou Ips paidde 21q
FEINEY esdsoy FUTICIE) 1s0y|edo|
o3 wues |epaae| wnyay
awoy sansiSo| suss
npa 1eqo|S  @1S-QNVANI 1s9p
XxoqAy 15y Aedsipg) |eao]
J9xppesal |eusaiul saulbys  Axoudgpss
edie pie xeq 192
J13inos e)d Aqu agsd
edaio j004 sndwAjo Xnuj|
|e20] inos3ssedwod pneqgyoe|q Ay
zq muwgq Py syiomuaz
pedm yaunz Joom}d01 pedm
dejes; Jaied  01-319009 npa
oju SNquie Ilewopsuexau ojul
€ BeAd) euew 9|8008
810 psesuns 3n aus
ai1s-anvani dioonq 8 @1S-anvANI
Pu qejo2 Suny Sess
Jd-SaN3  0T-319009 1a33e1p 210
qnyuoayy Janudde juapnis  QT-319009
YVHI-T YVHIT 1001 U
wod jyueq A3 HYHI-C
01-319009 des YVHIT wod
] a F o

oli3y
dyaim|

dao

auqued
Xiue

Soeu
|edojioee
|evo]

Jejeb
dwoowe
810

£

sun

€€ps
ausodwod
1san3

onese

Pu

|eusazul
ipd>

xasel

310>

Spes
|eusajur-suy
sopadns
xadi

dejesi
s8uipjoy
25w
odwaje
[SENEINEIT
Si0zjom
12150}
3je1-uIaISEd
diod
FENEILITIT]
pedm

wod

ousjeq
Aindsaw
ews

sy
ajeand
YVHI-T
enuisiw
0T-319009
a1s-anvAnI
|eqoj8
awoy

.network

sijodaupy W 119p JuiansaseIpaw uonuayne e
nueyd slq 9J8003 dis ped 80ZWO0d
Xaja3ewis 023504 paddoyp  [eusdjuidis Jssewpuesd s8uop
50349} dnou3ds SELX| uen| zuesnw ueynp
ssl  spuawnoe eyzsajuse S3ABS LIWOLPIRY} SIOIPIYSSO|1e)
[RRENICIY wod 5/Ze/qTZ003° JlewA Xpps sueyhayy
uasonw Jamodnyy Z2ddoyp N0 Jd-SaN3 3
UBjJOISIN  BUMOPIOA Jwiy xas uapeppeApay ayay
saA|le seypiewiune 0253 oAqeq iAysuayuespip  dy-woopiay
spuane aseajeapl TOINIq LTJTW/ Y699 JA13]qWnyay) DRo-sauueyol
Sioe Sewoy wepueb A 123901 1eqo
uews)| neapu doide| ejauqes SMau x
opewoud 2923 ssauisnq ano| wod €LTWOd
lauepeanbueq nsul-psepueis ass npa asopJanof n8isua
293935 shsesaiua ndwoy-uiwpe euyjas J3.13ulE] dny
wdS  yenondsp e 2J10A92 dwesyieayay yupnf
Asiep Q9lpis  Jandwoy awoy pnisawoy ay
7] Aojje T2ddoyp noyaoia yidayyuljayse |epads
oy |3qs0} aandwioy-1asn 9AES »3.11s58[23Nd sdn
ayP3||PUYdS Jw  jeueldnas Suiddoys Ajjessazsuowr uozuaA
wjuoid Pwswod ue| FETT] yahy 1s3q
1j0118yuoq xiuasoz 18P noA piayoueuennf dnwnioy
LISNEWO) 3|3}  3aUpe-5030Z ady ISNS 1seAUBD3IEIM yo00ud
22 yaazers 800259s 195N jwywMmaIpue oju
ew yd day wnioy dejes :quoninasino|
ues|nq uos|i8 02ddoyp £58z5sdy 1123foad qe-Asd
up| puepseay Janias  1anaasAxoud sqs-Sueq jj00qade}
20 yiesy a1sdojau 3 HVHI-Z Qs
Siowe sqejtb 8 1 AgegAddey A Ajooq  spTZ-yEaYy
13u-s nnjospuimdn oanig Apuees ! 12JUIAIA
shAsiaua MBINSSOLD npa Mmmmwod  enSeuesed yieay
jueqod’d €129) uawsqs uqu dfs|uga  suajewod
Aes sndde Asuoy pessedalpieyd 210
eanjoxn| ye uoiz aleys|im
21 @1S-GNVANI e doy
Jeuy enjeaouul zo00esed  uagnejuehs sunpjun|
aesodiod wieydeue |eao| 2d-San3 pedm wnJoy
eojuajed nw pedm spunod ejels pd-121p
asy eyajos 3peso 19MI3S IppnIIwel 2d-sani
ouepJoid awod edie yo.easi eydipiopliod 810
1adew yasnuews dejesi Aqeq oejeqnd  g1S-ANVANI
Any 192 ojul HVHIT eSue Mmmm
01-319009 ejenb 2d-san3 wod>  g1S-anvANI zradedse
unios uoA3| 810 dejesi  ysoisnwpy dejes;
qsysuim $92IA195  Q1S-QNVANI youeas leysejeshiiey HVHIT
paesu-pousad ye1eIpaw pEL] mmm mmm w
Jojissa i1sd wod pedm  0T-319009 pedm
soqysuim  0T-319009 dVHI-Z 01-319009 pueqadua wod
YVHIT YVHDO-Z 0T1-319009 Q1S-AINVANI J9)5eW  0T-319009
@



Note not ALL of the above SLDs need to be blocked in each and every TLD to provide the “after” NxD

mitigation show below

NxDomain Queries by TLD and SLD

After Mitigation
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As you can see the NxD traffic would be mitigated if the above nine types of SLDs were blocked
across all TLDs. Note that the new “high-count” SLDs are now very esoteric strings with very low
NXD traffic.

The .CORP and .HOME Examples

The applied-for .CORP and .HOME gTLDs have been singled out as particularly (potentially)
troublesome. Unfortunately, the Interisle report did not examine second-level names for either of
these gTLDs, which is more likely the source of any issue.

Consider the usage of these names by brand companies. For example, someone searching for
Airbus.CORP may have collided already with another TLD, as another TLD could have been in the
search suffix list. The existence, therefore, of .CORP benefits Airbus by preventing the what may
already be leakage of traffic. End-user search via .CORP demonstrates demand for the name’s usage
even before its delegation to the root.

New gTLD traffic is similar to NXD traffic in .COM, .UK, and other existing TLDs. In the case of .CORP,
some networks append this name in the event of an unsuccessful resolution. For example, if
Google.COM weren’t to resolve, even temporarily, a network could try Google.COM.CORP.

However, the reverse is not true. If a user typed in Gougle.COM, intending to reach Google, the
community does not forbid such names from being registered or receiving NXD traffic. If .CORP were
in the search suffix list, then Gougle.COM.CORP must resolve for any harm to occur Even then, as we
said in our prior comment, if the Com.CORP registrant were prohibited from obtaining a certificate, a
secure connection to a destination that was unintended would not occur.

In the instance of the term “corp,” the Corp.COM registration exists. As its registrant admits, it
generates significant error traffic, likely due to “.com” (or “Corp.COM”) being in the search suffix list
for a large number of users. If Corp.COM were to be deleted, Verisign would allow it to be registered
again. This significant error traffic (that would otherwise be NXD traffic) to Corp.COM is not causing
harm.

Subdomains, Source Traffic, and Brands

Further to the issue of second-level registrations, the careful blocking of but a few are a viable and
effective mitigation for potential collision issues.

Blocking certain second-level names is effectively the same as not inserting the “problem” gTLD into
the root, as it relates to collision. The registry simply replies to a query with the NXD as it would
now.

In the instance of . HOME, setting aside the “Google-10", many of the second-level names that would
cause collision are already disallowed by ICANN, including two-letter names, names with
underscores, and certain terms.

Corollary to this point, it’s critical to examine the source of NXD traffic to ensure the collision issue is
not inappropriately overstated. For example, as Google itself will document, the Chrome browser
defaults to a random 10-letter domain name search in the event of NXD entry—this accounts for over
a third of all NXD traffic. If this issue is fixed, a significant percentage of such traffic will cease.

Brands cannot be discounted in this equation. ICANN rules already provide significant difficulty for
non-brand holders to secure a branded second-level name that potentially could collide, thanks to
the significant trademark abuse mitigation tools in place in new gTLDs that don’t exist in incumbent



gTLDs and ccTLDs. Certainly, it benefits the brand owner to have their names available to them, and
to receive the traffic, rather than have them banned from registration in these gTLD outright.

Recommendations

Donuts recommends the following to address name collision:

*  Ona TLD-by-TLD basis, disallow a small list of second-level names that receive the
disproportionately highest share of collision traffic, if not already blocked by ICANN or
otherwise mitigated.

* Request that browsers stop generating random lookups (e.g., random 10-letter names).

*  Ona TLD-by-TLD basis maintain the ban on two-letter names for a period, or until the NxD
traffic is mitigated at the second-level for these names

* Maintain the ban on names with underscores and other punctuation.

* Do not attempt to “instrument” the root by delaying new gTLDs to monitor collision—the
data on collision clearly is available.

*  Collect sources of problem traffic and address the issue directly with ISPs.

* Don'tset up MX records for certain second-level names (e.g., some SLDs in .MAIL) until that
is mitigated by other means.

* Disallow a few Internet terms (e.g., POP3, HTTP, etc.) to mitigate such NxD traffic in some
TLDs until that NxD is mitigated by other means.

* Disallow existing TLDs as second-level names (e.g., COM, NET, BIZ, INFO) in certain TLDs for
a period.

* Name collision mitigation must be addressed directly with applicants and not decided in a
vacuum by the Board. Each TLD will have individualized needs for any perceived mitigation.

Conclusion

Our conclusion from the data is that no applied-for TLDs need mitigation, with the possible
exception of a very few.

Had Interisle enjoyed the luxury of additional time, its data perhaps would have been more complete
and illustrative.

Name collision, however, exists and will continue to exist in legacy TLDs. It does not cause a
problem, though the volume is far greater in these existing TLDs than what could be expected in new
gTLDs. There is no evidence that points to a need to limit or slow new gTLD development, and this is
confirmed by extensive Initial Evaluation activity for security and stability. The Internet can handle
the introduction of new TLDs, even TLDs with existing NXD traffic, just as it has done competently in
the past.

As Paul Mockapetris stated, technology is not supposed to limit choice. Donuts respectfully requests
the Board to honor this tenet of the new gTLD program.



