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April 25, 2016  
 
Brian Aichison 
Lead Researcher, Global Domains Division 
ICANN 
12025 Waterfront Drive, Suite 300  
Los Angeles, CA 90094-2536  
 
Re:  Draft Report on New gTLD Program Safeguards to Mitigate DNS Abuse  
 
Dear Mr. Aichison: 
 
The International Trademark Association (INTA) is pleased to submit the attached 
comments regarding the ICANN Draft Report on New gTLD Program Safeguards to 
Mitigate DNS Abuse.  

  
INTA’s comments are predicated on our mission to protect consumers and to promote fair 
and effective commerce.  We strongly support the goal of ICANN’s Competition, 
Consumer Trust and Consumer Choice Review Team (“CCT-RT”) of reviewing the impact 
of ICANN’s New gTLD program on competition, consumer trust and consumer choice, 
and agree that an examination of the effectiveness of safeguards put into place to protect 
against DNS abuse should be part of the CCT-RT’s analysis.  However, we are 
concerned by some of the conclusions and limitations of the Draft report, and address 
them here. Should you have any questions about our comments, I invite you to contact 
Lori Schulman, INTA’s Senior Director of Internet Policy at 202-261-6588 or at 
lschulman@inta.org.    
   
Sincerely,  

 
Etienne Sanz de Acedo 
Chief Executive Officer 
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INTA Comment on the ICANN Draft Report on New gTLD Program 
Safeguards to Mitigate DNS Abuse 

 
April 25, 2016 

 
The International Trademark Association (INTA) appreciates this opportunity to 
comment on the Draft New gTLD Program Safeguards Against DNS Abuse report 
(“DNS Abuse Report” or “Report”) prepared to aid the work of the ICANN Review Team 
on Competition, Consumer Choice, and Consumer Trust (CCT-RT).   
  
Introduction  
  
INTA’s views on the issues outlined in the Report are informed by its mission as an 
association “dedicated to supporting trademarks in order to protect consumers and to 
promote fair and effective commerce.”1  Inherent in this mission is a fundamental 
concern with preventing the abuse and misuse of trademarks in the Domain Name 
system (“DNS”) and the potential for increased abuse in the New gTLD program.   
 
We therefore fully support the review of the effects of the New gTLD program by the 
CCT-RT and believe that a full and detailed review of the current system, the Rights 
Protection Mechanisms (“RPMs”), and the effectiveness of the Safeguards discussed in 
the Draft Report to address the four questions relating to mitigation of DNS abuse will 
help illuminate their effectiveness in addressing areas of abuse and misuse of the 
system that have been created or exacerbated by the implementation of the New gTLD 
program.  It is further hoped the CCT-RT’s work will enable ICANN to recognize and 
correct or put into effect new mechanisms and safeguards to address these real issues, 
and to make adjustments to the RPMs as part of any subsequent rounds. 
 
INTA is, however, disappointed that the current document fails to address or seek 
information regarding the mitigation of types of DNS abuse that either infringe or create 
confusion with trademarks through the DNS, or utilize New gTLDs to extort exorbitant 
fees from trademark owners wishing to protect their trademarks through defensive 
registrations.  INTA previously advised ICANN of its concerns about Registry operator 
abuses targeting trademark owners by letter dated June 22, 2015 to Mr. Allen Grogan, 
Chief Compliance Officer of ICANN.  (A copy of which is submitted herewith). 
 
In its letter, INTA discussed the need to address the following types of Registry Operator 
abuses which were ongoing at the time: 
   

• pre-registration programs and allocation of domain names prior to trademark 
sunrise periods; 

• pricing schemes targeting famous trademarks during sunrise periods and as part 
of premium names programs;  

                                            
1 http://www.inta.org/About/Pages/Overview.aspx.   

http://www.inta.org/About/Pages/Overview.aspx
http://www.inta.org/About/Pages/Overview.aspx
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• the reservation by registries of coined and arbitrary trademarks making them 
unavailable during trademark sunrises;  

• bulk premium name allocation to affiliated monetization platforms; 
• circumventing trademark claims notice requirements; and  
• promotional practices confusing consumers and encouraging cybersquatting.   

 
Although cybersquatting, front-running, traffic diversion, and other similar activities were 
noted in the Report as examples of registration abuse, the specific forms of Registry 
Operator abuse noted in the June 22 letter are not.  Presumably this is because these 
types of abuse have not been the subject of safeguards.  While this means they may 
have been considered beyond the scope of a study of the effectiveness of established 
safeguards, INTA believes these forms of abuse should be acknowledged and the paucity 
of safeguards noted in the Final Report so that the CCT-RT can take this into 
consideration.  This is particularly important in light of the Report’s self-characterization 
that it “defines the activities that constitute DNS abuse and assesses indicators of the rate 
of abuse in new gTLDs and the DNS as a whole.”  Without consideration of these other 
forms of abuse, the Report does not fulfill its purpose. 
 
We further observe that the Report references a number of studies and empirical data to 
support its conclusions, or to which the CCT-RT might refer in order to determine the 
effectiveness of the nine safeguards.  It does not, however, include the reports or data 
as part of the Report or in support of its conclusions.  INTA suggests that this data and 
these reports be made part of the Final Report to enable CCT-RT to consider it without 
having to conduct the research itself. 
 
INTA provides the following comments on the report, organized by the Four DNS Abuse 
Questions. 
 
 
Question 1:  How do we ensure that bad actors do not run Registries? 
 
INTA believes that preventing and stopping bad actors from running Registries is a key 
part of securing consumer trust in the New gTLD Program. INTA supports the safeguard 
attached to this question, namely the vetting of registry operators through background 
checks to reduce the risk that potential registry operators have been party to criminal, 
malicious and/or bad faith behavior.   
 
INTA is concerned by ongoing abusive registry practices by certain new gTLD registry 
operators as set out above and in its June 22 letter. INTA notes that various potential 
forms of registration abuse were discussed by the GNSO's Registration Abuse Policies 
Working Group in 2010 and that these are listed on page 6 of the draft Report. The list 
includes cybersquatting, front-running and other activities abusive of trademark holders' 
rights. These practices are harmful to consumer trust and are contrary to the pro-
competition, consumer-focused rationale for the new gTLD program. INTA also 
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considers that in some instances such activities may violate the commitments registries 
make in their applications and in their registry agreements with ICANN.  
 
INTA believes that the prevalence of these activities could be significantly reduced by 
effective vetting of registry operators prior to execution of a registry agreement and that 
ongoing checks should be undertaken. However, the draft Report does not address how 
to measure the effectiveness of vetting against practices of this nature. Instead the 
recommendations in the draft Report for defining and measuring the effectiveness of 
this safeguard concentrate on vetting the criminal history of potential registry operators. 
INTA urges ICANN to reconsider this focus on criminal history only and to broaden the 
assessment of this safeguard to include the effectiveness of vetting against bad faith 
practices of registry operators. 
 
INTA believes that data for a broader assessment covering the effectiveness of vetting 
for bad faith behavior should already be available to a certain extent. In particular, INTA 
notes that Pricewaterhouse Coopers (PwC) was engaged by ICANN to perform 
background screenings focused on two areas: 1) general business diligence and 
criminal history, and 2) history of cybersquatting behavior (page 17 of the draft Report). 
Given this, it should be possible to analyze the data collected by PwC on cybersquatting 
history in order to establish the effectiveness of the screening in this area, in addition to 
criminal history. INTA suggests that an analysis of the results of the PwC background 
screenings, or as a minimum the overall numbers of rejections and of applications that 
were considered eligible to proceed based on the background screening process, 
should be made part of the Final Report. Additionally, INTA would support an extension 
of screening to cover not only the history of cybersquatting behavior but of abusive 
registry practices in general and, more particularly, past and present violations of the 
commitments contractually made by and the contractual obligations on registries.  
 
As noted in the draft Report (at page 17), the personnel running a Registry may change 
over time so that screening on an ongoing basis may also be important. INTA welcomes 
any move to introduce ongoing screening and to monitor ongoing compliance with 
contractual obligations. INTA also encourages ICANN to enforce the terms of its registry 
agreements towards registry operators who are found to engage in abusive practices. 
These additional safeguards of ongoing monitoring and enforcement of existing 
agreements with registry operators would provide important additional means to 
address the concern that bad actors should not be running Registries.  Without them, 
and without consideration of their effectiveness, the effects of the New gTLD on the 
DNS ecology cannot be adequately gauged. 
 

Question 2: How do we ensure integrity and utility of registry information? 
 
Trustworthy registry information is a critical protection for all internet users.  INTA 
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recognizes in particular the value of the first safeguard in this category, the requirement 
in the Registration Agreement that all new registries implement DNSSEC.   

Because of the importance of this safeguard to consumers and trademark owners 
operating websites, INTA supports the more thorough measurement and evaluation 
mechanisms suggested in this draft Report. Determining the effectiveness of this 
safeguard is important in deciding whether the current requirement is adequate and 
achieves its stated purpose.   

INTA does not have specific input on the review team’s proposals around data collection 
and analysis relating to the other two safeguards, prohibition of “wildcarding” and 
removal of “orphan glue” records. Analysis of the sufficiency and accuracy of the review 
of these two safeguards is beyond the expertise and purview of INTA. 

Question 3: How do we ensure more focused efforts on combating identified 
abuse? 

INTA supports safeguards that provide brand owners with the information necessary to 
eliminate the conduct of malicious actors, particularly those using well-known 
trademarks in support of DNS abuse.  Also central to these safeguards are transparent 
procedures and processes to quickly and effectively remove DNS abuse.  The use of 
thick WHOIS records, accurate contact information for registry operators, and consistent 
standards for expedited security request processes are critical safeguards to further the 
stability of the DNS and for quick action against DNS abuse. 

INTA agrees with the conclusion that use of thick WHOIS records greatly assists in 
efforts to identify and remove malicious activities.  INTA would welcome a study of the 
utility of thick WHOIS records versus thin WHOIS records, as INTA believes that such a 
study would conclusively confirm that thick WHOIS records are more valuable than thin 
WHOIS records in enabling trademark owners and law enforcement to respond to DNS 
abuse.  A survey of abuse responders would be very helpful in measuring the 
effectiveness of thick WHOIS records as a safeguard against DNS abuse.  Consistent 
with INTA’s positions in prior comments, INTA acknowledges that under the current 
WHOIS structure, data inaccuracy is highly prevalent.  While the use of thick WHOIS 
records does not ensure the submission of accurate information, the use of thick 
WHOIS records does enable DNS abuse responders to confirm where inaccurate 
WHOIS information has been provided and to take appropriate action. 

A central and single point of contact for receiving DNS abuse complaints is also a very 
important procedural mechanism for quickly eliminating DNS abuse.  INTA approves of 
the continued obligation of registry operators to provide accurate contact information for 
handling inquiries related to DNS abuse.  While INTA appreciates the comments by 
some in the community that this safeguard is also used by spammers, this safeguard is 
still an important tool in alerting registry operators of ongoing DNS abuse.  INTA also 
agrees that the effectiveness for this safeguard should be measured by the ease with 
which the corresponding contact information of registry operators may be located and 
the ease with which DNS abuse may be reported by DNS abuse responders.   
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INTA believes that an important additional mechanism to measure effectiveness of this 
safeguard would be a study of the responsiveness of registry operators in reviewing and 
responding to notices of DNS abuse.  This study could assist in confirming whether the 
contact information provided by registry operators is accurate and whether registry 
operators are receiving and processing these notices in a manner that ensures an 
effective response to notices of DNS abuse. 

Finally, INTA supports the requirement of participation by registry operators in an 
expedited security request process (ERSR).  The implementation of ERSR programs 
could provide a critical safeguard to the security of the DNS and, when available, are an 
effective tool against DNS abuse.  As an additional measurement of effectiveness, 
INTA also supports a standard, minimum time period by which all registry operators are 
required to respond to a security threat.  A uniform and transparent standard would 
benefit both the DNS and registry operators, setting expectations for the community on 
appropriate response times for responding to DNS abuse. 

 

Question 4: How do we provide an enhanced control framework for TLDs with 
intrinsic potential for malicious conduct? 

It is INTA’s understanding that while the above question is important in determining how 
to systematically ensure that TLDs with intrinsic potential for malicious conduct – such 
as those relating to money, finances, health, and other sensitive areas – are protected 
against abuse, no standard safeguards have been adopted for application across the 
DNS.  Instead, as a safeguard, individual registries have been encouraged to develop 
their own independent means for protecting against abuse.  

The Report generally proposes evaluation of the “successful adoption, implementation, 
and verification of a high security zone (HSZ) in [TLDs] with a high potential for 
malicious activity”, defining these TLDs as those “representing the banking/financial and 
pharmaceutical sectors.”  INTA agrees that the CCT-RT should consider the 
experience of these high-risk TLDs.  However, we note that HSZs have not been 
defined or required for sensitive TLDs and the meagre list of “sensitive” TLDs may be 
too limited.  We therefore suggest that the Report consider including other TLDs and 
analyze and compare the incidence of abuse in TLDs in which no HSZs have been 
established with those in which private HSZs have.  ICANN itself has never determined 
which TLDs should be certified as having “intrinsic potential for malicious conduct”.  
INTA proposes that such a list should include TLDs that not only relate to sensitive 
subjects (bank, insurance, pharmacy) but also those that invite other types of abuse 
such as premium pricing, fraudulent websites, or other types of registry or registrant 
abuse. 

We also note that it appears that ICANN would not agree to take on the liabilty of being 
a certifier and that business case could not be made for third-party certifier to operate 
the program,   As a result, INTA recommends that CCT-RT guidance from the ICANN 
board concerning whether am ICANN-controlled certification program is an effort that it 
would agree to operate.  In addition, INTA believes that the CCT-RT should collect data 
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that would be useful to a working group comprised of experts formed to continue work 
on a HSZ verification.   

 

Final Comments on Research Proposal and Methods 

 
As noted above, we believe that the Report does address the measurement of some 
appropriate issues regarding DNS abuse and whether the New gTLD program’s 
safeguards adequately address these.  However, we also believe that it fails to provide 
the empirical data and studies required to answer the other fundamental questions.  
This is reflected by the insightful, in-depth, but eventually inconclusive set of proposals 
for establishing a qualitative framework for testing the effectiveness of safeguards 
described in detail at the end of the Report. 
 
This Report, then, cannot be considered a fully developed resource for the CCT-RT to 
utilize in its considerations, but a plan for the conduct of empirical research in order to 
determine the effectiveness of the Safeguards.  . 
 
INTA agrees that trends and data relating to the New gTLDs must be compared with the 
same regarding the Legacy TLDs.  However, in doing so the data must be analyzed by 
comparing the trends, the ratio of abuses to the number of domains in a particular 
registry, the qualitative experience of registrants, registrars, and registries as well as 
internet users, and the ratio of incidents per domain in New gTLD registries against 
those in Legacy gTLDs. 
 
Finally, we note again that the Report’s conclusion is that additional studies requiring 
outside vendors and expert analysis will be required to provide truly reliable and 
insightful statistical data and analysis.  We agree that in order to properly analyze the 
effects of the New gTLD and the effectiveness of both Safeguards and RPMs such 
additional research will be necessary.  It will also be necessary to compare not only 
Legacy and New TLDs, but both of them Pre- and Post- New gTLD program roll-outs 
(insofar as the introduction of New gTLDs could actually have an effect on DNS abuse 
in Legacy TLDs).  Meaning that this Report, intended to provide the CCT-RT with 
information and analysis to aid that Team’s review, actually requires the CCT-RT to 
undertake its own costly, time-consuming research in order to obtain information 
sufficient for it to meet its chartered goals.  We therefore caution that the artificiality of 
the CCT-RT’s report deadline be considered and the schedule be adjusted to allow 
more effective and meaningful study and analysis. 

 
 

About INTA  
  
INTA is a 136 year-old global, not-for-profit association with more than 5,700 member 
organizations from over 190 countries.  One of INTA’s goals is the promotion and 
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protection of trademarks as a primary means for consumers to make informed choices 
regarding the products and services they purchase.  During the last decade, INTA has 
also been the leading voice of trademark owners within the Internet community, serving 
as a founding member of the Intellectual Property Constituency of the Internet Corporation 
for Assigned Names and Numbers (ICANN).  INTA’s Internet Committee is a group of 
over 200 trademark owners and professionals from around the world charged with 
evaluating treaties, laws, regulations and procedures relating to domain name 
assignment, use of trademarks on the Internet, and unfair competition on the Internet, 
whose mission is to advance the balanced protection of trademarks on the Internet.  
 
 
Attachment – 6/22/15 Schulman Letter to Grogan  
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