A response to the PPSAI Working Group Initial Report, May 2015

ICANN Privacy and Proxy Services Accreditation Issues 
1. I fully support the comments of the NCSG to this Initial Report of the PPSAI.  As a member of the working group, and a former member of the Experts Working Group (EWG), I wanted to additionally raise a few issues that I think are relevant to the consideration of the comments received during this comment period.

2. ICANN has no remit to look at the purpose of registration of a name.  I understand the policy reasons for wanting to exercise some control over the use of the Internet for selling goods and services, but this is absolutely not the responsibility of ICANN, nor should that responsibility be passed on to registrars through the mechanisms of contracts.  Responsibility for protecting consumers with respect to the content on the Internet rests with nation states, and ICANN must stick to its own very limited role, that of managing the assignment of names and numbers.  Law enforcement and intellectual property interests are experiencing difficulties in enforcement due to the limitations of jurisdiction, the robustness and thus slowness of MLAT procedures, and the lack of cooperation of some countries who experience economic benefits from certain activities...among other issues.  This is a problem, but it is not ICANN’s problem to solve, by providing alternative legal procedures through contractual control of information.  
3. In my view, the privacy/proxy services have sprung up and flourished partly because data protection law is not being enforced.  I would like to see that law enforced properly, and respected by ICANN without it being dragged into court as a data controller which forces registrars to refrain from respecting the spirit and the letter of data protection law.  However, it is certainly true that many countries do not have data protection law that adequately respects human rights, and that groups also have privacy rights which are not going to be protected sufficiently through the application of data protection law, insofar as it applies to individuals.  What we require here are fair information practices which would apply broadly to all registrants and which would implement human rights.  Privacy and confidentiality are fundamental enablers for freedom of association and expression, and this means that until we succeed in changing WHOIS policy to reflect fair information practices, we will need ubiquitous, fairly priced privacy/proxy services.  I agree with the comments of Mark Jeftovic in his Circle ID article of July 3, that all WHOIS related activities should be put on hold until we design a new RDS. (http://www.circleid.com/posts/20150703_confessions_of_an_ex_opponent_of_whois_privacy/)
4. Privacy/proxy services can be priced out of existence by any of a number of issues mentioned in the report.  I will focus on only two:  requirements to validate data, and requirements for the registrars to pay for delivery of legal documents to the beneficial owner of the registration.  The first one has not been shown to be required or beneficial in fighting criminal behavior, and the second reverses the normal burden of cost and is not justifiable.  
5. I support the proposal to permit a beneficial user to abandon a domain name if there is no other choice than to lose anonymity in a court proceeding.  It is not the role of ICANN or the registrars who are bound by ICANN accreditation agreements to determine the risk of individuals who have registered and used domain names in a manner which they require to ensure their own safety.
6. The inter-relatedness of the various WHOIS-related exercises makes it difficult to manage policy, and change it to reflect a changing Internet.  Risks change over time, and the risk to individual users is going up, demanding change in policy.  For instance, in 1998, Google Earth and Google maps were not available, geo-location devices were not broadly available, so the risk that an address in a directory would lead to someone being effectively stalked was much lower.  Cyber bullying of strangers (e.g. Gamergate) had not progressed to the unfortunate levels we see today.  For these reasons, ICANN needs to be ready to change its policy to reflect the changing risks and priorities of its registrants.
7. I was a member of the EWG.  I was assured during the year and a half that we worked on the project, that privacy/proxy services, while needing some form of controls, would remain available to end users.  Having joined this working group, and followed at some depth now much of the previous WHOIS work, I can see that the matter is infinitely more complex than it seems on the surface, and that the schism between ICANN stakeholders who want full disclosure of registrant information, and those who want confidentiality and privacy protection, is very deep and unlikely to change.  This is a matter of fundamental public interest and accountability to end-users.  The discourse, in my view, is inexplicably shallow and vested with financial interest at times.  We need, at ICANN, a much broader and deeper discussion of these matters.  I hope it will come in the analysis of the WHOIS issues report and subsequent PDP, but that will require a commitment to change and to deepening the discussion of fundamental information rights at ICANN.
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