Rights Holder Verification Process
Executive Summary: During the opening day session of ICANN’s Cairo regional meeting ICANN’s current CEO, Paul Twomey, strategically raised the possibility of creating a central trademark database (registry) to facilitate Sunrise registrations in the new TLDs
. The purpose of this paper is to propose an alternative more robust validation process, which seeks to use real time validation from the authoritative source as opposed to attempting to duplicate a more static sub-set of data in an alternative centralized database as discussed by Paul Twomey. Consistent with ICANN principles of openness and transparency, it is critical that any such validation process evolve through a bottom-up consultation with the relevant community (registries, registrars, rights holders, and attorneys), and that there be adequate safeguards to ensure that this critical bottleneck facility be administered as a public resource to benefit the entire global Internet community.
Background: The concept of incorporating a Sunrise Period into the launch of new gTLD was originally put forward by the co-chair of ICANN’s Working Group B back in 1999-2000. The concept of a Sunrise program was to permit qualified trademark owners the ability to register a domain name prior to the general registration period, thus affording them the ability to proactively safeguard their interests. Since then the Sunrise concept has become a cornerstone of numerous new TLD launches.  One of the challenges encountered in connection with the successful implementation of a Sunrise Program is potential fraud. To address this issue there have been a number of safeguards that have evolved ranging from the verification of each application underlying trademark rights to an audit of the entire pool of applicants to identify any potential fraud. 
The problems with the individual verification is that it adds a substantial cost element to the registration process (upwards of $100) which some trademark owners need to repeatedly pay when registering in multiple TLDs. While the audit approach generally eliminates this high surcharge by instead relying upon an audit of the entire applicant registration pool, there is the potential for some non-compliant registrations falling through the cracks since each individual application is not being verified.
Principles: It is proposed that a Rights Holder verification process should incorporate the following principles:

· Real-time verification from authoritative source(s);

· Time stamp (expire date) on all verified data;

· Resource must be operated by an established trusted third party on behalf of the global Internet community;

·  All relevant communities should have a voice in the creation and development of technical and policy considerations involving such a verification process;

· ICANN should not seek to duplicate a sub-set of non-authoritative trademark data, when there exist other more authoritative sources.
Technical Overview:  Although the specific design and functionality of the proposed Rights Holder database should be deferred to bottom-up community consultation, it is envisioned that the basic framework should require the following components.
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(1) Rights Holder submits necessary data to Verification Agent for authentication in an EPP standard format.

(2) Verification Agent undertakes a real time verification of the data with the appropriate authoritative trademark organization.
(3) Verification Agent upon successful verification of the Rights Holder data appends a validation date to the original data and then digitally signs the data packet with its private encryption key and returns that signed data packet to the Rights Holder. (*)It may also be possible in the future for the Verification Agent to communicate this information directly to the Registrar/Registry via EPP.
(4) Rights Holder submits the signed data packet to the Registrar to participate in those Sunrise Programs it specifies.
(5) Registrar forwards signed data packet to Registry.

(6) Registry checks the validity of the data packet with the Verification Agent’s public encryption key.
(7) If the data is valid it is inserted into the Registry database for processingaccording to that Registry’s stated rules.
Next Steps: It is proposed that a meeting be held in a convenient centrally located venue in which interested parties, registries, registrars, IP attorneys, IP holders, as well as any other interested parties may come together and explore the viability of this proposal. Failure to undertake this initiative may result in ICANN imposing a top-down solution which fails to address the principles and concerns set forth in this paper.
� “One feedback idea I have heard already, which I have put down here, is it might be possible to have a common registry for all rights holders who wish to provide information for sunrise mechanisms.  So if we have 100 gTLDs who want to use a sunrise mechanism, a rights holder could record their information in one place once and not have to go through the administrative cost of doing it 100 times.  We want to hear other sorts of ideas like this in this consultation process.”  See � HYPERLINK "https://cai.icann.org/files/meetings/cairo2008/pres-report-discussion-new-gtlds-03nov08.txt" �https://cai.icann.org/files/meetings/cairo2008/pres-report-discussion-new-gtlds-03nov08.txt� 








