[image: image1.png]atat

)





AT&T Comments on New gTLD Guidebook

December 15, 2008
AT&T Inc, on behalf of its affiliates (“AT&T”), appreciates the opportunity to submit comments on the Draft Applicant Guidebook for new Generic Top-level Domains (“New gTLD Program”).  We ask that ICANN consider carefully these comments and incorporate changes that address our concerns in the proposed process to introduce new gTLDs.  
As a leading provider of global Internet services and connectivity, AT&T supports the goal of being responsive to the evolving needs of the world-wide Internet community.  In particular, we applaud ICANN’s ongoing efforts to internationalize the Domain Name System (“DNS”) and make it more accessible to users around the globe.  ICANN must recognize, however, that the unprecedented expansion of an unlimited number of new top-level domains (“TLDs”) has the potential to create confusion and additional cyber security threats for Internet users.  Multiple new gTLDs can give rise to classic problems of marketplace confusion and, if these new gTLDS are confusingly similar to existing brand names, will lead to outright infringement of names, brands, and marks, hand in hand with problems of fraud and abuse.   These potential problems are exacerbated by the fact that a foundational economic analysis of both the justification for and impact of the New gTLD Program has not been established, despite ICANN’s recognition for the need for such a study.
  We believe a study that examines both the economic issues and other associated risks, should proceed immediately.  As this study proceeds, ICANN may, in the interim, proceed with a safe and orderly phased roll-out of country code “fast-track” international domain names (“IDNs”) and community/sponsored domain names, provided that ICANN first establishes appropriate safeguards to under gird any TLD expansion.  

Without such safeguards, domain name expansion, whether under an expansive New gTLD Program or in the more limited, phased approach AT&T proposes will be a recipe for uncertainty, consumer confusion and frustration, vast numbers of defensive but unused second level registrations and potential litigation.  AT&T has registered hundreds of domain names that incorporate its own, iconic global brand.  As both a global brand holder and a registrant, it is imperative to AT&T that unnecessary disputes and transaction costs, particularly costs associated with defensive registrations, cyber squatting and oppositions to new applications be mitigated.  While some limited protection for existing registrants is provided through the New gTLD Program, though proposed ‘objection processes’, comprehensive protections are not afforded to globally recognized brands.  ICANN should remedy this glaring omission by establishing clear conflict-avoidance procedures designed to avoid the granting of applications that infringe on global brand holders.  
ICANN Should Phase In Any TLD Rollout 

The anticipated launch of a slew of new top-level domains has much of the international business community rightly concerned about the potential opening of the flood gates to Internet fraud and the cost of doing business online.
  The launch creates a tempting environment for brand name hijacking and with it attendant problems of customer confusion and even fraud.  Moreover, the more generic sounding the new domain, the more likely the temptation for cyber squatting, as individuals and entities rush to reserve the generic domains in industries such as “.auto,” “.bank,”  “.cellphone,” “.aid” etc. in an effort to force legitimate entities already operating in commerce to pay extraordinary rents for the right to expand into newly minted natural and logical domain spaces. ICANN must therefore accept responsibility for implementing adequate safeguards to avoid imposing significant new costs and other negative economic impacts on businesses and other registrants.  
ICANN should establish effective procedures designed to support the continued security and stability of the DNS in an environment of vastly expanded registries.  As more fully detailed below, ICANN should implement a phased approach to domain name expansion that allows it to move forward with efforts to internationalize the DNS; fulfill its responsibility to carefully assess the impact of unlimited new TLDs upon the larger Internet eco-system; and ensure that proper safeguards have first been developed implemented. 
Specifically, AT&T advocates an initial two-phased approach in which certain sponsored/community gTLDs, as well as the initial round of fast track country code IDNs are introduced at the top level.   Prior to roll-out, existing safeguards should be strengthened and enhanced in order to protect the rights of registrants, minimize unnecessary transaction costs on registrants and potential registrants, and minimize to the greatest degree possible consumer harm and confusion.   this initial roll-out process should be thoroughly evaluated, both in terms of the efficacy of the newly minted domain names and the registration process, and the efficacy of the procedural safeguards adopted to protect the interests of the Internet user community.
Further Understanding of Economic, Technical And User Impacts Is Imperative

The unprecedented expansion of new TLDs will have a significant impact on existing registrants, and those who seek to use the Internet’s domain name spaced to find resources in the World Wide Web.  ICANN should therefore complete a thorough economic analysis before launching the full-blown New gTLD Program.  For example, analysis is needed on such fundamental issues as whether the domain registration market is one market or whether each TLD functions as a separate market; whether registrations in different TLDs are substitutable, the effects of switching costs on consumer and pricing behavior, and the effect of market structure and pricing on new entrants as well as existing users.  It simply is not prudent to proceed with the unconstrained roll-out of an unlimited number of gTLDs without thoughtful consideration of the impacts of such action on the global Internet economy. Such impacts can only be assessed in the context of sound economic studies, that also take into account the related user and operational impacts.

In addition to this foundational economic analysis, ICANN must carefully assess potential threats to the security and integrity of the DNS -- the bedrock principle of ICANN oversight-- resulting from any new gTLD roll-out.   Over a billion users rely on the World Wide Web to find information, resources, and create mechanisms to interact, using the routing systems provided by the global Internet.  Governments, businesses, and individual users are benefiting from the growing ubiquity of access to the Internet as a wide variety of information resources related to health care, education, capacity and skills building emerge.  Users of the Internet must not be misled or confused in the context of their online interactions with sites registered in the proposed new gTLD or IDNs.   End user confusion resulting from similar domain name strings is a clear and present danger to non-governmental organizations (NGOs), sovereign countries, and business enterprises alike.  The online safety and security of Internet users is directly implicated by an expansion of gTLDs, and this factor alone counsels for a measured approach to new gTLD roll-out.   

The incidence of failure (registry “fall over”), whether for operational, technical or other reasons, will undoubtedly be exacerbated by the massive introduction of a large number of new gTLDs.   Trust and confidence in the integrity of the DNS itself is therefore an issue that ICANN must address.  The DNS, and the reliability of the Internet’s addressing system to bring the user to the web site that they intended to reach are integral elements to ensuring that users continue to trust the Internet, and that entities – NGOs, businesses, governmental agencies and individuals -- continue to put their services, information,  and resources online.   Any roll-out of new gTLDs must be engineered so as to mitigate the effects of the attendant, and inevitable, business, operational and technical failures. In further stages of the proposed introduction of new gTLDs, ICANN must address how it will deal with failures of registries, including the differentiation of failure of different categories of registries. 

Fast Track IDNs and Sponsored Names are Appropriate for Initial Rollout

Nevertheless, ICANN can, and should, respond to global trends by moving forward with the introduction of new IDNs.  There are over 1.4 billion users of the Internet today.  The greatest percentage of growth in users is occurring in Asia and in Africa, where millions of users do not use the ASCII script as a primary or even secondary means of communication.  IDNs, as non ASCII addresses, can perform a valuable role in supporting and attracting such communities to the Internet, and can assist in advancing transition to a multi-lingual Internet enriched by a diversity of content sources.  There are, of course, many unanswered concerns and questions about the co-existence of IDNs and ASCII rooted gTLDs.  However, the patterns of global growth in Internet usage compel ICANN to move forward with IDN country code ‘fast track’ process.  This tension counsels for a prudent, managed approach to gTLD roll-out in which IDNs receive prioritized roll-out even as further work is accomplished on unresolved issues.

In addition to fast track IDNS, community supported or sponsored TLDs are ideal candidates for a phased roll out.   The merits of such domain names were extensively briefed during the development of the Generic Name Supporting Organization policy on new gTLDs,  The particular benefit of such names is that they require the agreement of an identified community, and limit the registration of strings at the second level to those who are ‘qualified’ to be part of that community. Because such names have an inherent, community-based control aspect, they, along with fast track IDNs, are the best candidates for the first phase of a managed roll-out of new gTLDs.

AT&T’s Recommendations for Enhanced Safeguards 

The New gTLD Program includes a number of mechanisms and procedures designed to avoid, and, if necessary, resolve disputes.  For example, ICANN will continue to maintain a reserve list for existing registrations in order to avoid technical confusion, e.g. names associated with ICANN’s technical function.   Additional safeguards are needed, however, to (1) avoid unnecessary disputes between registry applicants and global brand holders; (2) deter unscrupulous behaviors such as cyber crime, online fraud and cyber squatting; and (3) mitigate operational or technical failures and other disruptions.


1.  Registration Safeguards.  Many companies (such as AT&T) have long operated globally, and many others still are expanding their global reach.  In many cases, these enterprises have undertaken the time and expense to register and maintain their trademarks, as well as secure, maintain, and protect other forms of intellectual property, in order to protect the goodwill associated with that property and to avoid customer confusion in markets worldwide.  Under the New gTLD Program, existing registrants will undoubtedly be constrained to undertake defensive applications for a registry in order to keep their names or confusingly similar derivatives of their brand identity from being exploited by someone else, and will incur unnecessary and attendant transaction costs.
  Permitting parties unrelated to such global brand holders to apply for and operate a registry that is similar to such a global identity, however, will inevitably lead to consumer confusion and other negative consequences for the global brand holder.  The very integrity of the DNS system is threatened by a process that encourages multiple registrations for the sake of defensive purposes only.  

The approach in the New gTLD Program fails to provide sufficient safeguards to avoid such consequences and must be improved.   Because ICANN should have as its prime objective the avoidance of TLDs that conflict or cause confusion for Internet users, ICANN should create a list of top level reserved names, based on clearly defined, objective criteria, together with a clear process that requires all new string applicants to refer to and honor this list in order to minimize disputes between new registry applicants and global brand holders.  To the extent a new applicant pursues registration of a name on the reserved list, a dispute procedure should be provided, with the cost borne by the registry applicant. Should the holder of the registered name prevail, the name should then be moved to a publicly accessible “white list” of names that are unavailable for registration.
   While AT&T acknowledges that the approach to geographic names and country names is somewhat improved in the New gTLD Program, AT&T urges further consideration be given to a similar reserve list/white list process for country and geographic names.
 

In order to place a name on the reserve list, global brand holders should pay a one time, cost based fee and demonstrate objective criteria indicating their rights in the name, such as holding a registered trademark in multiple sovereign jurisdictions in at least three of the five United Nations world regions, or a combination of other such indicia, including (1) extent of active use of the trademark with international recognition; (2) registration of the name or mark as a domain name in multiple generic TLDs or country code TLDs; (3) existence of  a resolving web site, with verifiable content (not parked pages) for a period pre-dating the roll-out of any new generic TLD; or (4) evidence that the rights holder has undertaken defensive actions against forms of infringement, cyber squatting, or other forms of online dilution, in any appropriate legal or alternative dispute resolution forum.  The brand holder reserve list should be used by ICANN itself to deny applications.   
ICANN should also revise the dispute process at the second level to mandate a standard sunrise process, and should incorporate the global brand reserve list for second level domains as well, so that the rights owner is not forced to register names defensively or otherwise litigate conflicts with new registrants.  Similar to the result achieved by the reserve list that AT&T proposes for the top level domain, a name should not be released for registration at the second level by anyone other than the legitimate rights holder.  The central reserve list of global brands established by ICANN at the top level should be used as the determinative criteria for establishing eligibility for second level domain sunrise priority rights; however, such a sunrise process should be available to all brands holders.  The cost of providing and establishing reserve list eligibility would then occur only once; and corresponding efficiencies in the administrative and operational aspects of the process will be achieved.  ICANN should encourage all registry operators to both follow this standard sunrise process and to establish a point of contact to facilitate the resolution of any anomalies that develop during a sunrise launch.   Finally, participation in any ICANN registration or dispute resolution process at any DNS level cannot operate to foreclose any avenues for rights holders to vindicate their rights in any forum or venue available.


2.  Consumer Safeguards.  Given the growth of cyber crime and online fraud, ICANN needs to take seriously its role in supporting the availability of the essential tools that allow law enforcement and other legitimate interests to identify infringing registrations.  The New gTLD Program, however, imposes no express, affirmative obligation on registrants to maintain open, publicly accessible, free and accurate WHOIS data.  During the application process, part of the technical and business evaluation should include addressing the applicant’s commitment to maintaining and enforcing WHOIS requirements, with a focus on standard and accurate information.   All applicants should be required to maintain centralized “thick” WHOIS data. 
 ICANN should inquire about whether proxy registrations are to be allowed, and if so what mechanisms will be provided to ensure that the actual/true registrant is identifiable, and what the process is to a) determine who can obtain access to contact details and b) how to obtain access to contact details.  In short, a standardized procedure that reflects the interests of all stakeholders, including rights holders and law enforcement, as well as the potential risks to users, needs to be developed and included in any new registry agreement.  



3.  Operational Safeguards.  ICANN should adopt a clear and documented plan to deal with the likelihood and consequences of multiple registry failures.  Such a plan must consider remedies for affected registrants, strategies for rescuing or closing such registries, as well as how the broader Internet community will be affected by the disappearance of registries from the root domain.  Because there has not been an actual registry failure to date, ICANN has no practical experience in dealing with such events.  However, the unlimited number of new gTLDs that would be spawned by the New gTLD Program exacerbates the conditions that can lead to such failure on a large scale: the lack of ill-defined market opportunities, economic distortions of defensive registrations, and technical challenges that deserve further study.  The New gTLD Program does not address either the risk of such failures or how such failures should be addressed.  ICANN should study these risks, and undertake the development and publication of mechanisms to address such failure scenarios and identify the financial implications of establishing and maintaining necessary financial resources as a part of the ongoing budget of ICANN.  
Conclusion

As a leading provider of global Internet services and connectivity, AT&T supports the goal of being responsive to the evolving needs of the world-wide Internet community.  At the same time, the New gTLD Program necessarily implicates the brand identity of significant portion of the global Internet economy.  If not managed properly, the New gTLD Program will, at a minimum, result in the absorption of unnecessary transactions costs that will ultimately be borne by consumers, thus counteracting any efficiencies gained through Internet commerce.  Thus, AT&T looks forward to working with ICANN in addressing needed modifications in the proposed program and welcomes the opportunity to provide initial comments.   
� 	ICANN Board Resolution (Oct. 18, 2006). 


� 	New Domain Names Put Name Brands in a Bind, Emily Steel, Wall Street Journal (Nov 5, 2008) at B4.


� 	Today, brand holders are forced to register in new gTLDs as a defensive strategy, except for sponsored gTLDs or community based gTLDS that have specific guidelines for qualifying to register.  For example, when the TLDs .biz and .info were introduced, well over half of the initial registrations were defensive in nature, usually without resolvable web sites, and the names were pointed back to the core brand and existing web site.  Many of those registrations never had active DNS associated with them. While this may have created the appearance of a growing number of domain name registrations, there was little actual expansion of the domain name space with legitimate and unique addresses associated with new web sites filled with robust content and information. 





� 	A number of other procedures should be adopted to ensure that costs are allocated fairly in the process.  For instance, there should be a presumption of non-registration for any name on the reserved list, and a consequent high burden of proof on the applicant prosecuting the registration.  In the event the applicant fails to carry its burden over the objection of an existing registrant, the costs and fees associated with the action should be shifted to the unsuccessful applicant.   Names should only be removed from the reserved list, or the white list upon application of the registrant holding legitimate rights in the name.   In order to maintain only active registrants on the list, ICANN should assess a nominal registration fee to registrants to maintain listings on the reserved list or the white list.





� 	In 2002, during the introduction of sponsored names, both .travel and .info were required to offer a form of reserve list for country names. These lists provide a useful basis to build on for establishing a reserve list for country names.  


� Given the diversity of gTLD strings that may emerge, along with IDNs, ‘thick’ WHOIS should be a standard requirement. Law enforcement and brand holders and others who use WHOIS to determine with whom their children are interacting deserve to have a uniform, and standardized approach to the WHOIS service. For ICANN to engage in contract compliance, it will be more efficient to have a registry based WHOIS approach. 
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