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SUMMARY

This analysis is submitted to the ICANN Board of Directors pursuant to the Resolution passed at the ICANN San Juan plenary:
“Resolved (07.52), that when the RAA is published for public comment, that notice be provided to allow the At-Large Advisory Committee, the GNSO, and other interested parties to review the proposed revised RAA and provide advice to the Board in its review.” 
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WHY ARE WE HERE? – AN OVERVIEW
The RegisterFly experience has taught the user community that even “good” registrars can go rogue.  RegisterFly was an ICANN-accredited registrar in good standing with approximately two million names under management
 held by about 900,000 customers
; up until the firm’s meltdown, the typical user experience with this registrar was generally deemed to be quite favorable
.
Then calamity struck.  Court documents indicate that due to the registrar's failure to pay registration fees, at least 75,000 domain name registrations were never processed
.  Further, renewal payments tendered to the registrar similarly failed to result in renewals being processed
.  Over time, additional reports emerged that RegisterFly had suspended customer accounts and domain names in retaliation for complaints about overcharging
, that RegisterFly had engaged in the inappropriate altering of clients' WHOIS data
 and that RegisterFly had failed to unlock customers’ domain names (resulting in transfer-away failures).
A review of this situation led ICANN President and CEO Paul Twomey to declare:
“What has happened to registrants with RegisterFly.com has made it clear there must be comprehensive review of the registrar accreditation process and the content of the RAA…  There must be clear decisions made on changes. As a community we cannot put this off...  Registrants suffer most from weaknesses in the RAA and I want to make sure that ICANN's accreditation process and our agreement gives us the ability to respond more strongly and flexibly in the future.
”
At issue then is whether the proposed revisions to the RAA have successfully dealt with the primary issues that emerged in the wake of the RegisterFly debacle:

· Does the new RAA successfully manage to deal with a registrar’s failure to process new registrations?

· Does the new RAA successfully manage to deal with a registrar’s failure to process renewals?

· Does the new RAA successfully manage to deal with a registrar’s retaliatory suspension of domain names?

· Does the new RAA successfully manage to deal with a registrar’s inappropriate altering of client WHOIS data?

· Does the new RAA successfully manage to deal with a registrar’s willful failure to unlock customers’ domain names?
The answer to all of the above is “No”.  
The objectives carefully spelled out by Dr. Twomey have not been met.  This revised agreement does not give ICANN the ability to respond more strongly and flexibly to a new iteration of the RegisterFly event – registrants remain unprotected from good-registrars-gone-rogue with no mechanisms in place that would allow them after some future disaster to properly be made whole.  
Dr. Twomey has stated:  “If the domain name industry wants to remain community self-regulating as it has been until now we need to put in place further sensible and practical measures to protect registrants.
”  We still await these practical and sensible measures.  
INTRODUCTION
My name is Danny Younger.  I am employed as a company webmaster by Artistic Ribbon Inc., but the views expressed herein are solely mine.  Having participated in the ICANN process over many years, having served on numerous committees, task forces and working groups, and having previously served as a Chair of the General Assembly of ICANN’s Domain Name Supporting Organization, I count myself fortunate to have been able to (1) gain a reasonably thorough understanding of the many nuances of the Registrar Accreditation Agreement and to (2) function as an advocate for the interests of the registrant community.  
At the recent ICANN Los Angeles session, I had the privilege of serving the general user interest by offering a workshop on the proposed revisions to the RAA; the PowerPoint presentation from that session (it happened to be on Halloween) is available here
.   
As part of the ICANN RAA consultation process I had earlier submitted a number of public comments on the following topics:

· Unauthorized Changes to Registration Records

· Registrant Identity Verification

· Arbitration & Non-discriminatory Treatment

· Uniform Expiry Period

· Domain Name Warehousing

· Protecting Registrant Research

· Release of Auth-Info Codes

· Registrar Officer or Director Malfeasance

· Bulk Access Privacy Concerns

· Leasing Registrar Accreditations

· Circumventing the Expired Domain Deletion Policy

· The Public’s Right to Know

· Underfunded Registry Accounts

· Cross-Registry WHOIS Database

· Circumventing the 60-day Transfer Rule

· Redemption Grace Period Issues

· The Phantom Registrar Menace

· Reporting Invalid WHOIS Data

· Timely Compliance

· Changes to the Accreditation Process

· Barriers to Entry

· Heeding Security Recommendations

· Registrar-Level Transaction Fees

· Redemption Grace Period Services

· Dealing with IDN gTLD Registration Issues

In addition to the above correspondence, in cooperation with GA-list members (Vittorio Bertola, Michelle Neylon, Hugh Dierker, Debbie Garside, Derek Smythe, and Jeffrey Williams) and NARALO members (R.J. Glass, Beau Brendler, John Levine, Jacqueline Morris, Seth Reiss, and Lawyer Nirmol) I collaborated on a joint statement that was also submitted to the RAA-consultation forum
.
Sadly, after all of this effort, I cannot report that I have seen ICANN Staff or the registrars adopt any of the recommendations tendered… and I’m probably not alone in expressing this sentiment, as almost none of the comments submitted by others (including the substantive submission by the Intellectual Property Constituency
) found their way into the RAA revisions.  Most certainly there are some foreword-going features in the proposed revisions to the RAA, yet overall far too many opportunities for positive change have been missed… it’s almost as if the parties to this negotiation cavalierly chose to ignore all the public input in the blind pursuit of their own agenda.
RESTORING CONFIDENCE
After one has invested a lengthy amount of time and human resources on a project, the very natural human inclination is to state:  “Although the work-product may not go far enough for some people, we should now wrap the effort up and move on to the next project on our list”.  Such a sentiment with regard to the RAA revisions has already been expressed by ICANN Senior Vice President Kurt Pritz at the ICANN Paris meeting (and these feeling were similarly echoed in the comments made by ICANN Chairman of the Board, Peter Dengate Thrush, at the same Public Forum session) – yet this would be an unfortunate mistake.

Just as editors in the publishing world must routinely make the objective and often hard decisions that the work of some authors is just not ready for print, so too must the ICANN Board conclude that a substantial amount of additional work remains to be done if we are to properly revamp this contract to provide the necessary registrant protections that were promised to the community by the ICANN organization.  Our goal should be to restore institutional and registrant confidence in ICANN’s management of the DNS especially as we move forward into a post-MOU environment.  This goal will not be accomplished if only the current set of proposed amendments is adopted.  The protections offered therein are too few and too meager to be of sufficient value to the registrant community.

What we don’t want is for the world to conclude that ICANN is an emperor with no clothes, that after having turned on their media relations spin-machine and having told the world that a new collection of registrant protections are in place, ICANN is found to be reeling from the aftermath of the next registrar-gone-rogue event.  We want to make sure that sanctions and remedies are in place so that a registrant will never again pay for a registration in good faith only to discover that the registration wasn’t processed.  We want to ensure that domain name renewals are always processed without exception, that registrants are readily able to transfer to their registrar of choice, and that a registrar can’t change WHOIS “ownership” details on a whim without incurring massive penalties for such malfeasance.  Most importantly, we want to ensure that no matter what happens as a result of registrar misbehaviors, the registrant will always be made whole.
THE NEW REGISTRANT PROTECTIONS

Imagine for a moment that you are explaining to a former RegisterFly victim the new registrant protection amendments set out in the revised RAA.  You would begin by explaining that ICANN has listened to the community, has engaged in a lengthy series of consultations, has noted over five dozen truly substantive recommendations submitted by the public, and has, at the end of the process, adopted two (2) registrant-specific protection measures
:

1. Registrars and their resellers must either escrow the customer data underlying private or proxy registrations or prominently notify their customers that they will not do so

2. Registrars must provide on their websites a link to a "Registrant Rights and Responsibilities" document if such a document is ever created

Doubtless the RegisterFly victims will be doing a dance of joy upon hearing such news [sarcasm intended].  Of course it will be explained that ICANN has modernized the agreement, has created amendments that provide for a stable and competitive registrar marketplace, and has adopted a series of internal enforcement tools.  How many though will be left wondering whether ICANN is nothing more than a poorly-disguised registry/registrar trade association that only pays lip service to registrant needs?

If you had been victimized by the RegisterFly experience, would you be delighted by the registrant protections that have been proposed?  I think not.  From the user perspective this looks a lot like a self-serving con job that offers almost no real registrant protections whatsoever.  

Like Martin Luther, who posted his grievances onto the door of the Castle Church at Wittenberg, so too did RegisterFly victims came out in droves to nail their complaints onto ICANN’s door in the expectation that their concerns would be heard and that proper amends would be made.  Yet if this is to be the end-result of the ICANN public consultation process –the vast bulk of public submissions and public concerns disregarded and only two ridiculously minor “registrant protection” measures adopted – why would anyone in their right mind ever willingly contribute to the ICANN process again?  This is not how one conducts good-faith consultations or how one builds institutional confidence
.

SENDING THE WRONG MESSAGE
At a time when the spam-mitigation firm Knujon is pointing to 11,000 uncorrected WHOIS Data Problem Reporting System (WDPRS) records that correspond to a single registrar
, and at a time when the .INFO registry finds it necessary to formally request the authority to better police its own namespace because a sufficient number of unethical registrars have been tolerating abusive uses related to .INFO domain names for which they act as sponsoring registrars
, one has to wonder whether the consistent message being sent by the community for vigilant contract enforcement
 and stronger compliance measures
 is truly being heard.  

The issue as it relates to the RAA revisions is “latitude”.  How much latitude should ICANN be providing to registrars in the face of contract violations?  As ICANN Staff has noted:  “Historically, ICANN has been reluctant to terminate an agreement for anything other than flagrant, repeated failures to cure material breaches of the RAA, because termination is viewed as an extreme remedy, with negative consequences to registrants. As a result, registrars are aware that there are no substantive consequences for breaching the RAA.”

Staff will argue that the new set of enforcement tools requested through the RAA amendments is sufficient for their needs.  From a user perspective, however, these amendments serve to institutionalize the excessive amount of latitude that has characterized ICANN’s efforts to date.  In particular we are troubled by clauses such as the following:

“Notwithstanding the above and except in the case of a good faith disagreement concerning the interpretation of this Agreement, ICANN may, following notice to Registrar, suspend Registrar’s ability to create new Registered Names or initiate inbound transfers of Registered Names for one or more TLDs for up to a twelve (12) month period if (i) ICANN has given notice to Registrar of a breach that is fundamental and material to this Agreement pursuant to Subsection 5.3.4 and Registrar has not cured the breach within the period for cure prescribed by Subsection 5.3.4, or (ii) Registrar shall have been repeatedly and willfully in fundamental and material breach of its obligations at least three (3) times within any twelve (12) month period.” 

Why should the community have to tolerate willful multiple successive fundamental and material contract breaches?  This above clause demonstrates the exercise of what can only be described as foolhardy and excessive latitude.  With close to a thousand competitive registrars in the mix, we don’t need a watered-down “three-strikes-and-you’re-out” policy in place.  A single willful fundamental and material contract breach should be sufficient to warrant a loss of accreditation – registrars should either play by the rules or find themselves immediately thrown off the team.  The only appropriate policy for ICANN to adopt at this point to control the malfeasant registrar behaviors that have become rampant should be “Zero Tolerance”.

PUTTING REGISTRANT DATA AT RISK

When we initially saw the proposed recommendation to “Amend the Registrar Accreditation Agreement (RAA) to require registrars to escrow contact information for customers who register domain names using Whois privacy and Whois proxy services”
, we deemed this to be a sound and reasonable approach.  We noted Staff’s comment that “Although the planned implementation of the Registrar Data Escrow (RDE) program permits registrars to optionally escrow beneficial user data, the escrow of beneficial user data cannot be made mandatory absent modification of the RAA or consensus policy” and looked forward to a mandatory regime via an upcoming amendment.  
What eventually emerged however is patently unacceptable and represents a betrayal of the principle of enhancing registrant protections:

3.2. Also, Registrar shall either (1) include in the database the name and postal address, e-mail address, and voice telephone number provided by the customer of any privacy service or licensee of any proxy registration service offered or made available by Registrar or its affiliate companies in connection with each registration or (2) display a conspicuous notice to such customers at the time an election is made to utilize such privacy or proxy service that their data is not being escrowed.

The second clause in the above language must be removed.  There is no acceptable justification whatsoever for a failure to escrow customers’ beneficial data.  As ICANN President and CEO Paul Twomey stated, “The vast majority of ICANN-accredited registrars offer high levels of service and integrity.  But as we have seen, there is the risk that a poorly performing registrar can hurt registrants significantly. ICANN's Registrar Data Escrow program provides an important additional layer of protection for registrants."

In view of this clearly stated commitment to the registrant community, how can ICANN in good conscience allow certain registrars to not escrow the underlying beneficial registrant data knowing full well the consequences that a calamity might bring?  As an ever-increasing number of registrants seek to avail themselves of privacy services, this is not the time to put out a “Swim at your own Risk” sign in front of the swimming pool; instead, we must as an organization act responsibly and ensure that a lifeguard is present.

ROGUE REGISTRARS
The mere fact that the phrase “rogue registrar” has entered into common parlance is a damning indictment of ICANN management practices.
  The general user consensus is that matters have gotten totally out of hand and no one is comfortable with the current state of affairs.  
Perhaps you will recall the report:  “CYBERSQUATTING – THE OECD’S OWN EXPERIENCE AND THE PROBLEMS IT ILLUSTRATES WITH REGISTRAR PRACTICES AND THE “WHOIS” SYSTEM”
 wherein registrar practices were described as reckless and illustrative of bad-faith conduct, prompting the OECD to call for the establishment of a Registrar Code of Conduct.  Since that report was issued matters have only gotten worse.
Everywhere one looks there are registrar misbehaviors to be found.  Consider the remarks of WIPO’s Francis Gurry:  “For quite some time ICANN has been aware of certain registrar-related practices which are having an adverse effect on the functioning of the UDRP
:  

· Non-compliant registration provisions

· The failure to provide complete or correct registration information

· Simple uncontactability

· Cyberflight-related or other modifications to registrant data after a complaint is filed

· Failure to properly implement transfer decisions

And this is just the short bullet list… a substantially longer detailed list
 has been provided in his most recent correspondence that points to registrars that:

· Have embarked upon a deliberate policy of attempting to frustrate the proper operation of the Policy

· Refuse to implement UDRP decisions

· Improperly delete domain names during a proceeding

· Improperly unlock a domain name during a pending proceeding 

· Change registration data to reflect the data of the Complainant

· Engage in cyber squatting

...and what is ICANN’s response?  While recognizing that they have accredited “registrars that consistently violate the terms of the UDRP”
, ICANN has chosen to “develop a registrar education plan”
 ”, rather than utilizing the RAA to set severe penalties that might better curtail such activities.

The user perspective on all this:  

·  “The problems are legion. What amounts to "accreditation" at this point is anyone’s guess.”
 
· “There are no ethics in the domain name industry. But the domain name industry dearly needs some kind of ethical code because it's not going to be regulated in any meaningful way by the globe trotting Internet Corporation for Assigned Names and Numbers (ICANN)” 

·  “The domain forums are filled with horror stories from domain buyers. If it takes some registrar suspensions to get the attention of those currently giving the industry a giant black eye, then so be it. ICANN needs to take their accreditation authority seriously and understand that letting substandard registrars display an ICANN-accredited seal leads the public to believe this kind of outrageous customer abuse has ICANN’s blessing.”

· “The Feds need to scrap ICANN and rebuild from the ground up. Domain kiting, rogue registrars and criminal ISPs run rampant, laughing in the face of ICANN regulations...”

As much as it pains me to say it, the competitive registration model that ICANN has adopted is an exceedingly poor model whose benefits are outweighed by the magnitude of complaints that can be linked to its registrar community.  When one looks at other registration models, one doesn’t find the type of mess that we associate with ICANN registrars.  
How many of you, for example, have ever run into significant difficulties attempting to register your vehicle?  Do you get your renewal notices on time?  Of course you do… it’s a well managed registration model that won’t be impacted by the closure of any one given registration office.  It’s centralized, it’s non-competitive, but prices are generally reasonable and the system works.  In the long run, it would behoove ICANN to begin thinking about whether the competitive registration model should ultimately be scrapped in favor of a better proven workable model.  In the meantime, however, we need to pragmatically deal with the fact that far too many registrars have chosen to fracture the rules at their whim.  What is called for is a narrowly tailored sanctions regime to return some order to the process.
SANCTIONS
Let’s review the sanctions program earlier established for the registry community:

“Sanctions of up to US$10,000 for each violation may be assessed for each minor violation found and sanctions of up to US$100,000 for each violation may be assessed for each major violation found. The amount of the financial sanction shall be proportionate to the violation and other relevant facts.”

The fees involved per violation were not insignificant.  This is what we, the users, were expecting to see in the RAA revisions.  We had been told by ICANN Staff:

“One change to the RAA being looked at is introducing graduated enforcement tools. Right now, ICANN’s only tool is to terminate accreditation – a step that has been avoided in the past for anything other than flagrant, repeated failures to cure material breaches of the RAA, because termination is viewed as an extreme remedy, with negative consequences to registrants. A graduated sanctions scheme based on the nature and seriousness of alleged breaches will give ICANN more tools to effectively enforce the agreements.” 
 
Yet at the end of this RAA revisions process, we still don’t see a sanctions program that puts fear into the heart of scoundrels.  Consider the new language:
“Registrar's monetary liability to ICANN for violations of this Agreement

shall be limited to accreditation fees owing to ICANN under this Agreement and, except in the case of a good faith disagreement concerning the interpretation of this agreement, reasonable payment to ICANN for the reasonable and direct costs including attorney fees,

Staff time, and other related expenses associated with legitimate efforts to enforce Registrar compliance with this agreement and costs incurred by ICANN to respond to or mitigate the negative consequences of such behavior for registered name holders and the Internet community. In the event of repeated willful material breaches of the agreement, Registrar shall be liable for sanctions of up to five (5) times ICANN's enforcement costs, but otherwise in no event shall either party be liable for special, indirect, incidental, punitive, exemplary, or consequential damages for any violation of this Agreement.”
Significant sanctions only begin if there have been “repeated willful material breaches” and only when there wasn’t “a good faith disagreement” involved.  I would imagine that every single registrar will necessarily argue that whatever action they take is merely the result of a good faith disagreement… so how does the above language help to solve our problem?  It doesn’t.  The language is not a sufficient deterrent.
Graduated sanctions have bee on the community’s mind for many years.  Consider the following from the CCDN Submission on GNSO Whois Task Forces Preliminary Reports:
“We agree that a more likely incentive for registrar compliance with the RAA is a scale of graduated sanctions.  Different sanctions may apply for different violations, or more severe sanctions could be administered for patterns of bad behavior.  Because some of these sanctions stop short of revoking accreditation, ICANN is far more likely to use them, and thus to succeed in its compliance program.” 
  
The specific-fee-per-specific-violation approach has repeatedly been put forth by participants in the ICANN process.  Consider the following (from the earlier DNSO days) as but one example
:

<<<<<<<GRADUATED SANCTIONS APPROACH>>>>>>>>
Strike One: 
The Registrar shall be provided thirty calendar days to take necessary action to correct documented inaccuracies in WHOIS data. If, at the expiration of the thirty day period, the information in the WHOIS database has not been corrected, and the Registrar does not submit to ICANN evidence of having taken vigorous steps to correct such inaccuracies, the Registrar shall be:

1. Provided a notice of non-compliance with ICANN contract regarding WHOIS accuracy

2. Levied a fine of $250 for each instance of non-compliance. The fine would be collected from funds deposited by registrars with registries (ICANN agreements with registries would also have to be revised to authorize this collection). (A collection mechanism would also need to be provided with respect to thick registries.) 

3. Asked to provide a plan to ensure correction of accuracy of the WHOIS data

4. Given a further thirty days to take action to correct documented inaccuracies in WHOIS data, with penalties for non-compliance as below

Strike Two: 

The Registrar shall be provided a further thirty calendar days to take necessary action to correct documented inaccuracies in WHOIS data. This time period shall commence at the conclusion of the first thirty day period automatically. If, at the expiration of the thirty day period, the information in the WHOIS database has not been corrected, and the Registrar does not submit to ICANN evidence of having taken vigorous steps to correct such inaccuracies, the Registrar shall be:

1. Provided a second notice of non-compliance with ICANN contract regarding WHOIS accuracy

2. Levied a fine of $500 for each instance of non-compliance. 

3. Asked to provide a plan to ensure correction of accuracy of the WHOIS data

4. Informed that they have one more opportunity to take steps to correct WHOIS data before more serious action is taken against them for material breach of contract 

5. Given a final thirty days to take action to correct documented inaccuracies in WHOIS data, with penalties for non-compliance as below

Strike Three: 
The Registrar shall be provided a further thirty calendar days to take necessary action to correct documented inaccuracies in WHOIS data. This time period shall commence at the conclusion of the first thirty day period automatically.  If, at the expiration of the thirty day period, the information in the WHOIS database has not been corrected, and the Registrar does not submit to ICANN evidence of having taken vigorous steps to correct such inaccuracies, the Registrar shall be:

1. Provided a third notice of non-compliance with ICANN contract regarding WHOIS accuracy

2. Levied a fine of $1,000 for each instance of non-compliance. The Registrar’s name shall be placed on a public non-compliance list, prominently displayed on ICANN and other public Internet sites.

3. Asked to provide a plan to ensure correction of accuracy of the WHOIS data

4. Informed that under the terms of their RAA, they are in danger of incurring further serious penalties, including, should it be so decided, a suspension of Registrar accreditation.

5. Given a final thirty days to take action to correct documented inaccuracies in WHOIS data, with penalties for non-compliance as below

Next Step:
Suspension of accreditation and rights
Final Step:
Removal of accreditation
That which we see in the proposed RAA revisions is not in keeping with the community will as no specific fees are established per violation; neither do we expect the proposed language to deter any registrar from engaging in less-than-admirable behaviors.   Basically, we are at the point where ICANN must make a decisive choice:  it can either continue to coddle its registrars, or it can start kicking butt.  The user community favors the latter approach

PROCESS ISSUES
Those of us that participate in the ICANN process have, over the years, developed a set of procedures designed to produce an optimum contract.  For example, the new base contract that will be issued to new gTLD operators is the product of a procedure that had numerous constituencies working for a very long period of time to arrive at a consensus on guiding principles that were supported by a number of very specific recommendations.   This consensus view, created by the Generic Names Supporting Organization (GNSO) through its bottom-up, multi-stakeholder policy development process, will soon be articulated by way of  a “standard base agreement”
 that will be part of an RFP.   
Sadly, the formulation of a new standard base agreement/contract for registrars (a new RAA) was not handled in this fashion – instead of a community-based consensus approach to determine necessary principles and specific contractual elements/amendments, we have instead the results of a two-party negotiation (Staff-Registrars) that has deliberately excluded in this negotiation process all the other constituencies in the ICANN community.  Don’t you find it strange that we can all mutually collaborate to help create a new base contract for registry operators, yet we aren’t invoking the same process to establish a new base contract for registrars?  Assuredly, something is amiss.
ICANN Staff should not be functioning as a proxy for the wider community.  If a new base contract for registrars is required, then the process should be opened up to all GNSO parties so that a community-based consensus on the best way forward may emerge.  
CONCLUSION:

The proposed RAA revisions are a major disappointment.  This is what happens when a decision is made by two parties to disregard the public’s voice… you obtain work-product that reinforces the view that ICANN is nothing more than a trade association subservient to narrow registrar interests at the expense of the worldwide business and registrant communities that deserve a higher degree of protection than what they are receiving.  It’s time to put an end to secret two-party negotiations and to open up the process to include all relevant stakeholders.  The public’s readiness to engage in dialogue with ICANN must be wholeheartedly embraced rather than quietly rebuffed.  In the management of the DNS we have come to expect that a fully representative process will be used; anything less is a violation of the trust that has been placed in ICANN.
The proposed RAA revisions in their present form are a disservice to the noble promise made to RegisterFly victims – we can do better.  We must do better.  Let’s choose to act to properly protect our registrant community.  No one should have to tolerate inadequate work-product just because it has taken well over a year to arrive at these amendments.  Let’s take the additional time necessary to get the job done properly.  Let’s rebuild institutional confidence in ICANN through the demonstration that we can truly deliver on our promises made to the registrant community.  We must keep our word.
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� � HYPERLINK "http://forum.icann.org/lists/raa-consultation/msg00012.html" ��http://forum.icann.org/lists/raa-consultation/msg00012.html� 


� � HYPERLINK "http://forum.icann.org/lists/raa-consultation/msg00013.html" ��http://forum.icann.org/lists/raa-consultation/msg00013.html� 


� � HYPERLINK "http://forum.icann.org/lists/raa-consultation/msg00015.html" ��http://forum.icann.org/lists/raa-consultation/msg00015.html� 


� � HYPERLINK "http://forum.icann.org/lists/raa-consultation/msg00016.html" ��http://forum.icann.org/lists/raa-consultation/msg00016.html� 


� � HYPERLINK "http://forum.icann.org/lists/raa-consultation/msg00017.html" ��http://forum.icann.org/lists/raa-consultation/msg00017.html� 


� � HYPERLINK "http://forum.icann.org/lists/raa-consultation/msg00018.html" ��http://forum.icann.org/lists/raa-consultation/msg00018.html� 


� � HYPERLINK "http://forum.icann.org/lists/raa-consultation/msg00019.html" ��http://forum.icann.org/lists/raa-consultation/msg00019.html� 


� � HYPERLINK "http://forum.icann.org/lists/raa-consultation/msg00020.html" ��http://forum.icann.org/lists/raa-consultation/msg00020.html� 


� � HYPERLINK "http://forum.icann.org/lists/raa-consultation/msg00021.html" ��http://forum.icann.org/lists/raa-consultation/msg00021.html� 


� � HYPERLINK "http://forum.icann.org/lists/raa-consultation/msg00022.html" ��http://forum.icann.org/lists/raa-consultation/msg00022.html� 


� � HYPERLINK "http://forum.icann.org/lists/raa-consultation/msg00025.html" ��http://forum.icann.org/lists/raa-consultation/msg00025.html� 


� � HYPERLINK "http://forum.icann.org/lists/raa-consultation/msg00027.html" ��http://forum.icann.org/lists/raa-consultation/msg00027.html� 


� � HYPERLINK "http://forum.icann.org/lists/raa-consultation/msg00029.html" ��http://forum.icann.org/lists/raa-consultation/msg00029.html� 


� � HYPERLINK "http://forum.icann.org/lists/raa-consultation/msg00031.html" ��http://forum.icann.org/lists/raa-consultation/msg00031.html� 


� � HYPERLINK "http://forum.icann.org/lists/raa-consultation/msg00035.html" ��http://forum.icann.org/lists/raa-consultation/msg00035.html� 


� � HYPERLINK "http://forum.icann.org/lists/raa-consultation/msg00036.html" ��http://forum.icann.org/lists/raa-consultation/msg00036.html� 


� � HYPERLINK "http://forum.icann.org/lists/raa-consultation/msg00038.html" ��http://forum.icann.org/lists/raa-consultation/msg00038.html� 


� See the attachment to � HYPERLINK "http://forum.icann.org/lists/raa-consultation/msg00032.html" ��http://forum.icann.org/lists/raa-consultation/msg00032.html� 


� � HYPERLINK "http://forum.icann.org/lists/raa-consultation/msg00037.html" ��http://forum.icann.org/lists/raa-consultation/msg00037.html� 


� � HYPERLINK "http://icann.org/en/announcements/announcement-18jun08-en.htm" ��http://icann.org/en/announcements/announcement-18jun08-en.htm� 


� Statement on the Mid-Term Review of the Joint Project Agreement (JPA) Between NTIA and ICANN: “but most participants agree that important work remains to increase institutional confidence” -- � HYPERLINK "http://www.ntia.doc.gov/ntiahome/domainname/ICANN_JPA_080402.html" ��http://www.ntia.doc.gov/ntiahome/domainname/ICANN_JPA_080402.html� 


� � HYPERLINK "http://akamai.infoworld.com/weblog/stratdev/archives/XinNet_failuretocomply.pdf" ��http://akamai.infoworld.com/weblog/stratdev/archives/XinNet_failuretocomply.pdf� 


� � HYPERLINK "http://www.icann.org/registries/rsep/afilias-request-20jun08.pdf" ��http://www.icann.org/registries/rsep/afilias-request-20jun08.pdf� 


� February ’05 IPC Statement on ICANN Strategic Plan:  “The IPC strongly urges ICANN to swiftly implement an effective compliance program for the important purpose of strengthening contract enforcement, including but not limited to compliance of registrars and registries with their Whois data obligations.” � HYPERLINK "http://www.ipconstituency.org/PDFs/IPC%20Statement%20on%20ICANN%20Strategic%20Plan.pdf" ��http://www.ipconstituency.org/PDFs/IPC%20Statement%20on%20ICANN%20Strategic%20Plan.pdf� 


� GoDaddy Comments on the ICANN Joint Project Agreement:  “In fact, RAA and Consensus Policy enforcement had been an all but ignored area up until the first major registrar failure, RegisterFly. The failure of registrars is inevitable and so a coherent and effective plan to deal with such failures is essential on ICANN’s part. In fact, no such plan currently exists.”  � HYPERLINK "http://www.ntia.doc.gov/ntiahome/domainname/jpacomments2007/jpacomment_160.pdf" ��http://www.ntia.doc.gov/ntiahome/domainname/jpacomments2007/jpacomment_160.pdf� 


� � HYPERLINK "http://www.icann.org/topics/raa/amendments.html#enforcement" ��http://www.icann.org/topics/raa/amendments.html#enforcement� 


� � HYPERLINK "http://icann.org/topics/raa/redline-2001-raa-18jun08.pdf" ��http://icann.org/topics/raa/redline-2001-raa-18jun08.pdf� 


� � HYPERLINK "http://sanjuan2007.icann.org/files/sanjuan/RDEPrivacy.pdf" ��http://sanjuan2007.icann.org/files/sanjuan/RDEPrivacy.pdf� 


� � HYPERLINK "http://www.icann.org/en/announcements/announcement-2-09nov07.htm" ��http://www.icann.org/en/announcements/announcement-2-09nov07.htm� 


� The term is so pervasive that one can even find a domain by that name:  rogueregistrars.com 


� � HYPERLINK "http://www.oecd.org/dataoecd/46/53/2074621.pdf" ��http://www.oecd.org/dataoecd/46/53/2074621.pdf� 


� � HYPERLINK "http://www.icann.org/correspondence/gurry-to-twomey-04jul07.pdf" �http://www.icann.org/correspondence/gurry-to-twomey-04jul07.pdf�


� � HYPERLINK "http://www.icann.org/correspondence/gurry-to-twomey-16apr08.pdf" ��http://www.icann.org/correspondence/gurry-to-twomey-16apr08.pdf�





� � HYPERLINK "http://www.icann.org/correspondence/twomey-to-gurry-11jun08.pdf" ��http://www.icann.org/correspondence/twomey-to-gurry-11jun08.pdf�


� � HYPERLINK "http://www.icann.org/correspondence/twomey-to-gurry-11jun08.pdf" ��http://www.icann.org/correspondence/twomey-to-gurry-11jun08.pdf� 


� � HYPERLINK "http://www.theregister.co.uk/2007/02/19/registerfly_angry_customers/" ��http://www.theregister.co.uk/2007/02/19/registerfly_angry_customers/�   


� � HYPERLINK "http://blogs.computerworld.com/dont_count_on_icann_for_adult_supervision" ��http://blogs.computerworld.com/dont_count_on_icann_for_adult_supervision� 


� � HYPERLINK "http://www.dnjournal.com/editorial.htm" ��http://www.dnjournal.com/editorial.htm� 


� � HYPERLINK "http://www.user-groups.net/safenet/phishing_for_icann.html" ��http://www.user-groups.net/safenet/phishing_for_icann.html� 


� � HYPERLINK "http://www.icann.org/tlds/agreements/verisign/registry-agmt-appy-com-16apr01.htm" ��http://www.icann.org/tlds/agreements/verisign/registry-agmt-appy-com-16apr01.htm�  


� � HYPERLINK "http://www.icann.org/en/announcements/announcement-3-25jun07.htm" ��http://www.icann.org/en/announcements/announcement-3-25jun07.htm� 


� � HYPERLINK "http://gnso.icann.org/mailing-lists/archives/whois-tf2-report-comments/doc00002.doc" �http://gnso.icann.org/mailing-lists/archives/whois-tf2-report-comments/doc00002.doc�





� � HYPERLINK "http://www.dnso.org/dnso/notes/20020905WHOIS-TF-WGrecommendations.html" ��http://www.dnso.org/dnso/notes/20020905WHOIS-TF-WGrecommendations.html� 





� � HYPERLINK "https://par.icann.org/files/paris/gTLDUpdateParis-23jun08.pdf" ��https://par.icann.org/files/paris/gTLDUpdateParis-23jun08.pdf� 
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