ICANN gTLD Registry Failover Plan – VeriSign Comments
Ref: ICANN gTLD Registry Failover Plan (‘Plan’) posted for public comment on 15 July 2008 and located at http://www.icann.org/en/registries/failover/icann-registry-failover-plan-15jul08.pdf 

VeriSign wants to compliment Patrick Jones for the considerable work he has devoted in working with registries to develop the above referenced Plan.  In addition to the input that VeriSign and other registries have provided in the process of developing the Plan, please note the comments below. 

General Comments
Under no uncertain terms should this plan be viewed as a replacement or augmentation of the existing registry gTLD contracts.  It may be considered a crisis management plan for ICANN as well as a best practice document for registry operators.  As it is a document composed and maintained outside of the negotiated agreements, it is likely that this plan will include discrepancies and even contradict the agreements.
The terms of the Plan should be consistent with the terms of registry agreements and with registry registrar agreements (RRAs).  Some examples of this that should be checked and adjusted as necessary are:

· The RRA for .com includes a Force Majeure paragraph; including a similar provision in the Plan should be considered.

· Times specified in agreement service level requirements should be consistent with those in the Plan.  If agreements require restoration of critical services in 24 hours and full restoration in 48 hours, then it might make sense for the Plan to have the same requirements, or to at least reference the agreement requirements.  It also may be just as helpful to just reference each registry agreement as appropriate.
· Agreement definitions of contract breach should be consistent with actions defined in the Plan regarding the same, or again be referenced in the appropriate registry agreement
A few other examples where the Plan may be inconsistent with contracts are included in the comments that follow.
iv. Definitions
A Crisis is defined as “A suddenly occurring or unstoppable developing Event with public impact involving a critical function of a gTLD registry.”  In other words, a Crisis is defined as an Event that involves a registry Critical Function as defined later in the definitions.  But the definitions provided for Event, Temporary Event and Long-term Event are not restricted to registry Critical Functions.  Here is a specific example where the Plan seeks greater purview over registry operations than the agreements permit.  It is necessary that the three definitions for Events are consistent with negotiated agreements; otherwise, the term Event when used elsewhere in the document would imply a broader meaning and hence will likely create confusion in any response to a crisis...
The definition of Critical Functions in the Plan may be inconsistent with definitions in registry agreements and require additional clarification as to ensure consistency. Specifically,
· The Plan defines Critical Functions as follows:

“Critical functions – those functions that are critical to the operation of a gTLD registry.

1. Maintenance of nameservers and DNS for domains

2. Shared Registration System

3. Data Security and Data Escrow

4. Accessibility of Registration Data

5. IDN Tables (if IDNs are offered by the registry)

6. DNSSEC Keys (if DNSSEC is offered by the registry)” 
· Using the .net registry agreement as an example, Section 3.1(d)(iii) of the .net agreement says the following:  “Registry Services are, for purposes of this Agreement, defined as the following: (a) those services that are both (i) operations of the registry critical to the following tasks: the receipt of data from registrars concerning registrations of domain names and name servers; provision to registrars of status information relating to the zone servers for the TLD; dissemination of TLD zone files; operation of the registry zone servers; and dissemination of contact and other information concerning domain name server registrations in the TLD as required by this Agreement; and (ii) provided by the Registry Operator for the .net registry as of the Effective Date, as the case may be; (b) other products or services that the Registry Operator is required to provide because of the establishment of a Consensus Policy (as defined in Section 3.1(b) above); (c) any other products or services that only a registry operator is capable of providing, by reason of its designation as the registry operator; and (d) material changes to any Registry Service within the scope of (a), (b) or (c) above.”

Definitions cannot be more restrictive or more inclusive than the registry agreements; otherwise, ICANN could generate unnecessary confusion by triggering a registry failover action prematurely.
1.  Information Sharing
Paragraph 1.6 states, “ICANN will ensure that it has a non-disclosure agreement and, if required, a consulting services agreement with any experts consulted.”  In cases where registry sensitive information is involved, how will the registry be ensured that its registry sensitive information is protected?  Can a single non-disclosure agreement cover all parties?  It is more likely that an NDA will be required to be in place with the registry operator as current NDAs do not permit ICANN to release registry sensitive data beyond ICANN board members and employees.
2. Situation Handling and Event Management
The first bullet in Section 2.1 of the Plan references a possible 24/7 hot line.  Is ICANN planning on having such a capability?  If so, who would be allowed to use the hot line to report information?  Who will conduct the training for the Watch Staff to teach them how to assess the scenario to make the determination that the notification is from a known valid source and how to proceed.  Will this create an additional reporting requirement for registries for every operational issue, either implied or explicit? Would registrars and others be allowed to report incidents, even if a registry is well within operational terms of its registry agreement?  What will the additional ICANN staff requirement and what resources will be expended to build and maintain this round the clock crisis response center?
3. Crisis Response
Paragraph 3.1 reads as follows: “Following contact with the gTLD registry or sponsor, or independent confirmation of the Event if the gTLD registry or sponsor cannot be contacted, and depending on the type and severity of the Event, ICANN may initiate its crisis response team. The decision to initiate the crisis team will be made by joint decision of Services and Legal staff. The crisis team will be initiated in events where there is public impact and the need for coordinated internal and external communications.”  Should this be interpreted to mean that ICANN could activate its crisis response team during an incident such as a force majeure event, while the registry is responding and still operating within the terms of their agreement?  In such a case, we believe the registry should be able to control provision of public information, and at a minimum, would require communication with ICANN as part of its business continuity plan.  What in place facilities will be required to gain independent confirmation of an event?  Will they be contracted resources or ICANN systems developed and maintained by additional resources?
4. Communications
Section 4.1 says, “If a Situation or Event becomes known to ICANN, ICANN will attempt to communicate with the designated gTLD registry contact.”  Is there a timeframe for contacting the registry before ICANN would determine that the registry cannot be reached?  Is this an hour, a day or some other time period?  Understanding that it might vary depending on the level of criticality, it would seem good to provide more detail in this regard.  Most registries will have 24/7 help desks and will generally respond to a specific list of people given appropriate challenge phrases, passwords or strong authentication controls.  ICANN should have this in place prior to any such event.
Section 4.5.a has the following action item: “Execute agreement (or initiate procedure) for release of data from escrow”.  It may be a simple matter of semantics but, in case of a Crisis as defined in the Plan, it would seem too late to be executing an agreement; an agreement should have already been executed and the action should be to ‘initiate procedure’ as shown in parentheses.

Also regarding section 4.5, the conditions of the event requiring release of data from escrow must be consistent with the terms of the escrow agreement.
Section 4.6 says, “ICANN may request a temporary agreement with the backup operations provider.”  At a minimum at this point in time, a base agreement should have already been developed; ideally, that base agreement should already have been agreed to by any known backup operations providers.  These proactive steps should minimize the time needed to implement backup operations if needed. Even if an agreement is in place with a back-up operator it is naïve to believe that a smooth quick transition will take place in a crisis situation as more than escrowed data is required to reconstitute a registry.
There is a minor typographical error in line 5 of Section 4.6: delete “the” prior to “backup provider”.
In reference to Sections 4.6 and 4.7, who selects a backup registry operator and who is paying for them to maintain a backup capability?  Is this an implied change to the registry agreement that registries must have (fund) backup providers, or support work by backup providers designated by ICANN?  Will ICANN enter into agreements and then outsource the back-end operations?
5. Business Continuity
There are several references to ‘the backup registry operations provider’ in this section.   The relationship of the backup provider with the registry should be made clear. Who is responsible for compensating the backup registry operator?
Section 5.8 says, “ICANN shall obtain assurances of continuity from the backup registry operations provider.”  To the extent possible, it seems like this should have already been done in advance.
Section 5.9 reads, “If the registry or sponsor has not designated a backup registry operations provider, in an emergency, ICANN may provide or locate temporary resolution-only services until the TLD can be transitioned to a successor.”   This would most likely require root zone changes; therefore this plan should also address emergency root zone change requests.  (IANA may need a new process to authenticate/validate requests if the technical and admin contact are no longer available).  For that aspect the Department of Commerce may also require consultation.
8. Registry Closure
It may be helpful to add a statement at the beginning of this section that introduces the fact that the section is describing a scenario resulting in the removal of the TLD from the root zone.  It is implied, but TLD Closure is probably a more accurate term than Registry Closure.
