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CNNIC Comments on Security Stability and Resiliency Review Team Draft Report and Recommendations
About the CNNIC 
China Internet Network Information Center (CNNIC), the state network information center of China, was founded as a non-profit organization on June 1997. CNNIC is the registry for the “.CN” and ".中国/.中國" country code top-level domain, serving more than 513 million Chinese internet users. 
General comments 
As a general comment, CNNIC acknowledges that the Stability, Security and Resiliency (“SSR”) Review Team has made a successful assessment and compelling recommendations based on the extent to which ICANN is fulfilling its commitment with respect to SSR. Among those recommendations, CNNIC is especially looking forward to see ICANN’s continuous efforts on expanding community participation into the SSR Framework development process. CNNIC, as a ccTLD registry with long history of operation and profound experience of practicing DNS policies, attaches great importance on SSR related process for the interests of Chinese Internet community. As community outreach measures and bottom-up policy making procedures are commonly recognized as necessary instruments for achieving the long term commitment of ICANN, especially in the advent of new gTLDs, we are now dedicated to giving out our suggestion and public comment of the current SSR framework. So far, we hope to provide some ideas to further develop the goal of the report, and we would like to see more elicit feedbacks and response from ICANN in return, based on our community input, follow high standards of transparency. 
Specific comments 
Regarding specific recommendations, CNNIC has the following positions:

RECOMMENDATION 7: ICANN should build on its current SSR Framework by establishing a clear set of objectives and prioritizing its initiatives and activities in accordance with these objectives. This process should be informed by a pragmatic cost- benefit and risk analysis. 

We admit that a clear set of objectives might help different communities to set a clear vision for further improvement. However, in terms of prioritizing certain initiatives and activities, we see that the proposed pragmatic analysis should also combined with a full investigation of the local technology development level and end-user’s demand based on community input. We anticipate that pure cost-benefit analysis may result in the fact that large scale economy always benefit from its established technical infrastructure as they got much higher cost-efficiency, where the developing region always feel embarrassed by such initiatives which are generating excessive cost. We suggest that the decision making for prioritizing certain initiatives shall take into account of their feasibility in developing regions and overall balancing of global development which need more efforts from the Joint DNS Security and Stability Analysis Working Group. Technology assistance for the developing region shall always be prioritized before setting up global initiatives in order to achieve the ultimate commitment of ICANN.

RECOMMENDATION 9: ICANN should develop a roadmap that leads towards more formal and widely adopted certification of its SSR- related processes in line with industry best practice. 

  From our experience of operating “.cn” and “.中国” , we see formal certification of SSR-related process shall be a good way for achieving the industry best practice. However, we are little concerned about the designation of the certification authority, since CNNIC has already obtained the Information Security Management System (ISMS) certification of China Information Security Certification Center (ISCCC), with reference to the ISO27001 (GB/T22080) Standard. We suggest that if ICANN designate certain global certification authority, it shall simultaneously propose mechanism and procedure for cross-recognition of certification authority in order to avoid any excessive cost for obtaining certification.  

RECOMMENDATION 11 : ICANN should finalize and implement measures of success for new gTLDs and IDN fast track that expressly relate to its SSR- related program objectives, including measurements for the effectiveness of mechanisms to mitigate domain name abuse and consumer confusion. 
  
CNNIC acknowledge that measurements for the effectiveness of mechanisms to mitigate domain name abuse and consumer confusion shall be a good way for evaluate the ultimate effect of introducing new gTLDs and IDN fast track. However CNNIC find that this report has limited information about the followed-up initiatives and activities in response to such measurement, especially in terms of resource escalation. And this recommendation seems to suggest top-down action instead of policy development from the bottom-up. We suggest that at least a clear report of such measurement and proposed followed-up process shall be drafted in a timely manner and publish for the public comment. 

RECOMMENDATION 14: ICANN should ensure that its SSR related outreach activities continuously evolve to remain relevant, timely and appropriate. Feedback from the community should provide a mechanism to review and increase this relevance. 

 CNNIC appreciate those effective SSR related outreach activities already carried out by ICANN, especially in the process of introducing IDN and DNSSEC. Nevertheless, CNNIC wishes to see more corresponding responses in respect to our community input. Sometimes we are regretful to see the fact that some of our community input, which we think as vital and necessary are neglected during the reviewing process, without full explanation. Therefore we suggest ICANN to provide a more proactive feedback mechanism in order to achieve mutual understanding for any decision making in the review process.
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