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Hogan Lovells Comments to ICANN on the WHOIS Policy Review Team – Discussion Paper 

Introduction

Following the request from ICANN's WHOIS Policy Review Team for input on its Discussion Paper on 9 June 2011, Hogan Lovells would like to make the following comments on this important area.

Hogan Lovells is an international law firm with over 2,500 lawyers and 44 offices worldwide, and acts for numerous brand owners and Internet players.

1. Clarity of existing policy

Having reviewed the terms of the Annual WHOIS Data Reminder Policy, the Restored Names Accuracy Policy, the WHOIS Marketing Restriction Policy and the procedure for Handling WHOIS conflicts with Privacy Law as well as considering the rules regarding the prohibition of the resale or redistribution of WHOIS data by data users, we would have the following remarks. 

1.1 What measures should ICANN take to clarify its existing WHOIS policy? 

The policies in question are relatively concise and generally make clear the obligations imposed upon registrars with regard to WHOIS data and complianc, but such obligations could be made clearer.  There are elements that need strengthening or clarification, some are set out below.  

The most important issues is that ICANN must implement WHOIS policy far more effectively and ensure contract compliance and effectiveness in this area.  Also, there is an urgent need to ensure that proxy services are only allowed to operate in a way that ensures prompt disclosure of contact data when domain names are being misused for abusive / illegal purposes.  
To give some specific examples of current WHOIS policy improvements:

It should be noted that the WHOIS Data Reminder policy only requires that registrars send reminders of the existing data and of the potential cancellation of the domain name in case of provision of false WHOIS data.  

While this is helpful, such a procedure does not seem to create any level of direct commitment by the registrant to WHOIS data accuracy and they can simply ignore the email.  Thus we would suggest that an improvement to the policy would be to require affirmative action on the part of the registrant to confirm the accuracy of the WHOIS data whether by clicking on a confirmation link, responding to an email or confirming via the registrant’s user account. Failure to take affirmative action confirming the accuracy of the WHOIS data within a defined period could then constitute grounds for cancellation of the domain name registration.  In addition, it would be worthwhile considering sending such a communication to the email address of both the administrative contact and the email address of the registrant if available in an effort to reach the registrant of the domain name.

Secondly, the Restored Names Accuracy Policy refers to the notion of "updated and accurate WHOIS information" without defining how registrars should ensure that the WHOIS information is "accurate".

Consequently, unless registrars take the initiative of requiring relevant documentation to be provided to demonstrate the accuracy of the WHOIS data, false WHOIS data could again be provided by the registrant.  Accordingly, it could be accurate to define more specifically what is understood as "accurate" information and, more importantly, how registrars should ensure that the updated information received is accurate.

The WHOIS Marketing Restriction policy and the prohibition of the resale or redistribution of WHOIS data by data users do not raise any specific comments. 

Finally, the current procedure for "Handling WHOIS conflicts with Privacy Law" appears to bear the advantage of being pragmatic, therefore allowing a case-by-case analysis. No major modifications seem necessary at this stage.

However, in order to allow the community to evaluate the recourse to this procedure and the means in which conflicts between privacy law and WHOIS policy have been addressed, it would be useful if ICANN could provide a report setting out the statistics of recourse to this procedure and detailing the instances in which it was used and how the issues were handled and resolved.  Naturally, confidentiality could be preserved by redacting the names of the parties involved in such conflicts.

In addition to the above, ICANN could also consider making a significant outreach program to all ICANN accredited registrars to remind them of their obligations under the terms of the Registrar Accreditation Agreement (RAA) with regard to WHOIS and of the potential loss of accreditation should the registrars fail to meet these obligations.

1.2 How should ICANN clarify the status of the high level principles set out in the Affirmation of Commitments and the GAC Principles on WHOIS? 

In order to provide clarification to the registrar and registry community on the AOC and GAC Principles on WHOIS it would perhaps be useful if ICANN could provide a more detailed definition of each of the principles and directly linking registrar obligations regarding WHOIS to these principles as part of the RAA.  This would give additional strength to the principles set out in the Affirmation of Commitments and GAC Principles on WHOIS.

Additional clarification of these principles in the RAA would also be beneficial as it would clearly link the importance and relevance of effective enforcement of these principles to effective and more systematic actions against provision of inaccurate WHOIS data. 

In any event, compliance efforts need to be increased considerably against registrars who fail to comply and registrants who fail to provide accurate WHOIS data.  

2. Applicable laws, Privacy Issues and Proxy/Privacy
2.1 What can country code TLDs (ccTLDs) offer on their response to domestic laws and how they have or have not modified their ccTLD WHOIS policies
Turning to the solutions implemented by ccTLD registries within the European Union in response to data protection legislation, on can look towards the systems adopted by EURid (the registry for .EU) and AFNIC (the registry for .FR) and our experiences with these.

Upon the opening of the registration of .EU domain names in 2005 and of .FR domain names to private individuals in 2006, EURid and AFNIC, respectively the Registries for .EU and .FR domain names approached the issue of the disclosure of WHOIS data by differentiating between registrations by corporate bodies and those made by private individuals. 

Accordingly, both Registries adopted similar approaches aimed at ensuring compliance with the 1995 European Union Directive on data protection (Directive 95/46 EC of 24 October 1995) for EURid and, for AFNIC with French legislation implementing this Directive and the recommendations of the French data protection authority. 

(a) Brief description of EURid's approach to privacy in their WHOIS policy
In its .EU domain name WHOIS policy, EURid, states that while full WHOIS data is displayed in the online .EU WHOIS database for domain names registered by corporate bodies, the data displayed for private individuals is limited to the registrant's email address and this is in an image format to avoid data mining of individuals email addresses.

In such a context, the disclosure of the entirety of the WHOIS data for .EU domain names registered by private individuals to private third parties is subject to the prior submission of a form to EURid setting out the "legitimate reasons for the request" for disclosure.

(b) Brief description of AFNIC's approach to privacy in their WHOIS policy
The AFNIC registration Charter (which all registrars and registrants of .FR domain names undertake to comply with) also differentiates the content of publicly available WHOIS data between domain names registered by corporate bodies and those registered by private individuals.  In the latter case, registrants are given the possibility to request a "restricted disclosure" ("diffusion restreinte" in French) of their data (when the registrant also bears the role of administrative contact, restricted disclosure of data is implemented by default). 

Where restricted disclosure of WHOIS data applies to a domain name, no personal information relating to the registrant (AFNIC's position is therefore even more stringent than EURid's) is disclosed.  Such data is only made available to private third parties either on the grounds of a judicial order or further to the submission to AFNIC of a disclosure request form detailing the reasons which would justify the disclosure of data. 

(c) Review of the effectiveness and disadvantages of the .EU and .FR WHOIS policies
While preservation of privacy and compliance with data protection legislation is a legitimate objective and while the systems in place generally allow for disclosure of relevant data, and in our experience on a legitimate request such disclosure of information concerning private individuals has been prompt these approaches nevertheless do create an extra burden for intellectual property rights holders in their attempts to protect their rights against infringement.  Private individuals acting in bad faith can still cause considerable issues with abusive registrations – as ever the bad players spoil things for the good players.

The extra step required to determine the true ownership of a particular domain names can prove problematic as it not only creates an extra burden for rights holders as they have to bear the costs associated in carrying out this extra step, but also can lead to the loss of time and relevant information cases where time can be of the essence in order to prevent further damage.

In addition, this system also prevents intellectual property rights holders from identifying possible patterns of illegitimate .FR registrations since the restricted disclosure of data applies not only to the publicly available online WHOIS database but also to the data provided to professionals by AFNIC in the framework of its professional offer. 

In addition to the above, it should be noted that intellectual property rights holders incur the risk of a potential action by these registries if they consider that the disclosure was illegitimate, therefore reversing the liability from potential infringers to intellectual property rights holders. 

2.2 How can ICANN balance the privacy concerns of some registrants with its commitment to having accurate and complete WHOIS publicly accessible without restriction? 

Striking an appropriate balance between the privacy rights of private individuals and the preservation of right holders' interests is essential. 

In this respect, it appears that, thus far, the use of thick WHOIS has not generated systematic and excessive abuse for which appropriate answers have not been found.  The RAA makes it clear at sections 3.7.7.4.1 - 4 that the registrar is obligated to inform registrants of domain names with regard to the intended purposes any personal data will be used for, the recipients of their personal data and how the data can be accessed and modified.  Perhaps it would be useful to implement a program of registrar best practices with regards to ensuring dissemination of this information to registrants?

Adopting a system similar to that as implemented by the .EU or .FR registries would certainly appear excessive as it would impose burdens on intellectual property rights holders and would require substantial investment in resources dedicated to requesting disclosure of registrant information.  In addition, such a system could potentially prevent conducting investigations to identify patterns of illegitimate registrations and therefore potentially render moot the provisions of Section 4.b.ii of the UDRP.

Those domain names being used for commercial purposes should not be allowed to hide behind a proxy service, and should have WHOIS information public.  The case is different for a private individual expressing ideas with no commercial benefit being sought.  The latter could justifiably benefit from a proxy service, or a protection as per .EU or .FR.

2.3 How should ICANN address concerns about the use of privacy/proxy services and their impact on the accuracy and availability of the WHOIS data? 

Section 3.7.7.3 of the RAA would appear to directly address this point in terms of the proxy services obligations as the Registered Name Holder of record for any given domain name with liability clearly resting with them should they fail to disclose the contact information provided by the licensee of the domain name.

However, the ambiguity of certain provisions of the RAA and increasing use of such proxy services does seem to be pushing intellectual property rights holders into the situation described above whereby a request for disclosure of the contact information must be made for to these proxy registrant service providers.  Thus an additional burden is being placed on intellectual property rights holders.

As such, it would perhaps be worthwhile investigating with ICANN the possibility of ensuring a balanced protection of intellectual property rights holders' interests in dealing with proxy registrant service providers to put in place a standardised system allowing the immediate disclosure of registrants' information upon communication of relevant information, for example identification of the intellectual property rights holders and a request for disclosure of information.

3. ICANN's compliance and enforcement activities

3.1 How effective are ICANN's current WHOIS related compliance activities?

The 2010 NORC WHOIS study found only 23% of gTLD registrations were fully compliant with accuracy requirements.  Thus it would seem fairly clear cut that ICANN needs to beef up its compliance efforts. To an extent this does seem to be happening generally if one looks at the statistics found on the ICANN Dashboard for compliance related issues.  It would seem that that from 2009 there was a marked improvement in terms of enforcement from the ICANN Compliance Team with a total of 23 ICANN accredited registrars having their accreditations terminated or not renewed.  This is to be applauded.

When one examines the reasons for the loss of ICANN accreditation for registrars over the last four years, it can be seen that WHOIS related compliance issues are often included as a reason for the loss of accreditation.

Indeed if one is to attempt to measure the effectiveness of ICANN’s compliance effort, the falling number of registrars who lost their accreditation in 2010 (13) and 2011 to date (4) could be viewed as a positive indication of how well the compliance effort is working as more and more registrars ensure that they are compliant with the RAA.

However, it could well be that the decline in the number of registrars losing their ICANN accreditations is not due to an increase in registrars being compliant but rather due to a downturn in the ICANN Compliance Team’s audit activities due to staffing levels, resource and budgetary concerns.

It would be interesting to see a breakdown, year on year of the number of auditing activities resulting in breach notifications, termination notifications and non-renewal notifications cross referenced with the remedial actions taken by registrars to cure the breaches of the RAA.

3.2 Are there any aspects of ICANN’s WHOIS commitments that are not currently enforceable?
As mentioned above, there would appear to be a disconnect between compliance with the 1995 European Union Directive on data protection (Directive 95/46 EC of 24 October 1995) and the requirements of the RAA with regard to registrar's WHOIS data obligations.  

While the Procedure for Handling WHOIS conflicts with Privacy Law would seem to address this, it would be interesting to have an overview provided of how well this is working or if it is indeed open to abuse from "bad actors".

3.3 What should ICANN do to ensure its WHOIS commitments are effectively enforced?

Section 9.3.1 of the AOC requires that ICANN implement measures to maintain timely, unrestricted and public access to accurate and complete WHOIS information – and enforce this.  Thus, ICANN should ensure that WHOIS accuracy is a requirement and not just an option with clear set out consequences for failure to comply by either registrar or registrant.  

Clearly ICANN needs to continue auditing the ICANN accredited registrars to ensure compliance with the RAA and to weed out the those registrars who not only fail to comply with the WHOIS requirements, but also fail to take suitable remedial actions when alerted to non-compliance.
The removal of such “bad actors" from the pool of accredited registrars is essential in order to continue to provide assurance to the community that ICANN is proactively policing the registrar space and, taking into account the advent of new gTLDs, the registry space.

By continuing to place the registrars under pressure with the threat of the loss of their accreditations for failure to meet their obligations with regard to WHOIS as per the RAA, ICANN are correctly focusing their compliance efforts.

As mentioned above, perhaps it would also be worth revisiting the WHOIS Data Reminder policy and making this a more robust model whereby failure on the part of the registrant to actively take affirmative action to confirm the WHOIS for their domain name registrations would be grounds for the cancellation of a domain name.

3.4 Does ICANN need any additional power and/or resources to effectively enforce its existing WHOIS commitments?

Registrar and registry compliance is a hugely important issue and one that is going to grow in stature in the coming years.  As mentioned above, ICANN needs to demonstrate that it is taking this issue seriously.  ICANN also needs to demonstrate that it has put into place sufficient resources to enforce compliance with WHOIS commitments and indeed all aspects of the agreements between ICANN and the registrars and the potential new gTLD registries.

By doing so, ICANN will provide reassurance to the community that the current situation with regards to registrars (non)compliance with the RAA is being addressed seriously with sufficient resources to enable the ICANN Compliance Team to continue auditing the registrar space and  taking appropriate actions.

As previously mentioned compliance and associated issues are going to continue in the coming years with the advent of new gTLDs and the issue of Registry/registrar vertical integration (VI) and the decision to allow full cross-ownership between the two in the new gTLD space.

It is clear that ICANN are going to require significantly more resources in order to address compliance issues.  Indeed during the June 2010 ICANN meeting in Brussels, the then Senior Director of Contractual Compliance at ICANN, David Giza, stated that at that point in time there were only six people working in compliance within ICANN and that they were understaffed and underfunded.  In addition to this he also stated that the compliance team currently only had one auditor and he had identified that he had a need for at least six  auditors in order to sufficiently address the current compliance issues facing ICANN.

A quick check of the ICANN website staff listings shows that there are at best now eight people involved in the compliance function within ICANN.

This situation needs to be improved upon given the current state of play with registrar compliance and the future shape of the domain name space with the new gTLD registries and the associated compliance issues that this is going to raise, not just in relation to WHOIS compliance, but all compliance issues concerning registrars and registries.

The additional funds that will come in from the new gTLD applications need to be used to beef up compliance activities within ICANN in proportion to the number of new gTLDs accepted.  The funding of contract compliance activities within ICANN has been seriouisly lacking for years, and is the reason why many registrars have no concern or about such issues.
3.5 How can ICANN improve the accuracy of WHOIS data?

By continuing to focus on registrar compliance with their WHOIS obligations, ICANN can continue to take strides forward to ensure accurate WHOIS data.  Enforcement of section 3.7.7.2 of the RAA with the threat of termination of the registrars accreditation should appropriate action not be taken would seem to provide good leverage to ensure accurate WHOIS data.

Indeed, in our experience when contacting registrars regarding false WHOIS details, the citation of section 3.7.7.2 of the RAA has often resulted in swift action being taken by the registrar to contact the registrant and to ensure that correct WHOIS information for the registrant is displayed in the WHOIS output.  However, it should not be down to trade mark owners to be paying legal counsel to cite sections of the RAA in order to clean up WHOIS! 

As mentioned above, a more robust version of the WHOIS Data Reminder policy whereby failure on the part of the registrant to actively take affirmative action to confirm the WHOIS for their domain name registrations would be grounds for the cancellation of a domain name could well assist in improving the accuracy of WHOIS data.

With new gTLDs and existing gTLDs there should be clear incentives in place for registrars to verify WHOIS data supplied by registrants, after all registrars verify the billing information provided by the registrants.  

3.6 What lessons can be learned from approaches taken by ccTLDs to the accuracy of WHOIS data?

Accuracy of WHOIS data is also an important question for ccTLD registries and several have undertaken WHOIS accuracy studies, such as Nominet, the UK domain name registry and CIRA, the Canadian domain name registry.

However, with regards to actual action being taken with regard to WHOIS accuracy the prime example is the approach that was adopted by CNNIC, the Chinese domain name registry who took steps to require WHOIS accuracy.

At the end of June 2010 CNNIC sent out emails to the registrants of .CN domain names requesting that they verify that the registrant information associated with their domain names was correct.  Registrants could confirm the details by clicking on a link in the email.  Recipients of the email had 15 days in which to respond.  If CNNIC did not receive confirmation of the WHOIS details within the 15 day deadline, the domain name ran the risk of being deleted.

This approach was criticised by many primarily as CNNIC did not give any prior warning that they were launching such a WHOIS verification program and thus domain name registrants had no time to prepare for this audit.  For owners of substantial domain name portfolios that contained large numbers of Chinese domain names were justifiably concerned about responding to each email within the 15 day deadline.

However, there are aspects of this approach that ICANN may wish to consider with regards to WHOIS accuracy and placing the onus individual registrants to take responsibility for the accuracy of the WHOIS data provided.  Incorporating elements of the CNNIC approach in a review of the WHOIS Data Reminder policy may well be worthwhile considering – though with notice and with a significantly longer deadline (circa 3 months).  ICANN may wish to consider requiring an e-mail to be sent to registrants to which they are obliged to reply, within a reasonable time limit, to confirm the accuracy and currentness of their Whois data.
We would therefore urge ICANN to conduct a review of the various ccTLD WHOIS accuracy studies and approaches to ensuring WHOIS data accuracy with a view to considering whether any of these approaches could be applied to gTLD WHOIS data.

3.7 Are there barriers, cost or otherwise, to compliance with WHOIS policy?

In terms of cost related barriers to compliance with WHOIS policy, this should not be a consideration for ICANN.  Registrar and registry WHOIS compliance should be of paramount importance to ICANN as an organisation.

While the task of auditing and policing the number of registrars (currently over 950) may well be a somewhat daunting task, it is one that ICANN must rise to in order to avoid a loss of faith amongst the community in ICANN's ability to manage the situation as it currently stands and, perhaps more importantly, ICANN's ability to deal with the future domain name landscape with new gTLDs.

3.8 What are the consequences or impacts of non-compliance with WHOIS policy?

There are potentially far reaching consequences with both registrar and registry non-compliance with WHOIS policy.  As outlined in the 2007 GAC Principles Regarding gTLD WHOIS Services, WHOIS services are used, amongst other things, to assist in law enforcement actions, to assist in trade mark and copyright enforcement and to combat fraud.  In addition to this, reliable and accurate WHOIS data contributes to the end user confidence in the Internet and encourages use and promotes good faith interactions.

If WHOIS cannot be relied upon to provide such services then the Internet runs the risk of becoming the wild west (a tired and hackneyed phrase, but apt) where "bad actors" such as criminals and fraudsters can operate with impunity.  Were such a situation to come about, then clearly there would be a huge loss of faith for the end users of the Internet.  

Equally this would be an unacceptable state of affairs for the intellectual property community and indeed the wider ICANN community at large.

Hence our earlier points regarding the necessity for ICANN to invest substantial resources in the ICANN Compliance Team to ensure that the situation does not arise where the issues of compliance on the part of registrars and registries become so grave that they threaten the stability of the Internet and consumer confidence in online interactions.

4. Conclusion

We consider the issue of WHOIS to be of paramount importance and one that should be rigorously addressed by ICANN via the compliance function.  With the upcoming expansion of the new gTLD name space and the inherent threats as outlined above, it is clear that these issues need to be considered now and appropriate resource should be allocated to ensure a robust response to the problems that face the community now with regard to WHOIS and in the future.

Yours faithfully,

David Taylor

Partner, Head of Hogan Lovells Domain Name Practice
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